STATE OF CALIFORNIA
STANDARD AGREEMENT

STD 213 (Rev 06/03) AGREEMENT NUMBER

VC-8063

REGISTRATION NUMBER

1. This Agreement is entered into between the State Agency and the Contractor named below:

STATE AGENCY'S NAME

CALIFORNIA VICTIM COMPENSATION BOARD

CONTRACTOR'S NAME

COUNTY OF SONOMA DISTRICT ATTORNEY'S OFFICE

2 The term of this JULY 1, 2018 through JUNE 30, 2021

Agreement is:

3. The maximum amount $1,047,084.00

of this Agreement is: One Million, forty seven thousand and eighty four dollars

4. The parties agree to comply with the terms and conditions of the following exhibits which are by this reference

made a part of the Agreement.

Exhibit A — Scope of Work

Exhibit B — Budget Detail and Payment Provisions

Exhibit B-1 — Budget Page

Exhibit C* — General Terms and Conditions (GTC 04/2017)
Exhibit D — Special Terms and Conditions

Attachment | - CalVCB Information Security Policy (Memo 17-008)
Attachment il - CalVCB Confidentiality Statement and Certification
Attachment 1l — CalVCB Fraud Policy (Memo 17-004)

Attachment IV — Training Request Form

Attachment V — CalVCB Acknowledgement of Policies

Attachment VI — Password Policy (Memo 17-012)

Attachment Vi — County Purchase Request Form and Instructions
Attachment VIl - CalVCB County Inventory Form

Attachment IX — CalVCB Asset Identification Form

Attachment X — Information Systems Security and Confidentiality Acknowledgement
Attachment X1 — Acceptable Use of Technology Resources (Memo 17-005)
Attachment X1l — Privacy Policy (Memo 17-010)

3 Pages
3 Pages
1 Page
1 Page
9 Pages

6 Pages
4 Pages
3 Pages
2 Pages
1 Page

6 Pages
3 Pages
1 Page

2 Pages
2 Pages
5 Pages
4 Pages

Items shown with an Asterisk (*), are hereby incorporated by reference and made part of this agreement as if attached hereto.
These documents can be viewed at hitp./www.dgs.ca.gov/ols/Resources/StandardContractl anguage.aspx

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

CONTRACTOR

CONTRACTOR'S NAME (if other than an individual, state whether a corporation, partnership, efc.)
County of Sonoma District Attorney’s Office

BY (Authorizisi;%;é) - DATE SIGNED(Do ot type)
o st A % 7/ 2%/, &
¢ /7

PRINTEDINAME AND TITLE OF PERSON SIGNING
QI{H%D Ravitch, District Attorney

ADDRESS-

605 Administration Drive, Room 212-J, Santa Rosa, CA 95403

STATE OF CALIFORNIA

AGENCY NAME
CALIFORNIA VICTIM COMPENSATION BOARD

B:( (Azed inatu% . ?‘ (3. ( y

PRINTED NAME AND TITLE OF PERSON SIGNING
Julie Nauman, Executive Officer

ADDRESS
400 R STREET, SUITE 500, SACRAMENTO, CA 95811

California Department of General
Services Use Only

[_] Exempt per:




County of Sonoma
VC-8063

EXHIBIT A
SCOPE OF WORK

The Contractor agrees to provide to the California Victim Compensation Board
(CalVCB) services as described herein:

L.

10.

The data entry, verification, and processing of claims for the unreimbursed
financial losses of victims of crime.

The Contractor shall verify and process applications and bills pursuant to the
statutes, regulations, policies and directives of CalVCB.

The Contractor shall only use information collected under this contract for the
purpose of verifying and processing claims.

The data entry, verification and processing of all applications and bills shall be
performed by persons who have completed all required training provided by
CalVCB, and who have been certified by CalVCB as qualified to perform such
duties.

If an overpayment is identified as a result of an error the Contractor made, the
Contractor shall follow the processes, policies and directives of CalVCB.

The Contractor shall administer emergency expenses under Government Code
section 13952.5, subdivision (c) pursuant to a separate Revolving Fund contract.

The Contractor shall conduct data entry verification and review for applications
and bills related to crimes that occurred in the following counties: Sonoma

CalVCB may at its sole discretion, redirect workload (1) from CalVCB to a
Contractor or (2) from one Contractor to another Contractor or (3) from a
Contractor to CalVCB. The Contractor may, with approval from the Deputy
Executive Officer of the Victim Compensation Division at CalVCB, or the Deputy
Executive Officer's designee, establish Memorandums of Understanding (MOU)
to conduct data entry, verification, and review for applications and bills received
from other counties. ‘

The Contractor will use CalVCB’s automated claims management system, known
as the Compensation and Restitution System (Cares2), to perform the work
under this contract. The Contractor shall ensure that all contracted staff persons
performing duties under this contract comply with CalVCB guidelines,
procedures, directives, and memos pertaining to the use of the Cares2 system.

The Contractor shall follow the prOcésses, policies and directives of CalVCB
when monies owed to the Restitution Fund in the form of liens and overpayments
is identified.




County of Sonoma
VC-8063

EXHIBIT A
SCOPE OF WORK

11. The Contractor shall also provide any paper application, bill or other related
documents in its possession to CalVCB or its agent(s) on demand.

12. The Contractor shall maintain the highest customer service standards, and shall
ensure that applications and bills are processed accurately and efficiently, that
applicants receive prompt responses to their inquiries, and are treated with
sensitivity and respect. Should CalVCB communicate to the Contractor any
compliance issues or concerns about the foregoing, the Contractor shall respond
to CalVCB within a reasonable time as requested by CalVCB. The Contractor
shall demonstrate and apply trauma-informed principles and practices when
communicating verbally and in writing with recipients of services.

13. The services shall be performed at:

County of Sonoma

Office of the District Attorney

Address 600 Administration Drive, Room 212-J
City, State, Zip Santa Rosa, CA 95403

14. The services shall be provided during regular business hours, as defined in the
State Administrative Manual section 0180 and Government Code section 11020,
Monday through Friday, except government holidays. At the beginning of each
fiscal year, the Contractor shall provide a list of scheduled holidays for the
coming year. The Contractor shall obtain approval from the CLASS Manager or
designee in advance for any temporary changes in schedule or operating hours.

15. The Contractor shall provide outreach and training activities for stakeholders and
members of the public within the designated service area to the extent that such
activities do not adversely affect the Contractor’s ability to conduct data entry,
verification, and review of applications and bills. When conducting outreach or
training activities, the Contractor shall inform CalVCB and utilize CalVCB
resource materials.

16. The Contractor shall use forms and processes as required by CalVCB. Forms,
letters or other documentation created by the Contractor and intended for the
public, shall be submitted to CalVCB for review and approval prior to use.

17. The project representatives during the term of this agreement will be:

State California Victim Compensation Contractor:
Name: Dionne C. Bell-Rucker, Name: ;. ,
County Liaison and Support Section Jill R. Ravitch




EXHIBIT A
SCOPE OF WORK

County of Sonoma
VC-8063

Manager

District Attorney

Phone: (916) 491-3512

Phone: 707-565-3098

Fax: (916) 491-6435

Fax; 707-565-2646

Direct all inquiries to:

State California Victim Compensation Contractor:

Agency: Board County of Sonoma
Section/Unit: Business Services Branch Section/Unit: victim Services

Attention: Ryan Metzer, Contract Analyst Attention: Michelle Carstensen

Address: 400 R Street, Suite 400 Address: 600 Administration Drive, Room 212-J

Sacramento, CA 95811

Santa Rosa, CA 95403

Phone: (916) 491-3877

Phone: 707-565-2822

Fax: (916) 491-6413

Fax: 707-565-2646




1.

County of Sonoma
VC-8063

EXHIBIT B
BUDGET DETAIL AND PAYMENT PROVISIONS

INVOICING AND PAYMENT

a. For services satisfactorily rendered, and upon receipt and approval of the
invoices, CalVCB agrees to compensate the Contractor for actual expenditures
permitted by the terms of this contract, as reflected in Exhibit B1, Budget.

b. Invoices shall include the county name, contract number, month/year and time
sheets or attendance records, including the employee name,
position/classification, and time base, fringe benefit amounts and other
expenses. Invoices and timesheets/attendance records should be submitted no
later than the 30t day of the month following the month in which the expenses
were incurred. Invoices should be submitted to:

California Victim Compensation Board
Attn: Accounting

P. O. Box 1348

Sacramento, CA 95812-1348

c. The Contractor shall submit a final year-end closeout invoice within forty-five (45)
calendar days after June 30, 2019 for fiscal year 2018/2019, after June 30, 2020
for fiscal year 2019/2020, and after June 30, 2021 for fiscal year 2020/2021. The
final reimbursement to the Contractor shall be contingent upon the receipt and
approval of this closeout invoice by CalVCB.

2. BUDGET CONTINGENCY CLAUSE

It is mutually agreed that if the Budget Act of the current year and/or any subsequent
years covered under this agreement does not appropriate sufficient funds for the
program, this agreement shall be of no further force and effect. In this event,
CalVCB shall have no liability to pay any funds whatsoever to the Contractor or to
furnish any other consideration under this agreement and the Contractor shall not be
obligated to perform any provisions of this agreement.

If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of
this program, CalVCB shall have the option to either terminate this agreement with
no liability to CalVCB, or offer an amendment of this agreement to the Contractor to
reflect the reduced amount.

The Contractor shall be paid by CalVCB from the Restitution Fund. Any payments
shall be contingent upon the availability of funds in the Restitution Fund. Any funds
paid shall not be a charge upon any federal monies or state General Fund monies.
Funds provided under this agreement are not to be used for other services to victims
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EXHIBIT B
BUDGET DETAIL AND PAYMENT PROVISIONS

and shall not be used to supplant those currently provided by county funds, or grants
administered by the California Emergency Management Agency.

. PROMPT PAYMENT CLAUSE

CalVCB shall pay all properly submitted, undisputed invoices within forty-five (45)
days of receipt, in accordance with Chapter 4.5 of the Government Code beginning
with section 927.

. COST LIMITATION

The total amount of this agreement shall not exceed $349,028.00 for fiscal year
2018/2019, $349,028.00 for fiscal year 2019/2020, and $349,028.00 for fiscal year
2020/2021. Funding shall be contingent upon availability of funds and shall be at the
sole discretion of CalVCB. The funding of this contract may be changed by written
amendment to the contract, upon approval of CalVCB.

The Contractor shall submit a budget for Fiscal Year 2018/2019 with this contract.

The Contractor shall submit a proposed budget for Fiscal Year 2019/2020, no later
than April 1, 2019 and for Fiscal Year 2020/2021, no later than April 1, 2020. The

CLASS Manager shall provide written approval of the proposed budget(s) and any
subsequent modification(s).

. REDUCTION OF CONTRACT AMOUNT

CalVCB reserves the right to reduce the amount in the contract if CalVCB's fiscal
monitoring indicates that the Contractor’s rate of expenditure will result in unspent
funds at the end of the program year or when deemed necessary.




County of Sonoma
VC-8063
GENERAL TERMS AND CONDITIONS

PLEASE NOTE: The General Terms and Conditions will be included in the contract by
reference to Internet site
http://www.dgs.ca.gov/ols/Resources/StandardContractLanguage.aspx.




County of Sonoma
VC-8063

EXHIBIT D
SPECIAL TERMS AND CONDITIONS

1. PERSONNEL SERVICES AND WORKLOAD

a.

The Contractor shall submit by mail, email, or fax to CalVCB, in accordance with
state law, a signhed Statement of Economic Interests (Form 700) for each staff
member performing work under this contract who is responsible for recommending
an initial eligibility or payment decision, and for each person in a supervisory
position over such staff members. The Form 700 must be mailed, emailed or
faxed within five (5) business days of hiring new staff and, thereafter, must be
submitted on an annual basis. The Contractor shall submit Form 700 no later than
30 days from CalVCB'’s request each year. Upon the resignation or termination of
a staff person as described in this paragraph, the Contractor shall submit a final
Form 700 within ten (10) business days.

The Contractor shall obtain written authorization prior to filling vacant or new
positions related to this contract, reassigning personnel to or from the workgroup
funded by this contract, or changing the time base of existing positions even though
funding was previously requested and made part of the budget. Approval of such
requests will be based upon CalVCB'’s review of the Contractor’s workload,
performance, and availability of funds. Personnel assigned to this contract shall
possess the appropriate knowledge, skills and abilities to successfully perform the
work. Hiring, transfers, or promotions of key personnel, such as program Managers,
Supervisors and Leads must be approved in writing by the CalVCB CLASS ‘
Manager.

The Contractor shall notify CalVCB when a staff person assigned to perform the
functions of this contract has been absent, or is expected to be absent, for any
reason, longer than two weeks. When the staff person is on leave, including
vacation, sick, and annual leave, CalVCB shall compensate the Contractor for that
period of time only if the staff person accrued leave during the time the staff
person was assigned to perform the functions described in this contract. Further,
the Contractor agrees to provide, at CalVCB's request, documentation verifying
leave accrued under the agreement.

The Contractor shall ensure that staff persons assigned to functions under this
contract do not participate in criminal investigations or prosecution. The
Contractor shall ensure that the staff persons assigned to functions under this
contract do not also collect restitution or serve as a restitution specialist or victim
advocate, with the exception of the director of the county victim assistance
program.

The Contractor shall budget no more than 20% of the salary and benefits for the
director of the county victim assistance program as part of this contract, unless
prior written authorization is obtained from the Deputy Executive Officer of the
Victim Compensation Division or the Deputy Executive Officer's designee. The

8
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County of Sonoma
VC-8063

EXHIBIT D
SPECIAL TERMS AND CONDITIONS

Contractor will also obtain prior written authorization from the Deputy Executive
Officer of the Victim Compensation Division or the Deputy Executive Officer's
designee before including the salaries of any other administrative staff who are not
directly involved in functions under this contract or the supervision of staff fulfilling
functions under this contract in the budget.

In addition, the Contractor shall obtain prior written permission from the Deputy
Executive Officer of the Victim Compensation Division or the Deputy Executive
Officer’'s designee if staff persons assigned to functions under this contract will
perform any other county function. Should the Contractor assign a staff person to
perform functions other than those described in Exhibit A, the Contractor shall
request written authorization ten (10) days prior to the staff person beginning other
county functions. CalVCB shall not reimburse the Contractor for other duties
performed outside the scope of the contract.

For each staff member performing services under this contract, the Contractor
shall provide the name, business address, telephone number and email; the job
title and description of duties; the name of his or her supervisor; the names of any
staff supervised; and any other information as required by CalVCB. The
Contractor shall also provide contact information for individual county victim
assistance centers and advocate staff in any centers in other counties, which send
applications directly to the Contractor. The Contractor shall update the information
anytime a change is made.

To mail requests and correspondence related to this section of the contract, send
to: County Liaison and Support Section, California Victim Compensation Board,
P.O. Box 3036, Sacramento, CA 95812-3036.

INCOMPATIBLE ACTIVITIES

Contractor’s staff assigned to perform services for CalVCB shall not:

a.

b.

Participate in a criminal investigation or prosecution.

Engage in any conduct that is clearly inconsistent, incompatible, or in conflict with his
or her assigned duties under the contract, including but not limited to: Providing
services that could be compensated under CalVCB.

Use information obtained while doing work under the contract for personal gain or
the advantage of another person.

Disclose any confidential information to anyone, including, but not limited to, victim
advocates, community-based organizations, law enforcement, prosecutors and
others, except as required by law or authorized by CalVCB. Confidential information

9




County of Sonoma
VC-8063

EXHIBIT D
SPECIAL TERMS AND CONDITIONS

includes, but is not limited to, information about applicants, applications, crime
documentation and other documents associated with applications.

e. Provide or use the names of persons or records of CalVCB for a mailing list, which
has not been authorized by CalVCB.

f. Represent himself or herself as a CalVCB employee.

g. Take any action with regard to a victim compensation claim or restitution matter with
the intent to obtain private gain or advantage.

h. Involve himself or herself in the handling of any claim or restitution matter when he or
she has a relationship (business or personal) with a claimant or other interested

party.

i. Knowingly initiate any contact with a claimant, person for whom restitution may be
sought, or person against whom restitution may be collected, unless the contact is
for the purposes of carrying out the services under the contract and is done in an
appropriate manner. :

- All confidential information obtained during the performance of the contract dutles shall be
held in strict confidence.

It shall be the Contractor’s responsibility to ensure that every staff person assigned to
provide contracted services to CalVCB is made aware of and abides by these provisions. If
an assigned staff person is unwilling or unable to abide by these provisions, the staff person
shall no longer be assigned to perform the services required by the contract and that
person’s salary will not be paid by CalVCB.

3. PERFORMANCE ASSESSMENT

CalVCB shall assess and evaluate the Contractor's performance in a manner consistent
with those assessments and evaluations currently in place for CalVCB'’s claims
processing staff.

a. CalVCB shall monitor performance under the contract and periodically report
performance to the Contractor.

b. CalVCB reserves the right to revoke access to CalVCB’s database of any
Contractor’s staff whose performance is consistently poor or below average based
on the performance criteria used by CalVCB or who does not comply with the
contract provisions. Any Contractor’s staff whose access has been revoked shall
no longer be authorized to process claims and the staff person’s position will no

10




County of Sonoma
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EXHIBIT D
SPECIAL TERMS AND CONDITIONS

longer be funded by CalVCB. The Contractor will provide replacement staff,
contingent upon approval by CalVCB CLASS Manager or designee.

c. CalVCB shall set performance and production expectations or goals related to the
fulfillment of the services in this contract. Those expectations may include, but are
not limited to, time frames for completion of work, amount of work to be completed
within given time frames, and standards for the quality of work to be performed.
CalVCB will provide written notice of performance and production expectations to
the Contractor. If the Contractor fails to achieve performance and production
expectations set by CalVCB as set forth in the written notice, CalVCB reserves the
right to reduce the amount of the contract or terminate the agreement upon 30
days’ notice.

d. CalVCB shall require county supervisors to utilize production, aging and workload
reports provided by CalVCB, to maintain the level of production as outlined by
CalVCB. The Contractor shall inform the CLASS Manager or designee of
performance or other staffing issues immediately upon identification.

4. PROGRAM EVALUATION AND MONITORING

The Contractor shall make available to CalVCB, and its representatives, for purposes
of inspection, audit and review, any and all of its books, papers, documents, financial
records and other records pertaining to the operation of this contract. The records
shall be available for inspection and review during regular business hours throughout
the term of this contract, and for a period of three (3) years after the expiration of the
term of this contract.

5. JOB-REQUIRED TRAINING

CalVCB may reimburse salaries, benefits and travel costs for the Contractor’s staff to
attend job-required training, meetings, hearings, conferences or workshops. All such
costs are included within the maximum agreement amount as reflected in the
attached budget.

The Contractor shall obtain prior written authorization from CalVCB to attend trainings,
meetings, hearings, conferences or workshops that are not job-required. The request is
to be submitted on the Training Request Form (Attachment IV to this contract) and must
be forwarded to the CLASS Manager or designee for approval prior to the training date.
Approval for reimbursement for the requested training is at the discretion of CalVCB.

6. MOVING

a. CalVCB shall not reimburse any costs associated with the relocation of the
Contractor’s staff performing under this contract.

11
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b. The Contractor shall obtain written authorization from CalVCB to relocate computer
terminals as far in advance as possible before any planned move. The request
should be emailed to the CLASS Manager or designee for approval.

c. Notification of relocation shall include the new address, including room number and
the name, title, address and phone number of a contact person who is responsible
for the telephone line and computer/electrical cable installation.

d. The contractors Information Technology Department must notify CalVCB'’s
Information Technology Section and CLASS of any change of a public internet
protocol (IP) address within one business day.

e. Failure of the Contractor to obtain prior authorization to relocate a computermay
result in the Contractor’s inability to perform functions of the contract for a period of
time. CalVCB will not reimburse the Contractor for lost production time.

7. EQUIPMENT
a. Written request and approval prior to purchase

The Contractor shall obtain prior written authorization from CalVCB in the acquisition
of any/all equipment (capitalized assets), including “modular furniture”, even though
funding may have been previously requested and made part of the budget, CalVCB
reserves the option of not reimbursing the Contractor for equipment purchases that
are not approved in writing prior to purchase.

The Contractor shall submit the request for equipment purchases on the County
Purchase Request Form (Attachment VI to this contract) to the attention of the
County Liaison and Support Section, California Victim Compensation Board, P. O.
Box 3036, Sacramento, CA 95812-3036.

If new equipment is purchased the County will be sent an Asset Identification Form
(Attachment IX) and affix an asset tag to the equipment.

b. Purchase of Information Technology Equipment

Costs for providing information technology equipment (as defined in State
Administrative Manual section 4819.2) including input and output devices with
software as well as monthly maintenance fees and installation, as deemed
necessary by CalVCB, shall be provided and/or reimbursed by CalVCB.
Specifically, if CalVCB purchases equipment, then CalVCB will configure, install,
and provide support for equipment and operating software. [f the Contractor
purchases equipment, then the Contractor is responsible for its own configuration,

12
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and provide support for equipment and operating software. If the Contractor
purchases equipment, then the Contractor is responsible for its own configuration,
installation, and support of those purchases, which may involve the purchase of a
maintenance service agreement with the vendor. The Contractor is responsible
for budgeting dollars through this contract to cover those support and/or
maintenance service agreement costs. CalVCB is not a party to such contract.

All equipment purchased or reimbursed under this contract, regardless of whether
CalVCB or the Contractor purchased it, shall be the property of CalVCB and shall
be identified with a state identification number. The Contractor shall ensure that
no one other than a staff person who performs duties under this contract uses
CalVCB equipment. The Contractor is responsible for maintaining equipment in
such fashion that any warranties are not voided.

If computer software is purchased under this contract, vendors shall certify that it
has appropriate systems and controls in place to ensure that State funds are not
used to acquire, operate, or maintain computer software in a manner that does not
comply with applicable copyrights.

The Contractor agrees to apply security patches and upgrades, and keep virus
software up-to-date on any machine on which CalVCB data may be used.

CalVCB requires the Contractor to purchase a maintenance agreement that
provides on-site support within 24 hours.

All machines must be configured to accept and apply software and security
updates for all software installed on the computer. This includes the operating
system, applications, programs, utilities, and anti-virus software.

CalVCB reserves the right to access and audit all IT assets purchased or
reimbursed under this agreement, including software, equipment, and computers,
to ensure they are patched, used and operating in a manner consistent with State
policy and the terms of this contract. All personal computers should be using the
following hardware, or an approved equivalent, which is the current standard for
CalVvCB:

Intel 4th Generation Multi-Core i7 Processor
8 GB Ram

500 GB Hard Drive

Network Port

USB Port(s)

24" Flat Screen Monitor

USB Keyboard

USB Mouse or Trackball

13
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The Contractor shall obtain prior written authorization from CalVCB prior to
installing any equivalent or additional software on CalVCB purchased or
reimbursed equipment. Requests should be immediately directed to the CLASS
Manager or designee.

8. OPERATING EXPENSES

a. The Contractor may charge expenses to various line-item allocations as part of its
operating expenses such as rent, utilities, postage, and telephone, etc. Such
expenses are generally identified as “direct costs”. The Contractor shall ensure that
expenses that are classified as “direct cost” are not also included in the “indirect cost’
or “overhead” categories. Indirect costs are those costs that are incurred for a
common or joint purpose or a cost that is not readily assignable to a specific
operating expense line-item. CalVCB reserves the right to deny any expenses that
are deemed ineligible by the state.

b. The Contractor shall submit, upon CalVCB'’s request, a copy of the indirect cost
allocation plan demonstrating how the indirect cost rate was established. All costs
included in the plan shall be supported by formal accounting records, which
substantiate the propriety of such charges.

c. The total amount budgeted for operating expenses, including direct and indirect
expenses, shall not exceed 18% of the entire amount awarded.

The Contractor shall obtain written approval prior to modifications being made to the
line items under the operating expense category such as an increase to rent or
offsetting savings from one line item to another. Requests should be directed to the
CLASS Manager or designee.

9. PERFORMANCE PERIOD AND CONTRACT RENEWAL

The period of performance for the contract shall be for three (3) years from July 1,
2018 through June 30, 2021.

10.INVENTORY

Electronic Data Processing equipment, capitalized assets and non-capitalized assets,
reimbursed or paid for under this contract shall remain the property of CalVCB and shall
bear identification tags supplied by CalVCB. The Contractor shall prepare an equipment
inventory listing using the County Inventory Form (Attachment VIIi) in July of each year
for the term of this contract. The completed forms shall be submitted by e-mail to their
assigned CLASS analyst. Inventory listings not submitted by end of July each year shall
result in a delay in payment of submitted invoices.
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signed by each employee performing work under this contract (Attachment |l to this
contract)

d. The Contractor shall be responsible for any unauthorized disclosure by Contractor
staff persons performing duties under this contract and shall indemnify, defend and
hold harmless the State, its officers, agents and employees from any and all claims,
losses, damages, penalties, fines, and attorney fees resulting from the unauthorized
disclosure of CalVCB records by such staff persons.

e. The Contractor shall annually submit to CalVCB the confidentiality statements (see
Attachment Il) signed by each staff member performing services under this contract,
whose salary or a portion thereof is paid through this contract, or who supervises staff
members performing services under this contract. Confidentiality statements must be
submitted within ten (10) business days of the start date of new staff. The Contractor
should submit via mail, email or fax confidentiality statements for all staff no later than
July 30 of each year. Access to CalVCB claims management database will be
granted upon receipt of the signed confidentiality statements.

To mail requests and correspondence related to this section of the contract, send to:
County Liaison and Support Section, California Victim Compensation Board, P.O. Box
3036, Sacramento, CA 95812-3036.

f. The Contractor will forward any PRA request or Information Practices Act (IPA)
request received related to provision of services under this contract to CalVCB'’s Legal
Division. The Contractor will not take action on any PRA or IPA request for CalvVCB
records without obtaining prior permission from CalVCB'’s Legal Division.

12.SUBPOENAS

The Contractor is not the Custodian of Records for any of the materials it creates or
receives pursuant to this contract. The Contractor shall post a notice in its receiving
department or other appropriate place stating that all subpoenas for CalVCB records
must be personally served on the California Victim Compensation Board at 400 R
Street, 5" Floor, Sacramento, CA, 95811, Attn: Legal Division. The Contractor must
notify anyone attempting to serve a subpoena for records of this requirement. The
Contractor may also contact CalVCB’s Legal Division at 916-491-3605 for further
assistance.

In cases where documents are being subpoenaed, the Contractor shall provide
CalVCB with original and complete claim documents upon request. The Contractor
shall submit the original claim documents in the most expedient manner necessary to
meet the time constraints of the subpoena, including the use of overnight express
mail.
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In the event of termination of this agreement, CalVCB shall take possession of its
property. The Contractor shall hold those items identified in the inventory list in storage
until CalVCB retrieves its property. Payment of storage and retrieval shall be the
responsibility of CalVCB.

CalVCB reserves the right to request current and complete inventory listings, and to
remotely access, for audit purposes, all IT equipment procured through this contract.

Any dther arrangements for disposal or surplus of equipment requires approval from
CalVCB’s Business Services Branch. Counties must contact their assigned CLASS
analyst to initiate this process.

CONFIDENTIALITY OF RECORDS

All financial, statistical, personal, technical and other data and information relating to
the State’s operations which are designated confidential by the State and made
available to the Contractor in order to carry out this agreement, or which become
available to the Contractor in carrying out this agreement, shall be protected by the
Contractor from unauthorized use and disclosure through observance of the same or
more effective procedural requirements as applicable to the State. This includes the
protection of any extractions of CalVCB’s confidential data for another purpose.
Personally identifiable information shall be held in the strictest confidence, and shall
not be disclosed except as required by law or specifically authorized by CalVCB (refer
to CalVCB Information Security Policy Memo 17-008, Attachment | to this contract).
This shall apply regardless of whether or not the services for such staff persons are
paid for by CalVCB.

CalvVCB’s Custodian of Records in Sacramento shall be notified when an applicant or
applicant’s representative requests a copy of any document in or pertaining to the
claimant’s file. The Contractor shall not disclose any document pursuant to any such
request unless authorized to do so by CalVCB’s Executive Officer, Chief Deputy
Executive Officer, Deputy Executive Officer, or Legal Division.

CalVCB'’s Legal Division in Sacramento is to be immediately notified of any request
made under the Public Records Act (PRA) (Gov. Code, §6250, et. seq.) for
information received or generated in the performance of this contract. No record shall
be disclosed pursuant to any such request unless authorized by CalVCB’s Legal
Division.

The Contractor shall ensure that all staff are informed of and comply with the

requirements of these provisions and any direction given by CalVCB. The Contractor
shall complete and submit with their signed contract a Confidentiality Statement
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13.RETENTION OF RECORDS

The Contractor shall retain all documents and records in hard copy related to
applications entered into Cares2 for one year from the date the document is received.
The Contractor shall retain all soft copies until confirmed uploaded into Cares2

The Contractor shall retain all records relating to the operation of this contract,
including but not limited to, payroll, time-keeping, accounting records and electronic
records, for seven years from the date the record is created. All electronically
retained documents shall have the same legal effect as an original paper document.

14. SUBCONTRACTING

Nothing contained in this Agreement or otherwise, shall create any contractual relation
between the State and any subcontractors, and no subcontract shall relieve the
Contractor of his responsibilities and obligations hereunder. The Contractor agrees to
be as fully responsible to the State for the acts and omissions of its subcontractors and
of persons either directly or indirectly employed by any of them as it is for the acts and
omissions of persons directly employed by the Contractor. The Contractor’s obligation
to pay its subcontractors is an independent obligation from the State’s obligation to
make payments to the Contractor. As a result, the State shall have no obligation to pay
or to enforce the payment of any monies to any subcontractor.

15.TERMINATION FOR CONVENIENCE

CalVCB or the Contractor reserves the right to terminate this agreement upon thirty
(30) days written notice to the other. In such an event, the Contractor shall be
compensated for actual costs incurred in accordance with the terms of the agreement
up to the date of termination. Invoicing of the above-mentioned costs shall be
submitted to CalVCB within thirty (30) calendar days of the date of termination.

16.REGULATIONS AND GUIDELINES

All parties agree to abide by all applicable federal and state laws and regulations and
CalVCB guidelines, procedures, directives and memos as they pertain to the
performance of this agreement.

17.COMPLIANCE WITH CALVCB POLICY

The Contractor shall ensure that all staff assigned work related to this contract, review
and comply with the requirements of CalVCB policies, including the CalVCB Fraud
Policy (Attachment Il1), CalVCB Information Systems Security and Confidentiality
Policy (Attachment X), Password Policy (Attachment VI), the CalVCB Privacy Policy
(Attachment XlI) and the Acceptable use of Technology Resources (Attachment XI).
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CLASS will provide copies of the policies to the Contractor on July 1, along with an
Acknowledgement of Policies Form (Attachment V), which must be signed by each
county employee under this contract and returned to CLASS within 30 days of receipt.

18.SECURITY AND PRIVACY COMPLIANCE

The Contractor’s staff assigned to perform services for CalVCB must adhere to the
following provisions. Staff shall NOT:

a.

oooo

—oa

Attempt to access the Cares2 application from any location other than their
assigned work location. Remote access is only permitted with prior written
approval from the CalVCB Deputy Executive Officer of the Victim Compensation
Division.

Share individual login ID and password with anyone else.

Allow their computer to remember a password to the Cares2 application.

Walk away from their computer without locking the screen (Ctri+Alt+Delete).
Leave documents with Personal Identifiable Information (Pll) unattended on
printers or fax machines, or in cubicles, offices or conference rooms.

Visit untrusted websites or open any attachments or links from untrusted email.
Uninstall or disable anti-virus software and automatic updates.

Install any unauthorized or unlicensed software.

Plug a mobile phone, personal USB drive or other peripheral device into the
network system or desktop computer.

Disclose any PIl information to unauthorized users.

Send any Pl via email. Staff should use application numbers, bill numbers and
initials only (if necessary). Staff should use encrypted email if they must send
email containing PIl information.

Any virus attacks, security violations, and privacy breaches, should be immediately
reported to the Contractor’s Information Security Officer, the Contractor's CLASS
Liaison and the CLASS Manager.
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