
 
           
 

 
    
 

                
  

 

 
 

 
 

   
   

   
  
  
  
  
  

     
      
   

    
  

 
     

 
    

    
 

  
     

    
 

 
    

     
   
   
     
 

  
 

   
     
      
 

    
 
  
 
 
 
 
  
 
 
 
 
 
           

         
            

   

      

Contractor's signature 

John Carnahan SVP- Business Development 
Type or Prin t r-.:arne and Title 

· 02/06/20 l 7 

Date 

□ 
□ 
~ 
□ 
□ 

Date 

Contract # AR2485 

STATE OF UTAH COOPERATIVE CONTRACT 
1. CONTRACTING PARTIES:  This contract is between the Division of Purchasing and the following Contractor: 

Insight Public Sector, Inc. LEGAL STATUS OF CONTRACTOR 
Name Sole Proprietor 

6820 S. Harl Avenue Non-Profit Corporation 
For-Profit Corporation 

Tempe AZ 85283 Partnership 
City State Zip Government Agency 

Contact Person: Erica Falchetti Phone: 480-760-9488 Email: Erica.Falchetti@Insight.com 
Vendor # Commodity Code #920-05 

2. GENERAL PURPOSE OF CONTRACT: Contractor is permitted to provide the Cloud Solutions identified in Attachment B to 
Participating States once a Participating Addendum has been signed. 

3. PROCUREMENT PROCESS: This contract is entered into as a result of the procurement process on Bid#CH16012. 

4. CONTRACT PERIOD: Effective Date: 09/30/2016 Termination Date: 09/15/2026 unless terminated early or extended in accordance 
with the terms and conditions of this contract.  Pursuant to Solicitation #CH16012, Contractor must re-certify its qualifications each year. 

5. Administrative Fee, as described in the Solicitation and Attachment A:  The Contractor shall pay to NASPO ValuePoint, or its assignee, 
a NASPO ValuePoint Administrative Fee of one-quarter of one percent (0.25% or 0.0025) of contract sales no later than 60 days 
following the end of each calendar quarter. The NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on 
sales of the Services. 

6. ATTACHMENT A: NASPO ValuePoint Master Terms and Conditions 
ATTACHMENT B: Scope of Services Awarded to Contractor 
ATTACHMENT C: Pricing Discounts and Pricing Schedule 
ATTACHMENT D: Contractor’s Response to Solicitation #CH16012 
ATTACHMENT E: Service Provider Terms and Conditions 

Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A. 

8. DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED: 
a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract. 
b. Utah State Procurement Code and the Procurement Rules. 

9. Each signatory below represents that he or she has the requisite authority to enter into this contract. 

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed. 

Spencer Hall 801-538-3307 801-538-3882 spencerh@utah.gov 
Division of Purchasing Contact Person Telephone Number Fax Number Email 

(Revision 16 June 2016) 

mailto:spencerh@utah.gov
mailto:Erica.Falchetti@Insight.com


 

     

  

    
  

 
  

   
   

 
    

 
 

 
   

 
  

 
    

    
  

  
  

  
  

     
  

    
    

 
     

   

                                                           
  
   

Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions 

1. Master Agreement Order of Precedence 

a. Any Order placed under this Master Agreement shall consist of the following 
documents: 

(1) A Participating Entity’s Participating Addendum1 (“PA”); 
(2) NASPO ValuePoint Master Agreement Terms & Conditions, including the applicable 
Exhibits2 to the Master Agreement; 
(3) The Solicitation; 
(4) Contractor’s response to the Solicitation, as revised (if permitted) and accepted by 
the Lead State; and 
(5) A Service Level Agreement issued against the Participating Addendum. 

b. These documents shall be read to be consistent and complementary.  Any conflict 
among these documents shall be resolved by giving priority to these documents in the 
order listed above. Contractor terms and conditions that apply to this Master Agreement 
are only those that are expressly accepted by the Lead State and must be in writing and 
attached to this Master Agreement as an Exhibit or Attachment. 

2.  Definitions - Unless otherwise provided in this Master Agreement, capitalized terms 
will have the meanings given to those terms in this Section. 

Confidential Information is non-public information that is designated “confidential” or 
that a reasonable person should understand to be confidential, including (1) Customer 
Data; (2) any Purchasing Entity’s records, (3) personnel records, and (4) information 
concerning individuals. Confidential Information does not include information that (a) 
becomes publicly available without a breach of this agreement, (b) was lawfully known 
or received by the receiving party without an obligation to keep it confidential, (c) is 
independently developed, or (d) is a comment or suggestion one party volunteers about 
the other’s business, products or services. 

Contractor means the person or entity providing solutions under the terms and 
conditions set forth in this Master Agreement. Contractor also includes its employees, 
subcontractors, agents and affiliates who are providing the services agreed to under the 

1 A Sample Participating Addendum will be published after the contracts have been awarded. 
2 The Exhibits comprise the terms and conditions for the service models: PaaS, IaaS, and PaaS. 



   
 

       
 

 
 

   
  

 
  

     
  

    
  

    
  

  
    

 
 

  
   

  
 

    
  

 
     
 

 
   

  
 

   

  

  
 

  
 

  
  

   
 

Master Agreement. 

Customer Data means all data, including all text, sound, software, or image files that 
are provided to Service Provider by, or on behalf of, a Purchasing Entity through its use 
of the Online Services.  All references to “Data” in the Master Agreement shall be 
deemed to mean Customer Data. 

Data Categorization means the process of risk assessment of Data. See also “High 
Risk Data”, “Moderate Risk Data” and “Low Risk Data”. 

Disabling Code means computer instructions or programs, subroutines, code, 
instructions, data or functions, (including but not limited to viruses, worms, date bombs 
or time bombs), including but not limited to other programs, data storage, computer 
libraries and programs that self-replicate without manual intervention, instructions 
programmed to activate at a predetermined time or upon a specified event, and/or 
programs purporting to do a meaningful function but designed for a different function, 
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the 
Purchasing Entity’s’ software, applications and/or its end users processing environment, 
the system in which it resides, or any other software or data on such system or any 
other system with which it is capable of communicating. 

Fulfillment Partner means a third-party contractor qualified and authorized by 
Contractor, and approved by the Participating State under a Participating Addendum, 
who may, to the extent authorized by Contractor, fulfill any of the requirements of this 
Master Agreement including but not limited to providing Services under this Master 
Agreement and billing Customers directly for such Services. Contractor may, upon 
written notice to the Participating State, add or delete authorized Fulfillment Partners as 
necessary at any time during the contract term. Fulfillment Partner has no authority to 
amend this Master Agreement or to bind Contractor to any additional terms and 
conditions. 

High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization 
of Federal Information and Information Systems (“High Impact Data”). 

Infrastructure as a Service (IaaS) as used in this Master Agreement is defined the 
capability provided to the consumer to provision processing, storage, networks, and 
other fundamental computing resources where the consumer is able to deploy and run 
arbitrary software, which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud infrastructure but has 
control over operating systems, storage, deployed applications; and possibly limited 
control of select networking components (e.g., host firewalls). 

Intellectual Property means any and all patents, copyrights, service marks, 
trademarks, trade secrets, trade names, patentable inventions, or other similar 
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein. 



  
 

 
    

   
 

   
    

  
 

   
  

 
     

 
    

    
  

    
   

  
     

   
  

 
 

  

    
    

 
 

   
  
   

  
 

   
   

 
    

   
  

 
 

  

Lead State means the State centrally administering the solicitation and any resulting 
Master Agreement(s). 

Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of 
Federal Information and Information Systems (“Low Impact Data”). 

Master Agreement means this agreement executed by and between the Lead State, 
acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter 
amended. 

Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security 
Categorization of Federal Information and Information Systems (“Moderate Impact Data”). 

NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program, 
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)(3) limited 
liability company (doing business as NASPO ValuePoint) is a subsidiary organization 
the National Association of State Procurement Officials (NASPO), the sole member of 
NASPO ValuePoint.  The NASPO ValuePoint Cooperative Purchasing Organization 
facilitates administration of the cooperative group contracting consortium of state chief 
procurement officials for the benefit of state departments, institutions, agencies, and 
political subdivisions and other eligible entities (i.e., colleges, school districts, counties, 
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The 
NASPO ValuePoint Cooperative Development Team is identified in the Master 
Agreement as the recipient of reports and may be performing contract administration 
functions as assigned by the Lead State. 

Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to 
distribution to the public as public information. It is deemed to be sensitive and 
confidential by the Purchasing Entity because it contains information that is exempt by 
statute, ordinance or administrative rule from access by the general public as public 
information. 

Participating Addendum means a bilateral agreement executed by a Contractor and a 
Participating Entity incorporating this Master Agreement and any other additional 
Participating Entity specific language or other requirements, e.g. ordering procedures 
specific to the Participating Entity, other terms and conditions. 

Participating Entity means a state, or other legal entity, properly authorized to enter 
into a Participating Addendum. 

Participating State means a state, the District of Columbia, or one of the territories of 
the United States that is listed in the Request for Proposal as intending to participate. 
Upon execution of the Participating Addendum, a Participating State becomes a 
Participating Entity. 

Personal Data means data alone or in combination that includes information relating to 



   
   

   
  

  
  

 
  

  
  

  
  

  
 

 
   

  
 

    
 

   
    

 
 

   
  

  
  

 
      

 
 

     
 

  
 

  
 

    
    

 
     
  

 
    

an individual that identifies the individual by name, identifying number, mark or 
description can be readily associated with a particular individual and which is not a 
public record. Personal Information may include the following personally identifiable 
information (PII): government-issued identification numbers (e.g., Social Security, 
driver’s license, passport); financial account information, including account number, 
credit or debit card numbers; or Protected Health Information (PHI) relating to a person. 

Platform as a Service (PaaS) as used in this Master Agreement is defined as the 
capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools 
supported by the provider. This capability does not necessarily preclude the use of 
compatible programming languages, libraries, services, and tools from other sources. 
The consumer does not manage or control the underlying cloud infrastructure including 
network, servers, operating systems, or storage, but has control over the deployed 
applications and possibly application hosting environment configurations. 

Product means any deliverable under this Master Agreement, including Services, 
software, and any incidental tangible goods. 

Protected Health Information (PHI) shall have the same meaning as the term 
“protected health information” in 45 CFR § 160.103 of HIPAA, provided that it is limited 
to such protected health information that is received by Service Provider from 
Customer, or created, received, maintained, or transmitted by Service Provider on 
behalf of, Customer. 

Purchasing Entity means a state, city, county, district, other political subdivision of a 
State, and a nonprofit organization under the laws of some states if authorized by a 
Participating Addendum, who issues a Purchase Order against the Master Agreement 
and becomes financially committed to the purchase. 

Services mean any of the specifications described in the Scope of Services that are 
supplied or created by the Contractor pursuant to this Master Agreement.  

Security Incident means any unlawful access, use, theft or destruction to any 
Customer Data stored onService Provider’s equipment or in Service Provider’s facilities, 
or unauthorized access to such equipment or facilities resulting in use, theft, loss, 
disclosure, alteration or destruction of Customer Data. All references to “Data Breach” in 
the Master Agreement shall be deemed to mean Security Incident. 

Service Level Agreement (SLA) means the service levels or service level agreements, 
if any, set forth in the Service Provider Terms.” 

Service Provider means a provider of the Cloud Services that are available for resale 
through Contractor under this Master Agreement. 

Software as a Service (SaaS) as used in this Master Agreement is defined as the 



    

   
  

 
   

 
  

    
 

   
   

 
    

   
  

      
  

      
 

    

   
  

  
 

  
   

 
      

    
  

   
   

 
  

 
  

   
    

  
   
    

     

capability provided to the consumer to use the Contractor’s applications running on a 
Contractor’s infrastructure (commonly referred to as ‘cloud infrastructure).  The 
applications are accessible from various client devices through a thin client interface 
such as a Web browser (e.g., Web-based email), or a program interface. The consumer 
does not manage or control the underlying cloud infrastructure including network, 
servers, operating systems, storage, or even individual application capabilities, with the 
possible exception of limited user-specific application configuration settings. 

Solicitation means the documents used by the State of Utah, as the Lead State, to 
obtain Contractor’s Proposal. 

Statement of Work means a written statement in a solicitation document or contract 
that describes the Purchasing Entity’s service needs and expectations. 

Terms of Use means the terms and conditions associated with the use of the Cloud 
Services by the Participating Entity set forth in the Contractor’s Cloud Services Order 
Form. 

3.  Term of the Master Agreement: The initial term of this Master Agreement is for ten 
(10) years with no renewal options. 

4. Amendments: The terms of this Master Agreement shall not be waived, altered, 
modified, supplemented or amended in any manner whatsoever without prior written 
approval of the Lead State and Contractor. 

5. Assignment/Subcontracts: Contractor shall not assign, sell, transfer, or sublet 
rights, or delegate responsibilities under this Master Agreement, in whole or in part, 
without the prior written approval of the Lead State. 

The Lead State reserves the right to assign any rights or duties, including written 
assignment of contract administration duties to the NASPO Cooperative Purchasing 
Organization LLC, doing business as NASPO ValuePoint. 

6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of 
the Master Agreement. Participating Entities and Purchasing Entities shall receive the 
immediate benefit of price or rate reduction of the services provided under this Master 
Agreement. A price or rate reduction will apply automatically to the Master Agreement 
and an amendment is not necessary. 

7. Termination: Unless otherwise stated, this Master Agreement may be terminated by 
either party upon 60 days written notice prior to the effective date of the termination.  
Further, any Participating Entity may terminate its participation upon 30 days written 
notice, unless otherwise limited or stated in the Participating Addendum. Termination 
may be in whole or in part. Any termination under this provision shall not affect the 
rights and obligations attending orders outstanding at the time of termination, including 
any right of any Purchasing Entity to indemnification by the Contractor, rights of 
payment for Services delivered and accepted, data ownership, Contractor obligations 
regarding Purchasing Entity Data, rights attending default in performance an applicable 



  
     

  
    

 

   
   

   
 

     

 
    

  
 

  
  

  
   

 
 

 
 

  
 

  
 

     
  

  
     

  

  
   

   
 

   
 

   
  

   
 

 
  

 

Service Level of Agreement in association with any Order, Contractor obligations under 
Termination and Suspension of Service, and any responsibilities arising out of a 
Security Incident or Data Breach.  Termination of the Master Agreement due to 
Contractor default may be immediate if defaults cannot be reasonably cured as allowed 
per Default and Remedies terms. 

8. Confidentiality, Non-Disclosure, and Injunctive Relief 
a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in 
the course of providing a Product under this Master Agreement, be exposed to or 
acquire information that is confidential to Purchasing Entity’s or Purchasing Entity’s 
clients.  Any reports or other documents or items (including software) that result from 
the use of the Confidential Information by Contractor shall be treated in the same 
manner as the Confidential Information.   Confidential Information does not include 
information that (1) is or becomes (other than by disclosure by Contractor) publicly 
known; (2) is furnished by Purchasing Entity to others without restrictions similar to 
those imposed by this Master Agreement; (3) is rightfully in Contractor’s possession 
without the obligation of nondisclosure prior to the time of its disclosure under this 
Master Agreement; (4) is obtained from a source other than Purchasing Entity without 
the obligation of confidentiality, (5) is disclosed with the written consent of Purchasing 
Entity or; (6) is independently developed by employees, agents or subcontractors of 
Contractor who can be shown to have had no access to the Confidential Information. 

b. Non-Disclosure.  Contractor shall hold Confidential Information in confidence, using 
at least the industry standard of confidentiality, and shall not copy, reproduce, sell, 
assign, license, market, transfer or otherwise dispose of, give, or disclose Confidential 
Information to third parties or use Confidential Information for any purposes whatsoever 
other than what is necessary to the performance of Orders placed under this Master 
Agreement.  Contractor shall advise each of its employees and agents of their 
obligations to keep Confidential Information confidential. Without limiting the generality 
of the foregoing, Contractor shall advise Purchasing Entity, applicable Participating 
Entity, and the Lead State immediately if Contractor learns or has reason to believe that 
any of Contractor’s Employees who has had access to Confidential Information has 
violated or intends to violate the terms of this Master Agreement, and Contractor shall at 
its expense cooperate with Purchasing Entity in seeking injunctive or other equitable 
relief in the name of Purchasing Entity or Contractor against any such of Contractor’s 
Employees.  Except as directed by Purchasing Entity, Contractor will not at any time 
during or after the term of this Master Agreement disclose, directly or indirectly, any 
Confidential Information to any person, except in accordance with this Master 
Agreement, and that upon termination of this Master Agreement or at Purchasing 
Entity’s request, Contractor shall turn over to Purchasing Entity all documents, papers, 
and other matter in Contractor's possession that embody Confidential Information. 
Notwithstanding the foregoing, Contractor may keep one copy of such Confidential 
Information necessary for quality assurance, audits and evidence of the performance of 
this Master Agreement. 

c. Injunctive Relief. Contractor acknowledges that breach of this section, including 
disclosure of any Confidential Information, will cause irreparable injury to Purchasing 



   
  

   
   

 
  

 

 
 

   
   

 
      

  
  

    
 

  
 

    

    
 

  
  

 
         

 
 

   
 

   
 

 
 

    
  

  
  

    
   

Entity that is inadequately compensable in damages. Accordingly, Purchasing Entity 
may seek and obtain injunctive relief against the breach or threatened breach of the 
foregoing undertakings, in addition to any other legal remedies that may be available. 
Contractor acknowledges and agrees that the covenants contained herein are 
necessary for the protection of the legitimate business interests of Purchasing Entity 
and are reasonable in scope and content. 

d. Purchasing Entity Law.  These provisions shall be applicable only to extent they are 
not in conflict with the applicable public disclosure laws of any Purchasing Entity. 

e. Notwithstanding the foregoing, damages attributable to Security Incidents shall be 
subject to the Section of the Master Agreement titled “Limitation of Liability.” 

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must 
secure prior approval from the Lead State or Participating Entity for the release of any 
information that pertains to the potential work or activities covered by the Master 
Agreement , including but not limited to reference to or use of the Lead State or a 
Participating Entity’s name, Great Seal of the State, Coat of Arms, any Agency or other 
subunits of the State government, or any State official or employee, for commercial 
promotion which is strictly prohibited.  News releases or release of broadcast e-mails 
pertaining to this Master Agreement or Participating Addendum shall not be made without 
prior written approval of the Lead State or a Participating Entity. 

The Contractor shall not make any representations of NASPO ValuePoint’s opinion or 
position as to the quality or effectiveness of the services that are the subject of this 
Master Agreement without prior written consent. Failure to adhere to this requirement 
may result in termination of the Master Agreement for cause. 

10. Defaults and Remedies 
a. The occurrence of any of the following events shall be an event of default under this 
Master Agreement: 

(1) Nonperformance of contractual requirements; or 
(2) A material breach of any term or condition of this Master Agreement; or 
(3) Any certification, representation or warranty by Contractor in response to the 
solicitation or in this Master Agreement that proves to be untrue or materially 
misleading; or 
(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or 
similar law, by or against either party to this Master Agreement or to a 
Participating State or Purchasing Entity, or the appointment of a receiver or 
similar officer for any such party or any of such party’s property, which is not 
vacated or fully stayed within thirty (30) calendar days after the institution or 
occurrence thereof; or 
(5) Any default specified in another section of this Master Agreement. 

b. Upon the occurrence of an event of default, the party claiming default shall issue a 
written notice of default, identifying the nature of the default, and providing a period of 



  
     

 
  

    
    

   
   

    
 

 
  

 
   

  
    

 
 

   
    

  
 
 

  
  

   
 

 
    

 
 

  

   
    

   
    

  
    

  
 

30 calendar days in which the non-defaulting party shall have an opportunity to cure the 
default. The Lead State shall not be required to provide advance written notice or a cure 
period and may immediately terminate this Master Agreement in whole or in part if the 
Lead State, in its sole discretion, determines that it is reasonably necessary to preserve 
public safety or prevent immediate public crisis. Time allowed for cure shall not 
diminish or eliminate defaulting party’s liability for damages. 
c. If a defaulting party is afforded an opportunity to cure and fails to cure the default 
within the period specified in the written notice of default, the defaulting party shall be in 
breach of its obligations under this Master Agreement and the non-defaulting party shall 
have the right to exercise any or all of the following remedies: 

(1) Exercise any remedy provided by law; and 
(2) Terminate this Master Agreement and any related Contracts or portions 
thereof; and 
(3) In the event of default by the Contractor, and to the extent permitted by the 

law of the Participating State or Purchasing Entity, the Lead State shall have the 
right to suspend Contractor from being able to respond to future bid solicitations; 
and 
(4) Suspend Contractor’s performance; and 
(5) Withhold payment until the default is remedied. 

d. Unless otherwise specified in the Participating Addendum, in the event of a default 
under a Participating Addendum, a Participating Entity shall provide a written notice of 
default as described in this section and have all of the rights and remedies under this 
paragraph regarding its participation in the Master Agreement, in addition to those set 
forth in its Participating Addendum.  Nothing in these Master Agreement Terms and 
Conditions shall be construed to limit the rights and remedies available to a Purchasing 
Entity under the applicable commercial code. 
11. Changes in Contractor Representation: The Contractor must notify the Lead State 
of changes in the Contractor’s key administrative personnel, in writing within 10 calendar 
days of the change. The Lead State reserves the right to approve changes in key 
personnel, as identified in the Contractor’s proposal.  The Contractor agrees to propose 
replacement key personnel having substantially equal or better education, training, and 
experience as was possessed by the key person proposed and evaluated in the 
Contractor’s proposal. 
12. Force Majeure: Neither party shall be in default by reason of any failure in 
performance of this Contract in accordance with reasonable control and without fault or 
negligence on their part.  Such causes may include, but are not restricted to, acts of 
nature or the public enemy, acts of the government in either its sovereign or contractual 
capacity, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes and 
unusually severe weather, but in every case the failure to perform such must be beyond 
the reasonable control and without the fault or negligence of the party. 
13. Indemnification 
a.  (1) Contract Indemnification: The Contractor shall defend, indemnify and hold 



    
    

   
     

   
    

     
 

    
   

   
   

   
  

   
  

  
    
    

  
   

   
   

   
     

    
 

 
 

 
  

 
   

 
  

 

  
 

 
 

  
 
   

  

harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities, and 
Purchasing Entities, along with their officers, agents, and employees as well as any 
person or entity for which they may be liable, from and against claims, damages or 
causes of action including reasonable attorneys’ fees and related costs for any death, 
injury, or damage to property arising directly or indirectly from act(s), error(s), or 
omission(s) of the Contractor, its employees or subcontractors or volunteers, at any tier, 
relating to the performance under the Master Agreement. 

(2) Participating Entities Indemnification: The Participating Entities shall defend and 
indemnify Contractor for, from, and against any losses, damages, penalties, costs, and 
expenses, including, without limitation, reasonable attorney fees incurred by Contractor 
in connection with any claims or actions by Service Provider or other third parties arising 
out of or resulting from (i) Client Data passing through the Cloud Services and/or 
Service Provider’s network to or from the Participating Entity, (ii) unauthorized or misuse 
of Cloud Services by Client, its employees or agents (excluding any claims that the 
Cloud Services, as provided by Service Provider, infringe third-party intellectual property 
rights), (iii) Participating Entity’s failure to comply with applicable law, (iv) Participating 
Entity’s failure to pay Contractor for the full Term, regardless of Service Provider 
performance issues, and/or (v) Participating Entity’s failure to comply with these Terms 
of Sale. 
b. Contractor Indemnification. The Contractor shall defend, indemnify and hold harmless 
NASPO, NASPO ValuePoint, the Lead State, Participating Entities, Purchasing Entities, 
along with their officers, agents, and employees as well as any person or entity for 
which they may be liable , from and against claims, damages or causes of action 
including reasonable attorneys’ fees and related costs arising out of the claim that the 
Product or its use, infringes Intellectual Property rights ("Intellectual Property Claim") of 
another person or entity. 

(1) The Contractor’s obligations under this section shall not extend to any claims 
arising from the combination of the Product with any other product, system or method, 
unless the Product, system or method is: 

(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates; 

(b) specified by the Contractor to work with the Product; or 

(c) reasonably required, in order to use the Product in its intended 
manner, and the infringement could not have been avoided by substituting another 
reasonably available product, system or method capable of performing the same 
function; or 

(d) It would be reasonably expected to use the Product in combination 
with such product, system or method. 

(2) The Indemnified Party shall notify the Indemnifying Party within a reasonable 
time after receiving notice of a Claim.  Even if the Indemnified Party fails to provide 



   
 

     
  

 
   

    
   

   
 

     
 

   
    

   
 

  
 

 
  

    
 

 
   

      
 

  
 

   
     

  
  

  

 
    

    

 
  

  
 

  
 

reasonable notice, the Indemnifying Party shall not be relieved from its obligations 
unless the Indemnifying Party can demonstrate that it was prejudiced in defending the 
Claim resulting in increased expenses or loss to the Indemnifying Party and then only to 
the extent of the prejudice or expenses.  If the Indemnifying Party promptly and 
reasonably investigates and defends any Claim, it shall have control over the defense 
and settlement of it.  However, the Indemnified Party must consent in writing for any 
money damages or obligations for which it may be responsible. The Indemnified Party 
shall furnish, at the Indemnify Party’s reasonable request and expense, information and 
assistance necessary for such defense. If the Indemnifying Party fails to vigorously 
pursue the defense or settlement of the Claim, the Indemnified Party may assume the 
defense or settlement of it and the Indemnifying Party shall be liable for all costs and 
expenses, including reasonable attorneys’ fees and related costs, incurred by the 
Indemnified Party in the pursuit of the Claim. Unless otherwise agreed in writing, this 
section is not subject to any limitations of liability in this Master Agreement or in any 
other document executed in conjunction with this Master Agreement. 

14. Independent Contractor: The Contractor shall be an independent contractor. 
Contractor shall have no authorization, express or implied, to bind the Lead State, 
Participating States, other Participating Entities, or Purchasing Entities to any 
agreements, settlements, liability or understanding whatsoever, and agrees not to hold 
itself out as agent except as expressly set forth herein or as expressly agreed in any 
Participating Addendum. 

15. Individual Customers: Except to the extent modified by a Participating Addendum, 
each Purchasing Entity shall follow the terms and conditions of the Master Agreement 
and applicable Participating Addendum and will have the same rights and 
responsibilities for their purchases as the Lead State has in the Master Agreement, 
including but not limited to, any indemnity or right to recover any costs as such right is 
defined in the Master Agreement and applicable Participating Addendum for their 
purchases. Each Purchasing Entity will be responsible for its own charges, fees, and 
liabilities. The Contractor will apply the charges and invoice each Purchasing Entity 
individually. 

16. Insurance  

Coverage shall be written on an occurrence basis, cyber liability and professional 
liability is written on a claims made basis. The minimum acceptable limits shall be as 
indicated below, with no deductible for each of the following categories: 

(1) Commercial General Liability covering premises operations, independent 
contractors, products and completed operations, blanket contractual liability, bodily 
injury  (including death), advertising liability, and property damage, with a limit of not 
less than $1 million per occurrence/$2 million general aggregate; 

(2) Tech E&O Coverage 



 
  

 

  
 

   

  
 

  
   

 
  

  
  

  
   

 
 
 

     

  
  

  
  

 
 

   
  

 
  

  

  
  

Technology Errors and Omissions Minimum Insurance Coverage including 
Professional Liability/Risk/Data Breach and Privacy/Cyber in the amount of 
$5,000,000 in the aggregate. 

(3) Contractor must comply with any applicable State Workers Compensation or 
Employers Liability Insurance requirements. 

c. Contractor shall pay premiums on all insurance policies. 

d. Prior to commencement of performance, Contractor shall provide to the Lead State a 
blanket endorsement to the Contractor’s general liability insurance policy or other 
documentary evidence acceptable to the Lead State that (1) names the Participating 
States identified in the Request for Proposal as additional insureds on a blanket basis, 
(2) provides that cancellation, non-renewal, or expiration of the coverage contained in 
such policy shall have be in accordance with policy terms and conditions, and (3) 
provides that the Contractor’s liability insurance policy shall be primary, with any liability 
insurance of any Participating State as secondary and noncontributory.  Unless 
otherwise agreed in any Participating Addendum, the Participating Entity’s rights and 
Contractor’s obligations are the same as those specified in the first sentence of this 
subsection.  Before performance of any Purchase Order issued after execution of a 
Participating Addendum authorizing it, the Contractor shall provide to a Purchasing 
Entity or Participating Entity who requests it the same information described in this 
subsection. 

e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the 
Purchasing Entity copies of certificates of all required insurance within thirty (30) 
calendar days of the execution of this Master Agreement, the execution of a 
Participating Addendum, or the Purchase Order’s effective date and prior to performing 
any work.  The insurance certificate shall provide the following information:  the name 
and address of the insured; name, address, telephone number; name of the insurance 
company (authorized to operate in all states); a description of coverage in detailed 
standard terminology (including policy period, policy number, limits of liability,); These 
certificates of insurance must expressly indicate compliance with each and every 
insurance requirement specified in this section. Failure to provide evidence of coverage 
may, at sole option of the Lead State, or any Participating Entity, result in this Master 
Agreement’s termination or the termination of any Participating Addendum. 

f. Coverage and limits shall not limit Contractor’s liability and obligations under this 
Master Agreement, any Participating Addendum, or any Purchase Order. 



     
   

 

 
  

 
   

  
    

   
 
   

  
 

  

  

   
    

 
    

    
     

  
 

 
      

    
 

 
  

   
  

  
 

   
    

  
 

  
     

 
   

 
  

17. Laws and Regulations: Any and all Services offered and furnished shall comply 
fully with all applicable laws (including but not limited to privacy and security related 
laws) applicable to IT service providers. 

18. No Waiver of Sovereign Immunity: In no event shall this Master Agreement, any 
Participating Addendum or any contract or any Purchase Order issued thereunder, or 
any act of a Lead State, a Participating Entity, or a Purchasing Entity be a waiver of any 
form of defense or immunity, whether sovereign immunity, governmental immunity, 
immunity based on the Eleventh Amendment to the Constitution of the United States or 
otherwise, from any claim or from the jurisdiction of any court. 

This section applies to a claim brought against the Participating State only to the extent 
Congress has appropriately abrogated the Participating State’s sovereign immunity and 
is not consent by the Participating State to be sued in federal court. This section is also 
not a waiver by the Participating State of any form of immunity, including but not limited 
to sovereign immunity and immunity based on the Eleventh Amendment to the 
Constitution of the United States. 

19. Ordering 

a. Master Agreement order and purchase order numbers shall be clearly shown on all 
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence. 

b. This Master Agreement permits Purchasing Entities to define project-specific 
requirements and informally compete the requirement among other firms having a 
Master Agreement on an “as needed” basis. This procedure may also be used when 
requirements are aggregated or other firm commitments may be made to achieve 
reductions in pricing.  This procedure may be modified in Participating Addenda and 
adapted to Purchasing Entity rules and policies. The Purchasing Entity may in its sole 
discretion determine which firms should be solicited for a quote. The Purchasing Entity 
may select the quote that it considers most advantageous, cost and other factors 
considered. 

c. Each Purchasing Entity will identify and utilize its own appropriate purchasing 
procedure and documentation. Contractor is expected to become familiar with the 
Purchasing Entities’ rules, policies, and procedures regarding the ordering of supplies 
and/or services contemplated by this Master Agreement. 

d. Contractor shall not begin providing Services without a valid Service Level 
Agreement or other appropriate commitment document compliant with the law of the 
Purchasing Entity. 

e. Orders may be placed consistent with the terms of this Master Agreement during the 
term of the Master Agreement. 

f. All Orders pursuant to this Master Agreement, at a minimum, shall include: 

(1) The services or supplies being delivered; 



 
 

  
 

   
 

    
   

 
   

 
    
 

  
    

  
   

 
 

  

 
 

   
  

   
 

   

      
   

      
 

   
    

 
   

   
   

  
 

  
 

 
 

(2) The place and requested time of delivery; 
(3)  A billing address; 
(4) The name, phone number, and address of the Purchasing Entity 
representative; 
(5) The price per unit or other pricing elements consistent with this Master 
Agreement and the contractor’s proposal; 
(6) A ceiling amount of the order for services being ordered; and 
(7) The Master Agreement identifier and the Participating State contract identifier. 

g. All communications concerning administration of Orders placed shall be furnished 
solely to the authorized purchasing agent within the Purchasing Entity’s purchasing 
office, or to such other individual identified in writing in the Order. 

h. Orders must be placed pursuant to this Master Agreement prior to the termination 
date of this Master Agreement. Contractor is reminded that financial obligations of 
Purchasing Entities payable after the current applicable fiscal year are contingent upon 
agency funds for that purpose being appropriated, budgeted, and otherwise made 
available. 

i. Notwithstanding the expiration or termination of this Master Agreement, Contractor 
agrees to perform in accordance with the terms of any Orders then outstanding at the 
time of such expiration or termination. Contractor shall not honor any Orders placed 
after the expiration or termination of this Master Agreement. Orders from any separate 
indefinite quantity, task orders, or other form of indefinite delivery order arrangement 
priced against this Master Agreement may not be placed after the expiration or 
termination of this Master Agreement, notwithstanding the term of any such indefinite 
delivery order agreement. 

20. Participants and Scope 

a. Contractor may not deliver Services under this Master Agreement until a Participating 
Addendum acceptable to the Participating Entity and Contractor is executed. The 
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any 
Order by a Participating Entity (and other Purchasing Entities covered by their 
Participating Addendum), except to the extent altered, modified, supplemented or 
amended by a Participating Addendum. By way of illustration and not limitation, this 
authority may apply to unique delivery and invoicing requirements, confidentiality 
requirements, defaults on Orders, governing law and venue relating to Orders by a 
Participating Entity, indemnification, and insurance requirements. Statutory or 
constitutional requirements relating to availability of funds may require specific language 
in some Participating Addenda in order to comply with applicable law.  The expectation 
is that these alterations, modifications, supplements, or amendments will be addressed 
in the Participating Addendum or, with the consent of the Purchasing Entity and 
Contractor, may be included in the ordering document (e.g. purchase order or contract) 
used by the Purchasing Entity to place the Order. 

b.  Subject to subsection 20c and a Participating Entity’s Participating Addendum, the 



   
 

  
    

 
    

 
 

   
 

 
  

   
  

      
  

 
        

 
   

 
   

 
 

    
   

  
  

 
   

   
   

 
    

 
    

     
     

     
   

   
  

 
                                                           
   

 

use of specific NASPO ValuePoint cooperative Master Agreements by state agencies, 
political subdivisions and other Participating Entities (including cooperatives) authorized 
by individual state’s statutes to use state contracts is subject to the approval of the 
respective State Chief Procurement Official. 

c. Unless otherwise stipulated in a Participating Entity’s Participating Addendum, 
specific services accessed through the NASPO ValuePoint cooperative Master 
Agreements for Cloud Services by state executive branch agencies, as required by a 
Participating Entity’s statutes, are subject to the authority and approval of the 
Participating Entity’s Chief Information Officer’s Office3. 

d. Obligations under this Master Agreement are limited to those Participating Entities 
who have signed a Participating Addendum and Purchasing Entities within the scope of 
those Participating Addenda.  Financial obligations of Participating States are limited to 
the orders placed by the departments or other state agencies and institutions having 
available funds. Participating States incur no financial obligations on behalf of political 
subdivisions. 

e. NASPO ValuePoint is not a party to the Master Agreement. It is a nonprofit 
cooperative purchasing organization assisting states in administering the NASPO 
ValuePoint cooperative purchasing program for state government departments, 
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties, 
cities, etc.) for all 50 states, the District of Columbia and the territories of the United 
States.  

f. Participating Addenda shall not be construed to amend the terms of this Master 
Agreement between the Lead State and Contractor. 

g. Participating Entities who are not states may under some circumstances sign their 
own Participating Addendum, subject to the approval of participation by the Chief 
Procurement Official of the state where the Participating Entity is located. Coordinate 
requests for such participation through NASPO ValuePoint. Any permission to 
participate through execution of a Participating Addendum is not a determination that 
procurement authority exists in the Participating Entity; they must ensure that they have 
the requisite procurement authority to execute a Participating Addendum. 

h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing 
Entities may not resell goods, software, or Services obtained under this Master 
Agreement.  This limitation does not prohibit: payments by employees of a Purchasing 
Entity as explicitly permitted under this agreement; sales of goods to the general public 
as surplus property; and fees associated with inventory transactions with other 
governmental or nonprofit entities under cooperative agreements and consistent with a 
Purchasing Entity’s laws and regulations. Any sale or transfer permitted by this 
subsection must be consistent with license rights granted for use of intellectual property. 

3 Chief Information Officer means the individual designated by the Governor with Executive Branch, enterprise-
wide responsibility for the leadership and management of information technology resources of a state. 



     
    

 
   

 
   

 

 
 

    
   

   
   

  
 

   

 
 

   

     
  

 
 

  
    

   
     

  
 

  

   
 

   
 

 
 

   
  

21. Payment: Unless otherwise stipulated in the Participating Addendum, Payment is 
normally made within 30 days following the date of a correct invoice is received. 
Purchasing Entities reserve the right to withhold payment of a portion (including all if 
applicable) of disputed amount of an invoice. After 45 days the Contractor may assess 
overdue account charges up to a maximum rate of one percent per month on the 
outstanding balance. Payments will be remitted by mail. Payments may be made via a 
State or political subdivision “Purchasing Card” with no additional charge. 

22. Data Access Controls: Contractor will provide access to Purchasing Entity’s Data 
only to those Contractor employees, contractors and subcontractors (“Contractor Staff”) 
who need to access the Data to fulfill Contractor’s obligations under this Agreement. 
Contractor shall not access a Purchasing Entity’s user accounts or Data, except in the 
course of data center operations, response to service or technical issues, as necessary 
for the operation and maintenance of the service, as required by the express terms of 
this Master Agreement, or at a Purchasing Entity’s written request. 

Contractor may not share a Purchasing Entity’s Data with its parent corporation, other 
affiliates, or any other third party without the Purchasing Entity’s express written 
consent. 

Contractor will ensure that, prior to being granted access to the Data, Contractor Staff 
who perform work under this Agreement have successfully completed annual instruction 
of a nature sufficient to enable them to effectively comply with all Data protection 
provisions of this Agreement; and possess all qualifications appropriate to the nature of 
the employees’ duties and the sensitivity of the Data they will be handling. 

23. Operations Management: Contractor shall maintain the administrative, physical, 
technical, and procedural infrastructure associated with the provision of the Product in a 
manner that will protect Customer Data against accidental, unauthorized or unlawful 
access, disclosure, alteration, loss or destruction. 

24. Public Information: This Master Agreement and all related documents are subject 
to disclosure pursuant to the Purchasing Entity’s public information laws. 

25. Purchasing Entity Data: Purchasing Entity retains full right and title to Data 
provided by it. 
Contractor shall not collect, access, or use user-specific Purchasing Entity Data except 
as strictly necessary to provide Service to the Purchasing Entity.  No information 
regarding Purchasing Entity’s use of the Service may be disclosed, provided, rented or 
sold to any third party for any reason unless required by law or regulation or by an order 
of a court of competent jurisdiction. The obligation shall extend beyond the term of this 
Master Agreement in perpetuity. 

Contractor shall not use any information collected in connection with this Master 
Agreement, including Purchasing Entity Data, for any purpose other than fulfilling its 
obligations under this Master Agreement. 



    

  
   

 
     

 
  

 
   

    
  

       

    
 

  
  

  
     

 
 

 
  

     
 

  
    
   

 
 

     
    

   
   
       

 
 

 
 

     
   

   
 

    
   

  

26. Records Administration and Audit. 

a. The Contractor shall maintain books, records, documents, and other evidence 
pertaining to this Master Agreement and orders placed by Purchasing Entities under it 
to the extent and in such detail as shall adequately reflect performance and 
administration of payments and fees.  Contractor shall permit the Lead State, a 
Participating Entity, a Purchasing Entity, the federal government (including its grant 
awarding entities and the U.S. Comptroller General), and any other duly authorized 
agent of a governmental agency, to audit, inspect, examine, copy and/or transcribe 
Contractor's books, documents, papers and records directly pertinent to this Master 
Agreement or orders placed by a Purchasing Entity under it for the purpose of making 
audits, examinations, excerpts, and transcriptions. This right shall survive for a period 
of six (6) years following termination of this Agreement or final payment for any order 
placed by a Purchasing Entity against this Agreement, whichever is later, to assure 
compliance with the terms hereof or to evaluate performance hereunder. 

b. Without limiting any other remedy available to any governmental entity, the 
Contractor shall reimburse the applicable Lead State, Participating Entity, or Purchasing 
Entity for any overpayments inconsistent with the terms of the Master Agreement or 
orders or underpayment of fees found as a result of the examination of the Contractor’s 
records. 

c. The rights and obligations herein exist in addition to any quality assurance obligation 
in the Master Agreement requiring the Contractor to self-audit contract obligations and 
that permits the Lead State to review compliance with those obligations. 

d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master 
Agreement and applicable Participating Addendum terms. The purchasing entity may 
perform this audit or contract with a third party at its discretion and at the purchasing 
entity’s expense. 

27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, or its 
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent 
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The 
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on 
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This 
fee is to be included as part of the pricing submitted with proposal. 

Additionally, some states may require an additional administrative fee be paid directly to 
the state on purchases made by Purchasing Entities within that state. For all such 
requests, the fee level, payment method and schedule for such reports and payments 
will be incorporated into the Participating Addendum that is made a part of the Master 
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for 
purchases made by Purchasing Entities within the jurisdiction of the state. All such 
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or 
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting 
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the 



    
 

  
    

 
 

   
     

 
 

    

  
     

 
   

  
  

 
   

   
 

 
 

 
 

 
    

 
  

 
 

    
 

  
    

 
 

    
   

          
   

  
   

  

gross amount of all sales at the adjusted prices (if any) in Participating Addenda. 

28. System Failure or Damage: In the event of system failure or damage caused by 
Contractor or its Services, the Contractor agrees to use its best efforts to restore or 
assist in restoring the system to operational capacity. 

29. Title to Product: If access to the Product requires an application program interface 
(API), Contractor shall convey to Purchasing Entity a license to use that API for the 
duration of that applicable Product subscription. 

30. Data Privacy: The Contractor must comply with all applicable laws (including but 
not limited to data privacy and security related laws) applicable to IT service providers. 
Prior to entering into a SLA with a Purchasing Entity, the Contractor and Purchasing 
Entity must cooperate and hold a meeting to determine the Data Categorization to 
determine whether the Contractor will hold, store, or process High Risk Data, Moderate 
Risk Data and Low Risk Data. The Contractor must document the Data Categorization 
in the SLA or Statement of Work. 
31. Warranty: At a minimum the Contractor must warrant the following: 

a. Contractor has acquired any and all rights, grants, assignments, conveyances, 
licenses, permissions, and authorization for the Contractor to resell the Services 
described in this Master Agreement. 

b. Contractor will perform materially as described in this Master Agreement including 
any performance representations contained in the Contractor’s response to the 
Solicitation by the Lead State. 

c. Contractor represents and warrants that the representations contained in its response 
to the Solicitation by the Lead State. 

d. The Contractor will not interfere with a Purchasing Entity’s access to and use of the 
Services it acquires from this Master Agreement. 

32. Transition Assistance: The Contractor shall assist a Purchasing Entity if 
requested, by providing guidance, in exporting and extracting a Purchasing Entity’s 
Data. Any transition services requested by a Purchasing Entity involving knowledge 
transfer or guidance and support shall be subject to a separation transition Statement of 
Work. 

33. Waiver of Breach: Failure of a party to declare a default or enforce any rights and 
remedies shall not operate as a waiver under this Master Agreement or Participating 
Addendum. Any waiver by a party must be in writing. Waiver by a party of any default, 
right or remedy under this Master Agreement or Participating Addendum, or by 
Purchasing Entity with respect to any Purchase Order, or breach of any terms or 
requirements of this Master Agreement, a Participating Addendum, or Purchase Order 
shall not be construed or operate as a waiver of any subsequent default or breach of 



   
    

 
   

    
   

     

 
   

   
   

         
  

   
     

    
 

 

  
   

  
    

 
   

  
 

  

    

  
 

   
 

   

     
 

    

  
    

   
 

 

such term or requirement, or of any other term or requirement under this Master 
Agreement, Participating Addendum, or Purchase Order. 

34. Assignment of Antitrust Rights: Contractor irrevocably assigns to a Participating 
Entity who is a state any claim for relief or cause of action which the Contractor now has 
or which may accrue to the Contractor in the future by reason of any violation of state or 
federal antitrust laws (15 U.S.C. § 1-15 or a Participating Entity’s state antitrust 
provisions), as now in effect and as may be amended from time to time, in connection 
with any goods or services provided to the Contractor for the purpose of carrying out the 
Contractor's obligations under this Master Agreement or Participating Addendum, 
including, at a Participating Entity's option, the right to control any such litigation on such 
claim for relief or cause of action. 

35. Debarment : The Contractor certifies, to the best of its knowledge, that neither it nor 
its principals are presently debarred, suspended, proposed for debarment, declared 
ineligible, or voluntarily excluded from participation in this transaction (contract) by any 
governmental department or agency. This certification represents a recurring 
certification made at the time any Order is placed under this Master Agreement. If the 
Contractor cannot certify this statement, attach a written explanation for review by the 
Lead State. 

36. Performance and Payment Time Frames that Exceed Contract Duration: All 
maintenance or other agreements for services entered into during the duration of an 
SLA and whose performance and payment time frames extend beyond the duration of 
this Master Agreement shall remain in effect for performance and payment purposes 
(limited to the time frame and services established per each written agreement). No new 
leases, maintenance or other agreements for services may be executed after the 
Master Agreement has expired.  For the purposes of this section, renewals of 
maintenance, subscriptions, SaaS subscriptions and agreements, and other service 
agreements, shall not be considered as “new.” 

37. Governing Law and Venue 

a. The procurement, evaluation, and award of the Master Agreement shall be governed 
by and construed in accordance with the laws of the Lead State sponsoring and 
administering the procurement. The construction and effect of the Master Agreement 
after award shall be governed by the law of the state serving as Lead State (in most 
cases also the Lead State). The construction and effect of any Participating Addendum 
or Order against the Master Agreement shall be governed by and construed in 
accordance with the laws of the Participating Entity’s or Purchasing Entity’s State. 

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or 
action relating to the procurement, evaluation, and award is in the Lead State.  Venue 
for any claim, dispute or action concerning the terms of the Master Agreement shall be 
in the state serving as Lead State. Venue for any claim, dispute, or action concerning 
any Order placed against the Master Agreement or the effect of a Participating 
Addendum shall be in the Purchasing Entity’s State. 



   
   

  
   

  
   

 
   

  
 

    
  

    
   

      
 

  
 

  
 

 

   
  

  
 

 
 

  
 

   
 

  
 

   
   

   
   

  
 

  
 

    
    

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely 
and exclusively within the United States District Court for (in decreasing order of 
priority):  the Lead State for claims relating to the procurement, evaluation, award, or 
contract performance or administration if the Lead State is a party; the Participating 
State if a named party; the Participating Entity state if a named party; or the Purchasing 
Entity state if a named party. 

d. This section is also not a waiver by the Participating State of any form of immunity, 
including but not limited to sovereign immunity and immunity based on the Eleventh 
Amendment to the Constitution of the United States. 

38. No Guarantee of Service Volumes: The Contractor acknowledges and agrees that 
the Lead State and NASPO ValuePoint makes no representation, warranty or condition 
as to the nature, timing, quality, quantity or volume of business for the Services or any 
other products and services that the Contractor may realize from this Master 
Agreement, or the compensation that may be earned by the Contractor by offering the 
Services. The Contractor acknowledges and agrees that it has conducted its own due 
diligence prior to entering into this Master Agreement as to all the foregoing matters. 

39. NASPO ValuePoint eMarket Center: In July 2011, NASPO ValuePoint entered into 
a multi-year agreement with SciQuest, Inc. whereby SciQuest will provide certain 
electronic catalog hosting and management services to enable eligible NASPO 
ValuePoint’s customers to access a central online website to view and/or shop the 
goods and services available from existing NASPO ValuePoint Cooperative Contracts. 
The central online website is referred to as the NASPO ValuePoint eMarket Center. 

The Contractor will have visibility in the eMarket Center through Ordering Instructions. 
These Ordering Instructions are available at no cost to the Contractor and provided 
customers information regarding the Contractors website and ordering information. 

At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint 
eMarket Center Site Admin shall provide a written request to the Contractor to begin 
Ordering Instruction process. The Contractor shall have thirty (30) days from receipt of 
written request to work with NASPO ValuePoint to provide any unique information and 
ordering instructions that the Contractor would like the customer to have. 

40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix II 
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal 
Entity Contracts Under Federal Awards, Orders funded with federal funds may have 
additional contractual requirements or certifications that must be satisfied at the time the 
Order is placed or upon delivery.  These federal requirements may be proposed by 
Participating Entities in Participating Addenda and Purchasing Entities for incorporation 
in Orders placed under this master agreement. 

41. Government Support: No support, facility space, materials, special access, 
personnel or other obligations on behalf of the states or other Participating Entities, 



  
 

  
 

 
 

    
 

  
    

   
 

   
 

 
 

 
 

  
    

  
 

 
    

  
   

      
  

  
 

   
   

   

 
    
  

 
 

   
 

 

 
  

 

other than payment, are required under the Master Agreement. 

42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other 
reports that may be required by this solicitation, the Contractor shall provide the 
following NASPO ValuePoint reports. 

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to 
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee 
Reporting Tool found at http://www.naspo.org/WNCPO/Calculator.aspx.  Any/all sales 
made under the contract shall be reported as cumulative totals by state.  Even if 
Contractor experiences zero sales during a calendar quarter, a report is still required. 
Reports shall be due no later than 30 day following the end of the calendar quarter (as 
specified in the reporting tool). 

b. Detailed Sales Data.  Contractor shall also report detailed sales data by: (1) state; (2) 
entity/customer type, e.g. local government, higher education, K12, non-profit; (3) 
Purchasing Entity name; (4) Purchasing Entity bill-to and ship-to locations; (4) 
Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase 
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices); 
(6) Purchase Order date; (7) and line item description, including product number if used. 
The report shall be submitted in any form required by the solicitation.  Reports are due 
on a quarterly basis and must be received by the Lead State and NASPO ValuePoint 
Cooperative Development Team no later than thirty (30) days after the end of the 
reporting period.  Reports shall be delivered to the Lead State and to the NASPO 
ValuePoint Cooperative Development Team electronically through a designated portal, 
email, CD-Rom, flash drive or other method as determined by the Lead State and 
NASPO ValuePoint. Detailed sales data reports shall include sales information for all 
sales under Participating Addenda executed under this Master Agreement. The format 
for the detailed sales data report is in shown in Attachment F. 

c. Reportable sales for the summary sales data report and detailed sales data report 
includes sales to employees for personal use where authorized by the solicitation and 
the Participating Addendum. Report data for employees should be limited to ONLY the 
state and entity they are participating under the authority of (state and agency, city, 
county, school district, etc.) and the amount of sales. No personal identification 
numbers, e.g. names, addresses, social security numbers or any other numerical 
identifier, may be submitted with any report. 

d. Contractor shall provide the NASPO ValuePoint Cooperative Development 
Coordinator with an executive summary each quarter that includes, at a minimum, a list 
of states with an active Participating Addendum, states that Contractor is in negotiations 
with and any PA roll out or implementation activities and issues. NASPO ValuePoint 
Cooperative Development Coordinator and Contractor will determine the format and 
content of the executive summary.  The executive summary is due 30 days after the 
conclusion of each calendar quarter. 

http://www.naspo.org/WNCPO/Calculator.aspx


   
    

   
  

  
 

  
 

   

     
 

  
  

    

  
    

    
   

  

     
   

    
   

  
 

 

  
  

   

e. Timely submission of these reports is a material requirement of the Master 
Agreement. The recipient of the reports shall have exclusive ownership of the media 
containing the reports.  The Lead State and NASPO ValuePoint shall have a perpetual, 
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and 
otherwise use reports, data and information provided under this section. 

f. If requested by a Participating Entity, the Contractor must provide detailed sales data 
within the Participating State. 

43. Limitation of Liability for Contractor:  

a.  Direct Damages Limitation. If Contractor, at its option, re-performs the Services or 
replaces the Product that is the subject of, or gave rise to, the claim, Contractor’s total 
liability will be limited to such re-performance.  If (i) the claim or matter cannot be 
remedied by such re-performance; (ii) re-performance is not an applicable remedy; or 
(iii) re-performance is not provided, then Contractor’s total aggregate liability for any and 
all claims under this Master Agreement will be limited to and shall not exceed: (i) an 
amount equal to two (2x) times the total amount paid by Participating Entity to 
Contractor for the Cloud Services under the Purchas Order giving rise to the party’s 
claim (said amount not to exceed a total of twelve months (12) months charges under 
the applicable purchase order) including indirect damages or (ii) or $1,000,000, 
whichever is greater. 

b.  Indirect/Special Damages. Except for fraud and Participating Entity’s obligations 
under the subsection titled “Indemnification,” neither party will be liable for any indirect, 
special, incidental or consequential damages, nor damages for loss of business profits, 
business interruption, loss of business information and the like, arising in any way out of 
the order, any of the documents referenced in the order (or any addenda or amendment 
thereto), or the use or inability to use any Cloud Services, even if advised of the 
possibility of such damages. 

44. Entire Agreement: This Master Agreement, along with any attachment, contains 
the entire understanding of the parties hereto with respect to the Master Agreement 
unless a term is modified in a Participating Addendum with a Participating Entity. 



 

    

 

  

 

 

 

  

 

   

  

 

  

  

 

 

 

   

 

  

 

  

 

 

   

 

   

  

 

 

  

 

Exhibit 1 to the Master Agreement: Software-as-a-Service 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 

accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 

service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request. 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 

use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 

required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 

survive and extend beyond the term of this Master Agreement. 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 

activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 

information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 

availability of Purchasing Entity information and comply with the following conditions: 

a. The Contractor shall implement and maintain appropriate administrative, technical and 

organizational security measures to safeguard against unauthorized access, disclosure or theft 

of Personal Data and Non-Public Data. Such security measures shall be in accordance with 

recognized industry practice and not less stringent than the measures the Contractor applies to 

its own Personal Data and Non-Public Data of similar kind. 

b. All data obtained by the Contractor in the performance of the Master Agreement shall 

become and remain the property of the Purchasing Entity. 

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless 

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any 

stipulation of responsibilities will identify specific roles and responsibilities and shall be included 

in the service level agreement (SLA), or otherwise made a part of the Master Agreement. 

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in 

transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. 

The level of protection and encryption for all Non-Public Data shall be identified in the SLA. 

e. At no time shall any data or processes — that either belong to or are intended for the use of a 

Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 

Contractor or any party related to the Contractor for subsequent use in any transaction that 

does not include the Purchasing Entity. 

f. The Contractor shall not use any information collected in connection with the Services issued 

from this Master Agreement for any purpose other than fulfilling the Services. 



    

  

 

   

  

 

    

 

   

  

  

  

 

 

  

  

  

 

 

 

 

    

   

 

  

 

  

  

  

 

 

 

   

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 

solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in 

data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing 

Entity data on portable devices, including personal computers, except for devices that are used and kept 

only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access 

Purchasing Entity data remotely only as required to provide technical support. The Contractor may 

provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise 

prohibited in a Participating Addendum. 

4. Security Incident or Data Breach Notification: 

a. Incident Response: Contractor may need to communicate with outside parties regarding a 

security incident, which may include contacting law enforcement, fielding media inquiries and 

seeking external expertise as mutually agreed upon, defined by law or contained in the contract. 

Discussing security incidents with the Purchasing Entity should be handled on an urgent as-

needed basis, as part of Contractor’s communication and mitigation processes as mutually 

agreed upon, defined by law or contained in the Master Agreement. 

b. Security Incident Reporting Requirements: The Contractor shall report a security incident to 

the Purchasing Entity identified contact immediately as soon as possible or promptly without 

out reasonable delay, or as defined in the SLA. 

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 

breach that affects the security of any purchasing entity’s content that is subject to applicable 

data breach notification law, the Contractor shall (1) as soon as possible or promptly without 

out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable 

law, and (2) take commercially reasonable measures to address the data breach in a timely 

manner. 

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs with 

respect to Personal Data within the possession or control of the Contractor. 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 

Purchasing Entity identified contact by telephone in accordance with the agreed upon security 

plan or security procedures if it reasonably believes there has been a security incident. 

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 

Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 

by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 

Data Breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 

requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly 

implement necessary remedial measures, if necessary, and (3) document responsive actions 

taken related to the Data Breach, including any post-incident review of events and actions taken 

to make changes in business practices in providing the services, if necessary. 



  

 

  

   

  

 

  

   

 

   

  

  

   

 

  

 

  

  

  

  

  

 

    

 

  

 

   

     

 

   

 

c. Unless otherwise stipulated, if a data breach is a direct result of Contractor’s breach of its 

contractual obligation to encrypt personal data or otherwise prevent its release as reasonably 

determined by the Purchasing Entity, the Contractor shall bear the costs associated with (1) the 

investigation and resolution of the data breach; (2) notifications to individuals, regulators or 

others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring 

service required by state (or federal) law or as otherwise agreed to; (4) a website or a toll-free 

number and call center for affected individuals required by federal and state laws — all not to 

exceed the average per record per person cost calculated for data breaches in the United States 

(currently $217 per record/person) in the most recent Cost of Data Breach Study: Global 

Analysis published by the Ponemon Institute at the time of the data breach; and (5) complete all 

corrective actions as reasonably determined by Contractor based on root cause. 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 

electronic discovery, litigation holds, discovery searches and expert testimonies related to the 

Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 

access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 

process and other legal requests related to the Purchasing Entity without first notifying and obtaining 

the approval of the Purchasing Entity, unless prohibited by law from providing such notice. 

7. Termination and Suspension of Service: 

a. In the event of a termination of the Master Agreement or applicable Participating Addendum, 

the Contractor shall implement an orderly return of purchasing entity’s data in a CSV or another 

mutually agreeable format at a time agreed to by the parties or allow the Purchasing Entity to 

extract it’s data and the subsequent secure disposal of purchasing entity’s data. 

b. During any period of service suspension, the Contractor shall not take any action to 

intentionally erase or otherwise dispose of any of the Purchasing Entity’s data. 

c. In the event of termination of any services or agreement in entirety, the Contractor shall not 

take any action to intentionally erase purchasing entity’s data for a period of: 

• 10 days after the effective date of termination, if the termination is in accordance with 

the contract period 

• 30 days after the effective date of termination, if the termination is for convenience 

• 60 days after the effective date of termination, if the termination is for cause 

After such period, the Contractor shall have no obligation to maintain or provide any purchasing 

entity’s data and shall thereafter, unless legally prohibited, delete all purchasing entity’s data in 

its systems or otherwise in its possession or under its control. 



  

  

 

 

  

   

   

  

  

  

   

 

  

 

 

    

  

    

 

 

  

   

 

 

 

    

   

  

 

  

d. The purchasing entity shall be entitled to any post termination assistance generally made 

available with respect to the services, unless a unique data retrieval arrangement has been 

established as part of an SLA. 

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 

dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 

paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 

and shall not be recoverable, according to National Institute of Standards and Technology 

(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity. 

8. Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct criminal 

background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the 

Master Agreement who have been convicted of any crime of dishonesty, including but not limited to 

criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for 

up to 1 year is an authorized penalty. The Contractor shall promote and maintain an awareness of the 

importance of securing the Purchasing Entity’s information among the Contractor’s employees and 
agents. If any of the stated personnel providing services under a Participating Addendum is not 

acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal history 

investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request 

immediate replacement of the person, or (2) immediately terminate the Participating Addendum and 

any related service agreement. 

9. Access to Security Logs and Reports: The Contractor shall provide reports on a schedule specified in 

the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by both the Contractor and 

the Purchasing Entity. Reports shall include latency statistics, user access, user access IP address, user 

access history and security logs for all public jurisdiction files related to this Master Agreement and 

applicable Participating Addendum. 

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 

Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 

discretion and at the Purchasing Entity’s expense. 

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 

annually at its expense, and provide an unredacted version of the audit report upon request to a 

Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version. 

A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a 

third-party audit. 

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 

Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service 

availability and performance. A major upgrade is a replacement of hardware, software or firmware with 

a newer or better version in order to bring the system up to date or to improve its characteristics. It 

usually includes a new version number. 



  

 

  

  

 

  

 

   

  

   

   

  

  

 

 

    

   

  

   

 

 

   

  

 

 

  

 

  

  

  

    

  

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 

Contractor makes such updates and upgrades generally available to its users. 

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 

Purchasing Entity. 

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update 

or upgrade. 

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 

system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 

that adequate protection and flexibility can be attained between the Purchasing Entity and the 

Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 

shall understand each other’s roles and responsibilities. 

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 

require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 

Entity data to that which is absolutely necessary to perform job duties. 

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in 

piecemeal or in entirety at its discretion without interference from the Contractor at any time during the 

term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing 

Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is 

required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools 

if Contractors applications are not able to provide this functionality directly. 

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 

operation of all hardware, software and network support related to the services being provided. The 

technical and professional activities required for establishing, managing and maintaining the 

environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with 

agreed-upon maintenance downtime), and provide service to customers as defined in the SLA. 

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 

services provided under this Master Agreement, including but not limited to all subcontractors or other 

entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, 

and who shall be involved in any application development and/or operations. 

18. Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require that 

the Contractor remove from interaction with Purchasing Entity any Contractor representative who the 

Purchasing Entity believes is detrimental to its working relationship with the Contractor. The Purchasing 

Entity shall provide the Contractor with notice of its determination, and the reasons it requests the 

removal. If the Purchasing Entity signifies that a potential security violation exists with respect to the 

request, the Contractor shall immediately remove such individual. The Contractor shall not assign the 



  

 

    

 

   

 

  

 

  

 

   

 

 

 

  

 

 

 

 

 

  

person to any aspect of the Master Agreement or future work orders without the Purchasing Entity’s 

consent. 

19. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 

disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective 

(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing 

Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test 

and take action to correct any issues detected during the test in a time frame mutually agreed between 

the Contractor and the Purchasing Entity. 

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to 

Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any other state 

laws or administrative regulations identified by the Participating Entity. 

21. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing 

Entity’s data in near real time. 

22. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with 

validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic 

Modules for all Personal Data, unless the Purchasing Entity approves in writing for the storage of 

Personal Data on a Contractor portable device in order to accomplish work as defined in the statement 

of work. 

23. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 

Service for its business purposes; (ii) for SaaS, use underlying software as embodied or used in the 

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 

documentation. 

No Contractor terms, including standard click through license or website terms or use of privacy policy, 

shall apply to Purchasing Entities unless such terms are included in this Master Agreement. 



 
    

  

 

  

 

  

 

   

  

 

  

   

 

 

  

   

 

  

 

  

 

 

    

 

   

  

 

 

 

 

Exhibit 2 to the Master Agreement: Platform-as-a-Service 
1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 

accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 

service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request. 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 

use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 

required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 

survive and extend beyond the term of this Master Agreement. 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 

activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 

information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 

availability of Purchasing Entity information and comply with the following conditions: 

a. The Contractor shall implement and maintain appropriate administrative, technical and 

organizational security measures to safeguard against unauthorized access, disclosure or theft 

of Personal Data and Non-Public Data. Such security measures shall be in accordance with 

recognized industry practice and not less stringent than the measures the Contractor applies to 

its own Personal Data and Non-Public Data of similar kind. 

b. All data obtained by the Contractor in the performance of the Master Agreement shall 

become and remain the property of the Purchasing Entity. 

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless 

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any 

stipulation of responsibilities will identify specific roles and responsibilities and shall be included 

in the service level agreement (SLA), or otherwise made a part of the Master Agreement. 

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in 

transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. 

The level of protection and encryption for all Non-Public Data shall be identified in the SLA. 

e. At no time shall any data or processes — that either belong to or are intended for the use of a 

Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 

Contractor or any party related to the Contractor for subsequent use in any transaction that 

does not include the Purchasing Entity. 

f. The Contractor shall not use any information collected in connection with the Services issued 

from this Master Agreement for any purpose other than fulfilling the Services. 



    

  

  

   

  

 

     

   

 

   

 

    

   

   

  

 

 

  

 

   

   

   

    

   

 

  

 

  

  

 

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 

solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in 

data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing 

Entity data on portable devices, including personal computers, except for devices that are used and kept 

only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access 

Purchasing Entity data remotely only as required to provide technical support. The Contractor may 

provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise 

prohibited in a Participating Addendum. 

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of 

any security incident or data breach within the possession and control of the Contractor and related to 

the service provided under the Master Agreement, Participating Addendum, or SLA. Such notice shall 

include, to the best of Contractor’s knowledge at that time, the persons affected, their identities, and 

the Confidential Information and Data disclosed, or shall include if this information is unknown. 

a. Incident Response: The Contractor may need to communicate with outside parties regarding a 

security incident, which may include contacting law enforcement, fielding media inquiries and 

seeking external expertise as mutually agreed upon, defined by law or contained in the Master 

Agreement, Participating Addendum, or SLA. Discussing security incidents with the Purchasing 

Entity should be handled on an urgent as-needed basis, as part of Contractor’s communication 

and mitigation processes as mutually agreed, defined by law or contained in the Master 

Agreement, Participating Addendum, or SLA. 

b. Security Incident Reporting Requirements: Unless otherwise stipulated, the Contractor shall 

immediately report a security incident related to its service under the Master Agreement, 

Participating Addendum, or SLA to the appropriate Purchasing Entity. 

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 

breach that affects the security of any Purchasing Entity data that is subject to applicable data 

breach notification law, the Contractor shall (1) promptly notify the appropriate Purchasing 

Entity within 24 hours or sooner, unless shorter time is required by applicable law, and (2) take 

commercially reasonable measures to address the data breach in a timely manner 

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal 

Data within the possession or control of the Contractor. 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 

Purchasing Entity identified contact by telephone in accordance with the agreed upon security 

plan or security procedures if it reasonably believes there has been a security incident. 

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 

Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 

by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 

data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 



 

 

 

   

   

  

 

 

  

 

  

 

   

  

  

  

 

  

  

 

 

  

  

 

   

   

 

    

   

  

requested by the Purchasing Entity to investigate and resolve the data breach, (2) promptly 

implement necessary remedial measures, if necessary, and (3) document responsive actions 

taken related to the data breach, including any post-incident review of events and actions taken 

to make changes in business practices in providing the services, if necessary. 

c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its 

contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor 

shall bear the costs associated with (1) the investigation and resolution of the data breach; (2) 

notifications to individuals, regulators or others required by federal and state laws or as 

otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as 

otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals 

required by federal and state laws — all not to exceed the average per record per person cost 

calculated for data breaches in the United States (currently $217 per record/person) in the most 

recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the 

time of the data breach; and (5) complete all corrective actions as reasonably determined by 

Contractor based on root cause. 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 

electronic discovery, litigation holds, discovery searches and expert testimonies related to the 

Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 

access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 

process and other legal requests related to the Purchasing Entity without first notifying and obtaining 

the approval of the Purchasing Entity, unless prohibited by law from providing such notice. 

7. Termination and Suspension of Service: 

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor 

shall allow for the Purchasing Entity to retrieve its digital content and provide for the 

subsequent secure disposal of the Purchasing Entity’s digital content. 

b. During any period of service suspension, the Contractor shall not take any action to 

intentionally erase or otherwise dispose of any of the Purchasing Entity’s data. 

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall 

not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days 

after the effective date of termination, if the termination is for convenience; or 2) 60 days after 

the effective date of termination, if the termination is for cause. After such day period, the 

Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall 

thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise 

in its possession or under its control. In the event of either termination for cause, the Contractor 

will impose no fees for access and retrieval of digital content to the Purchasing Entity. 



  

  

 

 

 

   

   

  

 

  

  

 

 

 

  

 

 

 

  

  

 

    

   

    

 

 

  

 

d. The Purchasing Entity shall be entitled to any post termination assistance generally made 

available with respect to the services, unless a unique data retrieval arrangement has been 

established as part of an SLA. 

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 

dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 

paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 

and shall not be recoverable, according to National Institute of Standards and Technology 

(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity. 

8. Background Checks: 

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background 

checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master 

Agreement who have been convicted of any crime of dishonesty, including but not limited to 

criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which 

incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and 

maintain an awareness of the importance of securing the Purchasing Entity’s information among 

the Contractor’s employees and agents. 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 

c. If any of the stated personnel providing services under a Participating Addendum is not 

acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal 

history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) 
request immediate replacement of the person, or (2) immediately terminate the Participating 

Addendum and any related service agreement. 

9. Access to Security Logs and Reports: 

a. The Contractor shall provide reports on a schedule specified in the SLA to the Purchasing 

Entity in a format as specified in the SLA and agreed to by both the Contractor and the 

Purchasing Entity. Reports will include latency statistics, user access, user access IP address, user 

access history and security logs for all Purchasing Entity files related to the Master Agreement, 

Participating Addendum, or SLA. 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 



 

  

   

 

 

 

    

   

  

 

  

  

  

 

  

 

  

 

   

   

   

    

  

  

 

 

    

   

  

    

 

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 

Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 

discretion and at the Purchasing Entity’s expense. 

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 

annually at its expense, and provide an unredacted version of the audit report upon request to a 

Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version. 

A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a 

third-party audit. 

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 

Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service 

availability and performance. A major upgrade is a replacement of hardware, software or firmware with 

a newer or better version in order to bring the system up to date or to improve its characteristics. It 

usually includes a new version number. 

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 

Contractor makes such updates and upgrades generally available to its users. 

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 

affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 

Purchasing Entity. 

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update 

or upgrade. 

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 

system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 

that adequate protection and flexibility can be attained between the Purchasing Entity and the 

Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 

shall understand each other’s roles and responsibilities. 

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 

require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 

Entity data to that which is absolutely necessary to perform job duties. 

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in 

piecemeal or in entirety at its discretion without interference from the Contractor at any time during the 

term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing 

Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is 

required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools 

if Contractors applications are not able to provide this functionality directly. 



  

   

  

 

  

 

   

  

   

 

 

  

 

   

 

  

 

 

 

 

  

  

  

 

  

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 

operation of all hardware, software and network support related to the services being provided. The 

technical and professional activities required for establishing, managing and maintaining the 

environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with 

agreed-upon maintenance downtime), and provide service to customers as defined in the SLA. 

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 

services provided under this Master Agreement, including but not limited to all subcontractors or other 

entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, 

and who shall be involved in any application development and/or operations. 

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 

disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective 

(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing 

Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test 

and take action to correct any issues detected during the test in a time frame mutually agreed between 

the Contractor and the Purchasing Entity. 

19. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to 

Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973 or any other state 

laws or administrative regulations identified by the Participating Entity.. 

20. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing 

Entity’s data in near real time. 

21. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with 

validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic 

Modules for all Personal Data as identified in the SLA, unless the Contractor presents a justifiable 

position that is approved by the Purchasing Entity that Personal Data, is required to be stored on a 

Contractor portable device in order to accomplish work as defined in the scope of work. 

22. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 

Service for its business purposes; (ii) for PaaS, use underlying software as embodied or used in the 

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 

documentation. 

No Contractor terms, including standard click through license or website terms or use of privacy policy, 

shall apply to Purchasing Entities unless such terms are included in this Master Agreement. 



 
    

  

 

 

 

  

 

   

  

 

  

  

 

 

   

 

  

 

  

 

 

   

 

   

  

 

 

  

 

Exhibit 3 to the Master Agreement: Infrastructure-as-a-Service 
1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 

accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 

service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request. 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 

use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 

required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 

survive and extend beyond the term of this Master Agreement. 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 

activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 

information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 

availability of Purchasing Entity information and comply with the following conditions: 

a. The Contractor shall implement and maintain appropriate administrative, technical and 

organizational security measures to safeguard against unauthorized access, disclosure or theft 

of Personal Data and Non-Public Data. Such security measures shall be in accordance with 

recognized industry practice and not less stringent than the measures the Contractor applies to 

its own Personal Data and Non-Public Data of similar kind. 

b. All data obtained by the Contractor in the performance of the Master Agreement shall 

become and remain the property of the Purchasing Entity. 

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless 

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any 

stipulation of responsibilities will identify specific roles and responsibilities and shall be included 

in the service level agreement (SLA), or otherwise made a part of the Master Agreement. 

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in 

transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. 

The level of protection and encryption for all Non-Public Data shall be identified in the SLA. 

e. At no time shall any data or processes — that either belong to or are intended for the use of a 

Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 

Contractor or any party related to the Contractor for subsequent use in any transaction that 

does not include the Purchasing Entity. 

f. The Contractor shall not use any information collected in connection with the Services issued 

from this Master Agreement for any purpose other than fulfilling the Services. 



    

  

  

   

  

 

     

   

 

 

 

 

 

  

 

  

 

 

 

 

    

  

 

 

  

  

  

  

 

 

 

 

   

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 

solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in 

data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing 

Entity data on portable devices, including personal computers, except for devices that are used and kept 

only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access 

Purchasing Entity data remotely only as required to provide technical support. The Contractor may 

provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise 

prohibited in a Participating Addendum. 

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of 

any security incident or data breach related to Purchasing Entity’s Data within the possession or control 

of the Contractor and related to the service provided under the Master Agreement, Participating 

Addendum, or SLA. Such notice shall include, to the best of Contractor’s knowledge at that time, the 

persons affected, their identities, and the Confidential Information and Data disclosed, or shall include if 

this information is unknown. 

a. Security Incident Reporting Requirements: The Contractor shall report a security incident to 

the Purchasing Entity identified contact immediately as soon as possible or promptly without 

out reasonable delay, or as defined in the SLA. 

b. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 

breach that affects the security of any purchasing entity’s content that is subject to applicable 

data breach notification law, the Contractor shall (1) as soon as possible or promptly without 

out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable 

law, and (2) take commercially reasonable measures to address the data breach in a timely 

manner. 

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal 

Data within the possession or control of the Contractor and related to the service provided under the 

Master Agreement, Participating Addendum, or SLA. 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 

Purchasing Entity identified contact by telephone in accordance with the agreed upon security 

plan or security procedures if it reasonably believes there has been a security incident. 

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 

Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 

by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 

data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 

requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly 

implement necessary remedial measures, if necessary, and (3) document responsive actions 

taken related to the Data Breach, including any post-incident review of events and actions taken 

to make changes in business practices in providing the services, if necessary. 



   

 

  

 

  

 

  

 

   

  

  

    

 

  

  

 

 

  

  

 

   

   

 

    

   

   

 

  

  

 

 

c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its 

contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor 

shall bear the costs associated with (1) the investigation and resolution of the data breach; (2) 

notifications to individuals, regulators or others required by federal and state laws or as 

otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as 

otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals 

required by federal and state laws — all not to exceed the average per record per person cost 

calculated for data breaches in the United States (currently $217 per record/person) in the most 

recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the 

time of the data breach; and (5) complete all corrective actions as reasonably determined by 

Contractor based on root cause. 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 

electronic discovery, litigation holds, discovery searches and expert testimonies related to the 

Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 

access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 

process and other legal requests related to the Purchasing Entity without first notifying and obtaining 

the approval of the Purchasing Entity, unless prohibited by law from providing such notice. 

7. Termination and Suspension of Service: 

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor 

shall allow for the Purchasing Entity to retrieve its digital content and provide for the 

subsequent secure disposal of the Purchasing Entity’s digital content. 

b. During any period of service suspension, the Contractor shall not take any action to 

intentionally erase or otherwise dispose of any of the Purchasing Entity’s data. 

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall 

not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days 

after the effective date of termination, if the termination is for convenience; or 2) 60 days after 

the effective date of termination, if the termination is for cause. After such day period, the 

Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall 

thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise 

in its possession or under its control. In the event of either termination for cause, the Contractor 

will impose no fees for access and retrieval of digital content to the Purchasing Entity. 

d. The Purchasing Entity shall be entitled to any post termination assistance generally made 

available with respect to the services, unless a unique data retrieval arrangement has been 

established as part of an SLA. 

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 

dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 

paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 



 

   

   

  

 

  

  

 

 

 

 

  

 

  

 

  

  

 

    

   

  

  

 

  

 

 

  

 

 

  

and shall not be recoverable, according to National Institute of Standards and Technology 

(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity. 

8. Background Checks: 

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background 

checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master 

Agreement who have been convicted of any crime of dishonesty, including but not limited to 

criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which 

incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and 

maintain an awareness of the importance of securing the Purchasing Entity’s information among 

the Contractor’s employees and agents. 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 

c. If any of the stated personnel providing services under a Participating Addendum is not 

acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal 

history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) 

request immediate replacement of the person, or (2) immediately terminate the Participating 

Addendum and any related service agreement. 

9. Access to Security Logs and Reports: 

a. The Contractor shall provide reports on a schedule specified in the SLA to the Contractor 

directly related to the infrastructure that the Contractor controls upon which the Purchasing 

Entity’s account resides. Unless otherwise agreed to in the SLA, the Contractor shall provide the 

public jurisdiction a history or all API calls for the Purchasing Entity account that includes the 

identity of the API caller, the time of the API call, the source IP address of the API caller, the 

request parameters and the response elements returned by the Contractor. The report will be 

sufficient to enable the Purchasing Entity to perform security analysis, resource change tracking 

and compliance auditing 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 

Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 

discretion and at the Purchasing Entity’s expense. 



   

  

 

    

   

  

  

  

  

  

 

  

 

  

 

   

   

   

    

  

  

 

 

    

   

  

    

 

 

   

  

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 

annually and at its own expense, and provide an unredacted version of the audit report upon request. 

The Contractor may remove its proprietary information from the unredacted version. For example, a 

Service Organization Control (SOC) 2 audit report would be sufficient. 

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 

Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service 

availability and performance. A major upgrade is a replacement of hardware, software or firmware with 

a newer or better version in order to bring the system up to date or to improve its characteristics. It 

usually includes a new version number. 

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 

Contractor makes such updates and upgrades generally available to its users. 

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 

affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 

Purchasing Entity. 

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update 

or upgrade. 

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 

system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 

that adequate protection and flexibility can be attained between the Purchasing Entity and the 

Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 

shall understand each other’s roles and responsibilities. 

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 

require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 

Entity data to that which is absolutely necessary to perform job duties. 

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in 

piecemeal or in entirety at its discretion without interference from the Contractor at any time during the 

term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing 
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is 

required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools 

if Contractors applications are not able to provide this functionality directly. 

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 

operation of all hardware, software and network support related to the services being provided. The 

technical and professional activities required for establishing, managing and maintaining the 

environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with 

agreed-upon maintenance downtime), and provide service to customers as defined in the SLA. 



 

  

 

   

 

   

 

  

  

 

   

 

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 

services provided under this Master Agreement, including but not limited to all subcontractors or other 

entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, 

and who shall be involved in any application development and/or operations. 

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 

disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective 

(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing 

Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test 

and take action to correct any issues detected during the test in a time frame mutually agreed between 

the Contractor and the Purchasing Entity. 

19. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 

Service for its business purposes; (ii) for IaaS, use underlying software as embodied or used in the 

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 

documentation. 

No Contractor terms, including standard click through license or website terms or use of privacy policy, 

shall apply to Purchasing Entities unless such terms are included in this Master Agreement. 



 
 

 

  
 
 

 

 
     

 
 

 
    

  
 

 
      

     
 

    
 

 
 

  
 

   
 

 
 

     
 

     
 

     
 

  
  

 
  

               
          

          
          

      
 

 
      

      
         
  

Attachment B 

Under the terms of the NASPO ValuePoint Cloud Solutions contract Insight is capable of providing the 
following service models and deployment models. 

Service Models 
AWS: IaaS, PaaS, Saas 
Microsoft: Saas, IaaS, and PaaS 

Deployment Models 
AWS: Public  (including Government Community  Cloud)  and  Hybrid 
Microsoft:  Public  (including  Government Community  Cloud),  Hybrid, Private 

Insight has identified the data risk categories that our Cloud Service Provider Partners are capable of 
storing and   securing. 

AWS: It is the responsibility of the customer to assign risk classification levels to their data. AWS' security 
features are outlined throughout our proposal response. 

Service Model: Low Risk Data Moderate Risk 
Data 

High Risk Data Deployment 
Models Offered: 

Saas X X X Public, Hybrid, 
Private 

IaaS X X X Public, Hybrid, 
Private 

Paas X X X Public, Hybrid, 
Private 

Microsoft: Certain Microsoft Services are capable of handling and storing Moderate Data. This is 
addressed further in the exemption list. 

Contract Service Offerings: Insight has partnered with two of our strongest Cloud Service Provider ( CSP) 
partners in response to the NASPO ValuePoint/State of Utah’s RFP. Amazon Web Services (AWS) is 
our first partner offering which has an expansive portfolio offering that will be made available 
and is outlined throughout Insight’s proposal response. While the majority of AWS’ offerings are 
classified as IaaS, some earn the classification of SaaS and PaaS. The classifications have been 
identified in our response. AWS’ offerings can be delivered via Public and Hybrid deployment 
models. 

To support AWS cloud solution purchases, we have also partnered with a third party services 
firm that specializes in AWS consulting services around design and deployment. REAN Cloud 
will assist Participating States and Entities in leveraging AWS’ offerings to the fullest 
advantage possible. 



The Insight REAN Cloud team is able to provide the following services: 

Strategy Phase - SaaS Assessment Phase - SaaS Operations Phase - SaaS Dev Ops Phase - PaaS 

ROI & Business Case 
Justification (Activity) 
AWS Calculator  (Task) 
Cloud 
Rationalization/Adoption 
strategy 
DR & Business continuity 
planning 
DevOps Strategy 
Account  Management 
Governance & Compliance 

Cloud Architecture 
Security & Risk Assessment 

Migration and 
Implementation Phase 
Secure Infrastructure Setup Lift 

& Shift Migration 
(CloudEndure) 
DevOps based migration 

Managed Services (MGS) 
Billing as Service (BaaS) 
AWS Infrastructure (IaaS) 

Infrastructure Automation 
Application Reengineering 
Native AWS Application 
Development 

Insight’s second cloud partnership is with Microsoft. Participating States and Entities will have 
access to IaaS, SaaS, and PaaS solution offerings delivered via Public (including the Government 
Community Cloud), Hybrid, and Private deployment models. Through the Microsoft partnership 
Office 365, Azure, Intune, and CRM Dynamics will be made available to the participating entities. 
Insight services will provide design and deployment capabilities for Office 365, Azure, and CRM 
Dynamics. Further description of the Online Services available is provided below. 

Online Services in DPT – Those Online Services which Online Services – Those online services which do not 
store or process Customer Data, and are included in scope store or process Customer Data, and are merely desktop 
for the Data Processing Terms (DPT) section of the Microsoft applications delivered using Microsoft’s servers as a delivery 
Online Services Terms. mechanism. 

Microsoft Dynamics CRM Online Services Office 365 ProPlus 
Office 365 Services Project  Pro for Office 365 
Microsoft Azure Core Services Visio Pro for Office  365 
Microsoft Intune Online Services 

Insight will offer Participating States and Entities an array of cloud offerings from Microsoft, wrapped with support 
services and expert resources to centralize management and control for a diverse range of hosted solutions. Insight’s 
team of cloud certified experts will draw on the experience of helping clients implement and manage a wide 
range of cloud solutions in their organizations. In the U. S. alone, Insight currently manages more than 
seven million seats distributed over 5,000 clients. 

Insight’s cloud solutions include the following: 

Messaging Solutions Security Solutions Infrastructure 
Solutions 

Collaboration 
Solutions 

    

            

 
 

 

 
  

 
 

 
  

 
   

 
 

 
    

 
 

 
 

 
 

 

     
     

        
      
         

       

  
   

  
 

   
 

  
 

  
  

  
 

     
 

       
           

   

 

   
 

 

  
  
  

  
  

  
  
 

 

 

 

   
 

  
  

 

  
  
  
  

• Web Security 
• Email Security • Managed Firewall • Online/ Remote Backup 
• Hosted Exchange • Theft and Recovery • Hosted VOI P & PBX • Instant Messaging 
• Hosted Black Berry Solutions Solutions • SharePoint Online 
( BES) • Intrusion Detection and • Desktop Management • Web Conferencing 
• Email Archiving Prevention • Managed Co- • Hosted CRM 

location/ Hosting 
Management 

• Email Continuity • Vulnerability 
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--------------------------------------------------------------------------------------------------------------------------

Insight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solutions 
Cost Proposal 

Attachment C – Cost Schedule 

Solicitation Number CH16012 
NASPO ValuePoint Cloud Solutions RFP 

Cloud Solutions By Category. Specify Discount Percent % Offered for products in each 
category. Highest discount will apply for products referenced in detail listings for multiple 
categories. Provide a detailed product offering for each category. 

Software as a Service 
Microsoft Discount %: 10% 
Amazon Web Services Discount %: 1% 

Infrastructure as a Service 
Microsoft Discount %: 10% 
Amazon Web Services Discount %: 1% 

Platform as a Services 
Microsoft Discount %: 10% 
Amazon Web Services Discount %: 1% 

Insight is offering Participating States and Entities minimum discounts off list price for all AWS 
and Microsoft cloud products purchased through Insight on the NASPO ValuePoint Cloud 
Solutions contract. These discounts apply to all product categories and subcategories outlined in 
our product catalogs submitted as separate attachments. Additional discounts may be extended 
for specific opportunities. 

Value Added Services Discount %_______ 
Please see Insight’s Value Added Services Pricing in the sections below. 

Additional Value Added Services: 

Insight is offering value added services for the delivery of Microsoft based Cloud Solutions. These 
service types are clearly marked as Insight Delivered. 

Maintenance Services (Insight Delivered) 
Onsite Hourly Rate $165/hr (Con I)

Remote Hourly Rate $165/hr (Con I) (no travel expense) 

March 10, 2016 Request for Proposal Response #CH16012 1 



Insight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solutions 
Cost Proposal 

Professional Services (Insight Delivered) 

• Deployment Services  

• Consulting/Advisory Services 

• Architectural Design Services 

• Statement of Work Services 

Partner Services 

Onsite Hourly Rate $165/hr (Con II)
Remote Hourly Rate $165/hr (no travel expense) 

Onsite Hourly Rate $165/hr (Con II)
Remote Hourly Rate $165/hr (no travel expense) 

Onsite Hourly Rate $225/hr (Arch Sr)
Remote Hourly Rate $225/hr (no travel expense) 

Onsite Hourly Rate $165-$225/hr
Remote Hourly Rate $165-$225/hr (no travel) 

Onsite Hourly Rate $ please see below
Remote Hourly Rate $ please see below 

Outlined below are the rates and costs that have been established for the services our 
subcontractor, REAN Cloud, will perform specific to AWS solutions. These rates apply to both 
onsite and remote services. 

Labor Category (REAN Cloud) Final Bid 
Price 

 
 

  
 

 

 

   

      
 

       
      
  
 

        
       
 

      
       
 

       
      

 

  
        

        
 

              
            

    

     
 

     

    

     

     

    

    

    

   

    

      

    

    

    

  

          
          

 

Principal Technical architect $281.25 

DevOps Architect $218.75 

Sr. Cloud Engineer $187.50 

Cloud Security Architect $218.75 

Configuration Manager $156.25 

Database Engineer $125.00 

Developer -FE $106.25 

PMO/Billing Specialist $118.75 

Project Director $150.00 

Project Manager | SCRUM Master $112.50 

Technical architect $181.25 

Test Engineer $106.25 

Test Lead $131.25 

The proposed pricing for REAN Cloud delivered services is covered by the following rates for each 
of the talent categories required to provide the service. 

March 10, 2016 Request for Proposal Response #CH16012 2 



 
 

  
 

 

 

   

            
               

             
         

 

     

            
            

          
 

 

           
           

 

  

               
 

 

 

       
         
       

 
    

           

          
         

                 
           

 

Insight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solutions 
Cost Proposal 

REAN Cloud and Insight offer a one-time up front analysis, architecture, implementation, and 
migration. This offering is priced on a case-by-case basis. Initial setup and migration estimates 
are based on a blended price of license, support, engineering, architecture, project management, 
and AWS subject matter expertise that REAN/ Insight will bring to bear. 

Managed Services (reoccurring monthly costs) 

$625/server/month for managed services fees (above AWS infrastructure costs) inclusive of all 
the help desk, security tools, management, patching, maintenance, monitoring and reporting as 
described in our sample SOW, for environments up to $30,000/month in AWS infrastructure 
spend. 

For environments that have more than $30,000/month in AWS infrastructure spend, $12,500 
monthly flat fee plus 31.25% of AWS infrastructure spend for the month. 

Example: 

15 Servers in an AWS customer environment – Managed Services fees would be $625 X 15 = 
$9,375/month 

Example: 

58 Servers in AWS Customer environment costing them about $37,000/month. For Managed 
Services fees for this larger environment (over $30,000/month in AWS spend) it would be 
$12,500 plus 31.25% of $37,000 or $19,250. 

Training Deployment Services (Insight Delivered) Onsite Hourly Rate $ 145/hr 
Online Hourly Rate $ <varies> 

Insight offers in-person, remote, and third-party training for most of the technologies and 
transformative changes we deliver to our clients. Services range from technical training for 
technical staff to process training for end users. The cost of the training is variable to match the 
need, depth, and complexity of the training desired by our clients. 
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Attachment D 

I nsight Public Sector, I nc. Proposal Response 
PREPARED FOR 

The State of Utah 
Request for Proposal # CH16012 for 

NASPO ValuePoint Cloud Solut ions 

Technical Proposal 

March 10, 2016 @ 1: 00PM MST 

SUBMI TTED BY: 

I nsight Public Sector, I nc. 
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Erlca, Falchetti@lnsight.oom 

75373~1072 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

1. RFP Signature Page (RFP 5.1) (M) 
I nsight Response: I nsight elected to subm it our proposal response elect ronically, and therefore 
provided an elect ronic signature via BidSync. Below is a copy of the signed Vendor I nform at ion 
Form to confirm Insight ’s Authorized Representat ive signed off on Insight ’s proposal response. 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

2. Execut ive Sum mary (RFP 5.4) (M) 
Solicit a t ion Object ives 
I nsight understands that the State of Utah ( “UT” ) , Division of Purchasing, is in the process of 
select ing high qualit y cloud based service providers to serve states, t err itories, and their 
authorized polit ical subdivisions. The providers should have the abilit y to provide a m enu of cloud 
solut ions offerings that will ult im ately increase the technology departm ent ’s overall efficiency, 
reduce costs, im prove operat ional scalabilit y, provide business cont inuity, increase collaborat ion 
efficiencies, and allow for expanded flexibilit y in work pract ices and system im provem ents. The 
establishm ent of a cooperat ive cont ract provides a vehicle for authorized cont ract part icipants to 
obtain best value, and achieve m ore favorable pricing, than is obtainable by an individual state or 
local governm ent ent it y because of the collect ive volum e of potent ial purchases by num erous 
state and local governm ent ent it ies that is possible under a cont ract of t his nature. 

I nsight Solut ions 
I nsight would like to thank the State of UT Division of Purchasing and NASPO ValuePoint for the 
opportunity to subm it the enclosed response for providing cloud solut ions as described in the RFP, 
exhibits, and at tachm ents. 

NASPO ValuePoint can benefit from a cont inuing partnership with I nsight because our I T solut ions 
are designed with our public sector clients in m ind. Our process knowledge, product fulfillm ent 
and logist ics capabilit ies along with our m anagem ent tools, and expert ise m ake m anaging IT 
solut ions easier while helping Part icipat ing States and Ent it ies cont rol their I T costs. Based on the 
docum ents in the solicitat ion and descript ion of requested services, we are prepared to offer 
NASPO ValuePoint the following: 

Cont ract Service Offe r ings: I nsight has partnered with two of our st rongest Cloud Service 
Provider (CSP) partners in response to the NASPO ValuePoint / State of Utah’s RFP. Am azon Web 
Services (AWS) is our first partner offering which has an expansive port folio offering that will be 
m ade available and is out lined throughout I nsight ’s proposal response. While the m ajorit y of 
AWS’ offerings are classified as IaaS, som e earn the classificat ion of SaaS and PaaS. The 
classificat ions have been ident ified in our response. AWS’ offerings can be delivered via Public 
and Hybrid deploym ent m odels. 

To support AWS cloud solut ion purchases, we have also partnered with a third party services firm 
that specializes in AWS consult ing services around design and deploym ent . REAN Cloud will assist 
Part icipat ing States and Ent it ies in leveraging AWS’ offerings to the fullest advantage possible. 
The Insight REAN Cloud team is able to provide the following services: 

St ra tegy Phase - SaaS Assessm ent Phase - SaaS Operat ions Phase - SaaS DevOps Phase - Pa aS 

ROI & Business Case 
Just if icat ion (Act iv ity) 

AWS Calculator (Task) 

Cloud 
Rat ionalizat ion/ Adopt ion 
st rategy 

DR & Business cont inuity 
planning 

DevOps Strategy 

Account Managem ent 
Governance & Com pliance 

Cloud Architecture 

Secur ity & Risk Assessm ent 
Migrat ion and 
I m plem entat ion Phase 

Secure I nfrastructure Setup 

Lift & Shift Migrat ion 
(CloudEndure) 

DevOps based m igrat ion 

Managed Services (MGS) 

Billing as Service (BaaS) 

AWS I nfrast ructure ( I aaS) 

I nfrast ructure Autom at ion 

Applicat ion Reengineer ing 

Nat ive AWS Applicat ion 
Developm ent 
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Technical Proposal 

I nsight ’s second cloud partnership is with Microsoft . Part icipat ing States and Ent it ies will have 
access to I aaS, SaaS, and PaaS solut ion offerings delivered via Public ( including the Governm ent 
Com m unity Cloud) , Hybrid, and Private deploym ent m odels. Through the Microsoft partnership 
Office 365, Azure, I ntune, and CRM Dynam ics will be m ade available to the part icipat ing ent it ies. 
I nsight services will provide design and deploym ent capabilit ies for Office 365, Azure, and CRM 
Dynam ics. Further descript ion of the Online Services available is provided below. 

O

in
s

nline Services in DPT – Those Online Services 
n
d
s

Online Services – Those online services which do 
w ot st ore or proce ss Custom er Data, and are m erely hich st ore or process Custom er Data, and are 

cluded in scope for the Data Processing Term s (DPT) esktop applicat ions delivered using Microsoft ’s 
ect ion of the Microsoft Online Services Term s. ervers as a delivery m echanism . 

Microsoft Dynam ics CRM Online Services Office 365 ProPlus 

Office 365 Services Proj ect Pro for Office 365 

Microsoft Azure Core Services Visio Pro for Office 365 

Microsoft I ntune Online Services 

Insight will offer Part icipat ing States and Ent it ies an array of cloud offer ings from Microsoft , 
wrapped with support services and expert resources to cent ralize m anagem ent and cont rol for a 
diverse range of hosted solut ions. I nsight ’s team of cloud cert ified experts will draw on the 
experience of helping clients im plem ent and m anage a wide range of cloud solut ions in their 
organizat ions. I n the U.S. alone, I nsight current ly m anages m ore than seven m illion seats 
dist ributed over 5,000 clients. 

I nsight ’s cloud solut ions include the following: 

Messaging Solut ions Secur it y Solut ions 
I nfrast ruct ure 

Solut ions 
Collaborat ion 

Solut ions 

   
   

     
  

 

 

         

             
              

           
                

              
           

 

 
              

              
               

               
             

    
 

      
 

    
 

 
 

 

   
   
   

 
   
   

 

   
   
    

 
    

 
  

 
 

      
     

 
   
  

 
 

   
   
   
   

 

 

  
                

               
               

             
      

 
              

                
            

           
  

        
        

         
         

        
         

     
       

        

        

         

     

• Web Securit y 
• Em ail Securit y • Managed Firewall • Online/ Rem ote Backup 
• Hosted Exchange • Theft and Recovery • Hosted VOIP & PBX • I nstant Messaging 
• Hosted BlackBerry Solut ions Solut ions • SharePoint Online 
(BES) • I nt rusion Detect ion and • Desktop Managem ent • Web Conferencing 
• Em ail Archiving Prevent ion • Managed Co- • Hosted CRM 
• Em ail Cont inuity • Vulnerabilit y locat ion/ Host ing 

Managem ent 

Conclusion 
I t is our belief that the requirem ents out lined in the SOW and the inform at ion Insight has 
provided in our response m ake a com pelling proposit ion for NASPO ValuePoint to select I nsight to 
part icipate in this cont ract . I nsight has cont inuously evolved and grown as the I T indust ry has 
changed. We provide significant value in IT procurem ent and m anagem ent assistance to state 
and local governm ents and educat ional ent it ies. 

The cloud solut ions presented throughout our response give evidence to our com m itm ent and our 
abilit y to ensure Part icipat ing States and Purchasing Ent it ies get the m ost value out of their cloud 
technology investm ents-while decreasing their Total Cost of Ownership. We have proven our 
com petence to our clients, and believe we can exceed your expectat ions. 
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3. Mandatory Minimums (RFP 5) (M) 

Cover Let ter (RFP 5.2) (M) 
March 10, 2016 

Christopher Hughes 
Cont racts Analyst 
DAS 
T: 801-538-3254 
E: Christopherhughes@utah.gov 

RE: RFP # CH1 6 0 1 2 for NASPO Va luePoint Cloud Solut ions 

Dear Mr. Hughes: 

I nsight Public Sector, I nc. ( “ I nsight ” ) is pleased to part icipate in the State of Utah’s RFP for Cloud 
Solut ions in furtherance of the NASPO ValuePoint Cooperat ive Purchasing Program . Based on the 
scope of the requirem ents, I nsight has prepared a response that represents a com prehensive 
effort at m eet ing the requirem ents of the RFP to provide services related to cloud solut ions for all 
Part icipat ing States and Ent it ies. 

I nsight Public Sector is solely focused on the needs of local, state and federal governm ents as 
well as educat ional inst itut ions. With an indust ry- leading select ion of products, a com plete suite 
of I T services and a wide range of governm ent cont racts, I nsight helps organizat ions st ream line 
procurem ent , sim plify deploym ent and m axim ize the value of the I T lifecycle. 

We have provided below all of the inform at ion required for the cover let ter. 

5 .2 .1 A statem ent indicat ing the Of feror ’s understanding that t hey m ay be required to 
negot iate addit iona l t erm s and condit ions, including addit ional adm in ist rat ive fees, 
w ith Part icipat ing Ent it ies w hen execut ing a Part icipat in g Addendum . 

I nsight Response : I nsight understands that we m ay be required to negot iate addit ional term s 
and condit ions, including addit ional administ rat ive fees, with Part icipat ing Ent it ies when execut ing 
a Part icipat ing Addendum . 

5 .2 .2 A statem ent nam ing the f irm s and/ or st aff respon sible for w r it ing the proposa l . 

I nsight Response: The following individuals and/ or firm s were responsible for cont r ibut ing to the 
content of I nsight ’s response. 

I nsight Public Sector Staff 

Joanna Crowder 
Erica Falchet t i 
David Solliday 
Billy Roberts 

Jerom y Siebenaler 
Heather Suchobrus 

Joe Benik 
Joe Monfort on 

Am azon Web Services 

Microsoft 

REAN Cloud 

   
   

     
  

 

 

         

       

     
   

 

  
  

 
  
  

         

   

                 
             

             
                 

    

                
             

              
            

             

 
             

         
         

 
             

           
    

 
             

             
     

 

     
    

  

  
  
  

  

  
  
  

  

   

 

  
 
 

Cloud S erv ice Providers ( CSP) / 
Subcont ractor Firm s 
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5.2.3 A statement that Offeror is not currently suspended, debarred or otherwise 
excluded from federal or state procurement and non-procurement programs. 

Insight Response: Neither Insight nor any key personnel are currently debarred pursuant to an 
established debarment procedure from bidding or contracting by any public 
body of this or any other state or agency of the federal government. 

5 .2.4 A statement acknowledging that a 0.25% NASPO ValuePoint Administrative Fee 
and any Participating Entity Administrative fee will apply to total sales for the Master 
Agreement(s) awarded from the RFP. 

Insight Response : Insight Public Sector acknowledges that a 0.25% NASPO ValuePoint 
Administration Fee and any Participating Entity Administrative Fee will apply 
to total sales for the Master Agreement(s) awarded from the RFP. 

5.2.5 A statement identifying the service model(s) (Saas, IaaS, and/or PaaS) and 
deployment model(s) that it is capable ofproviding under the terms of the RFP. See 
Attachment C for a determination of each service model subcategory. The services 
models, deployment models and risk categories can be found in the Scope ofServices, 
Attachment D. Note: Multiple service and/or deployment model selection is permitted, 
and at least one service model must be identified. See Attachment H. 

Insight Response: Under the terms of the NASPO ValuePoint Cloud Solutions contract Insight is 
capable of providing the following service models and deployment models. 

Service Models 
AWS: IaaS, PaaS, SaaS 
Microsoft: Saas, IaaS, and PaaS 

Deployment Models 
AWS: Public (including Government Community Cloud) and Hybrid 
Microsoft: Public (including Government Community Cloud), Hybrid, Private 

5.2.6 A statement identifying the data risk categories that the Offeror is capable of 
storing and securing. See Attachment D and Attachment H. 

Insight Response: Insight has identified the data risk categories that our Cloud Service Provider 
Partners are capable of storing and securing. 

AWS: It is the responsibility of the customer to assign r isk classification levels to their data. AWS' 
security features are outlined throughout our proposal response. 

Service Model: Low Risk Data Moderate Risk Data High Risk Data Deployment Models Offered: 

Saas X X X Public, Hybrid, Private 

IaaS X X X Public, Hybrid, Private 

PaaS X X X Public, Hybrid, Private 

Microsoft: Certain Microsoft Services are capable of handling and storing Moderate Data. This is 
addressed further in the exemption list. 

Insight Public Sector looks forward to working with the NASPO ValuePoint organization and the 
State of Utah. 

Respectfully, 

_:.;;:::::;=;-? 
John Carnahan 
Senior Vice President, Operations 
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Acknowledge of Am endments (RFP 5.3) (M) 
I f t he RFP is am ended, the Offeror m ust acknow ledge each am endm ent w it h a 
signature on the acknow ledgem ent form provided w it h each am endm ent . Fa ilure to 
return a signed copy of each am endm ent acknow ledgem ent form w ith the proposa l 
m a y resu lt in t he proposal be ing found non - responsive. Note : Offeror w ill not need t o 
sign an am endm ent for a Master Agreem ent update. A Master Agreem ent u pdate 
should be used w hen the act ion on t he cont ract is object ive and provides factua l 
updates. Exam pl es of w hen an update should be used in lieu of an Am endm ent include 
technica l cla r if icat ions that do not change the SOW or Ts & Cs, e .g. changes of address, 
phone num ber, contact person, etc . 

I nsight Response: I nsight understands and has com plied with this requirem ent . Provided as an 
at tachm ent – RFP CH16012_Acknowledgem ent of Am endm ents_Signed_I nsight - are the following 
signed Acknowledgem ent of Am endm ent form s. 

1. Acknowledgem ent of Am endm ents to RFP: February 3, 2016 
2. Acknowledgem ent of Am endm ents to RFP: February 10, 2016 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

General Requirem ents for the Service Offer ings (RFP 5.5) (M) 
5 .5 .1 I f aw arded a cont ract I nsight w ill provide a Usage Report Adm in ist rator 
responsible for the quart er ly sa les report ing descr ibed in the Master Agreem ent Term s 
and Condi t ions. The Usage Adm inist rator w ill use At t achm ent F as the t em plate to 
report usage under t he cont ract . 

I nsight Response: I f awarded a cont ract I nsight will provide a Usage Report Adm inist rator 
responsible for quarterly sales report ing described in the Master Agreem ent Term s and 
Condit ions. The Usage Adm inist rator will use At tachm ent F of the RFP as the tem plate to report 
all usage under the cont ract . 

5 .5 .2 Offeror m ust provide a statem ent that it agree s to cooper ate w ith NASPO 
Va lue Point and SciQuest ( and any author ized agent or successor ent it y to SciQuest ) 
w ith uploading an Offeror ’s order ing inst ruct ions, if aw arded a cont ract . 

I nsight Response: I nsight will com ply with this requirem ent . We will cooperate with NASPO 
ValuePoint and SciQuest by providing ordering inst ruct ions that will provide inform at ion on how 
to order direct ly from the Cont ractor outside of the eMarket Center, as well as provide 
inform at ion about the Cont ractor. 

5 .5 .3 Offeror m ust at a m in im um com plete, prov ide , and m ainta in a com pleted CSA 
STAR Regist ry Self Asessm ent . Offe ror m ust e it her subm it a com pleted The Consensus 
Assessm ents I n it ia t ive Quest ionnaire ( CAI Q) , Exhibit 1 to At tachm ent B, or to subm it a 
report docum ent ing com pliance w ith Cloud Cont rols Mat r ix ( CCM) , Exhibit 2 t o 
At tachm ent B. Offeror m ust a lso represent and w arrant the accuracy and currency of 
the inform at ion on the com pleted. Offerors are encouraged to com plete and subm it 
both docum ents. 

I nsight Response: As a Value Added Reseller, this requirem ent does not apply to I nsight , but 
does apply to our Cloud Service Provider partners, AWS and Microsoft . Responses for each CSP is 
provided in Sect ion 8.13. 

5 .5 .4 Offeror , as par t of it s proposal, m ust provide a sam ple of it s Service Leve l 
Agreem ent , w hich should de fine t he per form ance and other operat ing param eters 
w ith in w hich t he infrast ructure m ust operate t o m eet I T System and Purchasing 
Ent it y ’s requirem ents. 

I nsight Response: I nsight understands this requirem ent and has provided a detailed answer in 
Sect ion 8.10 of the proposal response. 
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Technical Proposal 

Re-Cert ificat ion of Mandatory Minim um s and Technical 
Specificat ions (RFP 5.7) (M) 

Offeror m ust acknow ledge that if it is aw arded a cont ract under the RFP that it w ill 
annua lly cer t ify to the Lead State t hat it st ill m eets or exceeds t he m andatory m inim um 
requirem ents and t echnical specif icat ions of the RFP. 

I nsight Response: I nsight acknowledges that if the firm is awarded a cont ract under the RFP 
that it will be required to annually cert ify to the Lead State that it st ill m eets or exceeds the 
m andatory m inim um requirem ents and technical specificat ions of the RFP. 
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I nsight RFP Response 
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NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

4. Business Profile (RFP 6) 

Business Profile (RFP 6.1) (M) (E) 
Provide a prof ile of your business including: year st ar ted, organizat ional st ructure, 
client base ( including any focus by region, m arket sector , e tc.) , grow th over the last 
three ( 3 ) years, num ber of em ployees, em ployee retent ion rates ( specif ic for 
em ployees t hat m ay be associated w ith the serv ices re lated to t he RFP) over the last 
tw o ( 2 ) years, etc . Businesses m ust dem onst rate a m inim um of three ( 3 ) years of 
exper ience providing cloud solut ions for la rge scale projects, including governm ent 
exper ience, to be e lig ible for aw ard. 

I nsight Response: I nsight Enterprises, I nc. ( our parent com pany) , founded in 1988, is a leading 
technology provider of hardware, software and service solut ions to com m ercial and public sector 
custom ers in the United States, Canada, Europe, and Asia-Pacific. Our com pany m anagem ent 
st ructure is broken down by North Am erica, EMEA and APAC and consists of Managem ent , 
Support Services, Adm inist rat ion, Sales Account Execut ives and Dist r ibut ion em ployees. The 
highest posit ion in each of these areas is a Senior Vice President who reports either direct ly into 
our Chief Execut ive Officer or into one of our other Execut ive Officers. I nsight Enterprises, I nc. 
becam e a publicly t raded com pany in 1995, selling it s stock on the NASDAQ under the t icker 
sym bol NSIT. I nsight Enterprises, I nc. is ranked num ber 493 on Fortune Magazine's 2015 
“Fortune 500" list . 

I nsight has 206 SLED and Healthcare sales, support and m anagem ent team m ates located 
throughout the United States. I nsight has 50 off ice and rem ote locat ions, as well as 40 hom e-
based offices. I n addit ion, our clients are supported with a nat ional services team of 1,374 staff 
m em bers, for a com bined total of 1,580 sales and technical resources. 

I nsight Public Sector ( I nsight ) holds over 180 federal, state, local, educat ion and non−profit 
cont racts. I nsight current ly m aintains federal cont racts with agencies such as the General 
Services Adm inist rat ion, and nat ional cont racts like U.S. Com m unit ies. I n addit ion, our 
part icipat ion in 25 state wide cont racts gives us a solid m arket share of governm ent t echnology 
sales. I nsight also holds local governm ent and educat ion cont racts for com puter equipm ent and 
services in 33 states. Highly specialized team s are dedicated to each m arket offering custom ized 
solut ions that range from init ial consult ing, procurem ent and product delivery to m aintenance 
and support . 

The com bined Insight com panies and their subsidiaries represent a $5.4 billion, in 2015, global 
enterprise. While rem aining sm all enough to service our public sector clients with personal 
at tent ion, I nsight Public Sector has the resources of the Insight fam ily of com panies behind us to 
support our efforts. I nsight ’s Public Sector business has steadily grown. I n 2015, our Public 
Sector business (Fed/ State & Local/ Educat ion) grew m ore than 30% . Cum ulat ively, as a 
com pany, I nsight ’s revenue has rem ained steady, and in m ost cases has grown year-over-year 
(YOY) , as dem onst rated below. 

2015: $5.4 Billion 2014: $5.3 Billion 2013 : $5.1 Billion 2012: $5.3 Billion 2011: $5.3 Billion 

I nsight ’s average worldwide headcount over the past three (3) years is as follows: 
• 2015 – As of Decem ber 31, 2015, we em ployed 5,761 team m ates 
• 2014 - As of Decem ber 31, 2014, we em ployed 5,406 team m ates. 
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Insight Public Sector 
Management Organization Chart 

NASPO ValuePoint Cloud Solutions Contract 

Insight Oi rect USA. Inc. lnslghl Direct USA, Inc. 
Insight Public Sector, 1nc. 

Mike Gaumond 
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• 2013 - As of Decem ber 31, 2013, we em ployed 5,202 team m ates. 

Per the requirem ents of the RFP, we have provided Insight Public Sector team m ate retent ion 
stat ist ics for the year 2015. 

• 2015: 77.99% Retent ion Rate 

The organizat ion chart presented below out lines Insight ’s organizat ional st ructure and ident ifies 
the various Insight team s that will be responsible for ensuring successful delivery of services and 
providing oversight on the cont ract . 

Figure 1 : I nsight Public Sector NASPO Cloud Solut ions Organizat ion Chart 
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Exper ience 

Clients looking for a partner t o connect them with cloud solut ions would be hard-pressed to find a 
m ore qualified partner t han Insight . With a decade of experience in providing cloud solut ions, 
I nsight ’s own port folio of best - in-class partners offers NASPO Value Point Purchasing Ent it ies 
diverse advantages to m eet their com prehensive needs. I t ’s why Insight is one of the few 
organizat ions anywhere that can t ruly act as a one-stop source for cloud – from consultat ive 
advice early in the process, t o delivery and go- live, all the way through m anagem ent . 

I n the U.S. alone, I nsight current ly m anages m ore than 7 m illion seats dist ributed over 
5,000 clients. I t ’s all possible as a result of having a robust roster of best - in-class solut ions and 
partners – a roster that ’s consistent ly being re-assessed for consistency in qualit y and relevance. 
I n 2015, I nsight delivered alm ost $20 m illion of cloud services to nearly 1,000 clients across the 
com m ercial and public sector m arkets including but not lim ited to: healthcare, state/ local 
governm ent , K-12 educat ion, higher educat ion, federally funded financial inst itut ions, banking 
and financial services, m anufacturing, retail, pharm aceut ical, and hospitalit y. 

I ndependent School Dist r ict : Due to a lack of internal resources, the client needed a 
solut ion that was cost efficient and required lit t le m aintenance. I nsight helped ident ify a 
solut ion which was easier to m anage than the School’s PBX on-prem system , provided 
greater capabilit ies, and im proved com m unicat ion. I nsight designed and installed a Cloud 
VOIP solut ion for 750 end users. 

Reta il Chain: After support ing this nat ional chain’s Microsoft Office 365 t ransit ion, I nsight 
was quickly engaged to help develop a st rategy for the com pany’s current security 
st rategy, part icularly as it pertained to their archiving needs. Within two weeks, I nsight 
was able to help the client int roduce a cloud-based security/ archiving solut ion into their 
environm ent . 

Am erican Cable and Sate llit e New s Channe l : With an accelerated t im eline for the 
m igrat ion of 3,500 users to Microsoft Office 365 while m aintaining a lim ited im pact to 
user ’s access, I nsight was engaged to design a m igrat ion solut ion, including ensuring the 
client ’s infrast ructure was properly set up in order t o support the m igrat ion. I nsight 
created a High Availabilit y solut ion that allowed the client to cont inue to leverage the 
features of a hybrid solut ion with m inim al to no downt im e. 

Scope of Experience (RFP 6.2) (M) (E) 
Descr ibe in deta il the business’ exper ience w ith governm ent or large consort i um 
cont racts sim ila r to t he Master Agreem ents sought through t his RFP. Provide t he 
approx im ate dollar va lue of t he business’ f ive ( 5 ) largest cont racts in the last tw o ( 2 ) 
years, under w hich t he business provided services ident ica l or very sim ila r to thos e 
required by t h is RFP. Governm ent exper ience is pre fer red. 

I nsight Response: I nsight has over ten years of experience with m ajor cont ract im plem entat ion 
effort s. We are an exist ing NASPO ValuePoint Software VAR cont ract holder and as such have 
previously gone through the process to im plem ent a new NASPO ValuePoint cont ract . And given 
our staff’s fam iliarit y with the cont ract organizat ion, we expect a seam less im plem entat ion of a 
new cont ract . I n addit ion to our NASPO ValuePoint experience, I nsight holds and m anages som e 
of the largest SLED cont racts in the count ry, including state governm ent cont racts in over 20 
states, a U.S. Com m unit ies cont ract , and a GSA Schedule. Through these experiences, we have 
developed a robust cont ract im plem entat ion and m anagement program based on accepted 
project m anagem ent standards ( ref. Proj ect Managem ent Body of Knowledge, PMBOK Guide) . 
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This m ethodology is widely accepted as the best way to ensure requirem ents are determ ined, 
dependencies are invest igated and planned for , and t im elines are acknowledged and agreed to by 
all part ies involved in the project . This process helps ensure deliverables m eet or exceed 
expectat ions. As with any proj ect there is the need to regularly evaluate progress and m ake 
adjustm ents in order t o successfully com plete the project . The proj ect t eam has a responsibilit y 
to com plete all of the process steps required, to adhere to the m ethodology out lined, and 
com plete the project deliverables on t im e. 

Over the past t en years Insight ’s Cloud Services team has focused on developing and bringing to 
m arket robust Cloud Services offerings to help our clients in the public and com m ercial m arkets 
take advantage of the benefit s of cloud com put ing. Because a high percentage of public sector 
ent it ies are in the invest igat ive phase of adopt ing Cloud technology solut ions, the opportunity to 
part icipate in a cloud services focused cont ract ( s) has been m inim al. However, through the large, 
broad scoped IT products and services cont racts I nsight holds, we have been able to int roduce 
cloud com put ing solut ions to custom ers purchasing under those cont racts. 

Provided in the table below are the five (5) cont racts through which Insight has int roduced the 
m ost cloud solut ions. 

Cont ract N am e Cont ract Value 
( Annual) 

Cont ract Term 

May 2009 - Current U.S. Com m unit ies $100M+ 
NASPO ValuePoint Software VAR $60M+ 

State of California SCA 
for Microsoft Enterprise 

$18M+ 

County of Riverside for Microsoft 
Enterprise 

$10M+ 

State of Florida ACS Agreem ent $7M+ 

June 2011- Current 

   
   

     
  

 

 

         

              
              

              
               

              
               

      

                
               

               
              

              
               
         

                
   

    
 

  

       
        

     
   

     

     
 

     

          

    
             

              
           

               
              

              
  

             
                  

              
                 

 
              

               
       

  

January 2012 – Current 

Novem ber 2011 - Current 

May 2009 - Current 

Financials (RFP 6.3) (M) 
Offeror m ust prov ide audited f inancia l statem ents to the State and should m eet a 
m in im um Dun and Bradst reet ( D& B) credit rat ing of 4 A2 or bet t er , or a recognized 
equiva lent r at ing. Please provide t he Respondent ’s D& B Num ber and the com posite 
credit rat ing. The Sta te reserves the r ight to ver ify th is in form at ion. I f a branch or 
w holly ow ned subsidiary is bidding on th is RFP, please provide t he D& B Num ber and 
score for the paren t com pany t hat w ill be f inancia lly responsible for per form ance of the 
agreem ent . 

I nsight Response: I nsight Public Sector ’s Dun and Bradst reet (D&B) num ber is 88-434-7568. 
The D&B rat ing for I nsight Public Sector is a 1R3, which m eans IPS is a subsidiary whose financial 
inform at ion rolls up to our parent com pany, I nsight Enterprises, I nc. I nsight Enterprises, I nc. 
has a D&B rat ing of 5A2, which is the best / highest rat ing that can be obtained from D&B. 

The State of Utah State Procurem ent Office and Purchasing States can access elect ronic versions 
of our financial inform at ion, past annual reports, as well as other audited financial statem ents v ia 
the link below to our website. http://nsit.client.shareholder.com/financials.cfm 
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General I nform at ion (RFP 6.4) (E) 
6 .4 .1 Provide any pert inent general inform at ion about the depth and breadth of 
your services and the ir overa ll use and acceptance in the cloud m arketplace. 

I nsight Response: I nsight offers our clients an array of cloud offerings from indust ry leaders, 
wrapped with support services and expert resources to cent ralize m anagem ent and cont rol for a 
diverse range of hosted solut ions. I nsight ’s team of cloud cert ified experts draws on the 
experience of helping clients im plem ent and m anage a wide range of cloud solut ions in their 
organizat ions. The result is m ore choice and m ore cont rol of their cloud com put ing init iat ive. I n 
the U.S. alone, I nsight current ly m anages m ore than seven m illion seats dist r ibuted over 5,000 
clients. 

I nsight ’s cloud solut ions include the following: 

Messaging Solut ions Secur it y Solut ions 
I nfrast ruct ure 

Solut ions 
Collaborat ion 

Solut ions 

   
   

     
  

 

 

         

      
            

            

              
              

              
               

               
              

 
 

      
 

    
 

 
 

 

   
   
   

 
   
   

 

   
   
    

 
    

 
  

 
 

      
     

 
   
  

 
 

   
   
   
   

 

 
           

            
             
                

     
 

           
         
             

 
          
      
     
   
         
       
      

 
            

            
           
 

 
                

             
               

• Web Securit y 
• Em ail Securit y • Managed Firewall • Online/ Rem ote Backup 
• Hosted Exchange • Theft and Recovery • Hosted VOIP & PBX • I nstant Messaging 
• Hosted BlackBerry Solut ions Solut ions • SharePoint Online 
(BES) • I nt rusion Detect ion and • Desktop Managem ent • Web Conferencing 
• Em ail Archiving Prevent ion • Managed Co- • Hosted CRM 
• Em ail Cont inuity • Vulnerabilit y locat ion/ Host ing 

Managem ent 

Cloud Com put ing is a growing t rend within the technology indust ry. I nsight ’s Software-as-a-
Service (SaaS) / Cloud Services solut ions are designed to provide 24x7 assistance with offerings 
such as: hosted Exchange em ail, backup, and recovery for designated crit ical business data; 
em ail security that helps cont rol e-m ail threats or t o gain greater cont rol; and m anagem ent of all 
the PCs on a network. 

I nsight cloud solut ions are designed for affordabilit y and efficiency to provide: 
• Minim al to no hardware or software investm ent required 
• No addit ional IT staff or increased m anagem ent t im e necessary to m aintain the 

services 
• Easy to im plem ent , easy to use, easy to m anage 
• Quick on-boarding of new users 
• Com pat ible with m ult iple plat form s 
• 24/ 7 support 
• Less software m anagem ent ; updates and upgrades are autom at ic 
• Enterprise-class features at low per-user costs 
• Full virus and spam protect ion 

Insight also offers addit ional services to provide a turn-key onboarding experience m igrat ing 
inform at ion and data into the cloud. I nsight offers pre- sales assessm ents, onboarding proj ect 
planning and project m anagem ent , coupled with post -sales data m igrat ion and integrat ion 
services. 

As we look forward, I nsight is well posit ioned for cont inued success. I nsight will cont inue to invest 
in and apply best pract ices to our business m odel, incorporate st rategies, and st ream line 
processes. Our clients benefit from being able to obtain all the products, services, and expert ise 
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they require—all from a single, reliable source. I nsight ’s success and growth over the past 27 
years dem onst rates our com m itm ent 
to the significant investm ents required 
to develop an IT and operat ing 
infrast ructure. I t is I nsight ’s st rategy 
to cont inue ut ilizing this business 
m odel to support our current and 
future client base. 

Forrester Report s: I n a Decem ber 
2015 report from Forrester Research, 
I nc., I nsight was posit ioned as one of 
the “ thought leaders” interviewed for 
the report ent it led, “The State of the 
Cloud: Migrat ion, Portabilit y, and 
Interoperabilit y.” Forrester interviewed 
over 25 enterprise and vendor thought 
leaders to discuss the state of 
m igrat ion, portabilit y, and 
interoperabilit y in the cloud. I nsight 
was listed as a resource m ult iple places Figure 2 : 2 0 1 4 Forreste r Report Value - Added Reseller 
in the report as well as serving as a Findings 
thought leader. The full report can be 
found at ht tp: / / www.insight .com / en_US/ learn/ whitepapers/ forrester/ state-of- the-cloud.htm l 

According to a 2014 report from Forrester Research, I nc., I nsight was recognized for offering the 
m ost com prehensive capabilit ies am ong 14 leading value-added resellers (VARs) based on a 
com prehensive study of these VARs in the global m arketplace. The VARs were evaluated on the 
services they provide to clients, the regions in which they serve, and their partnerships with original 
equipm ent m anufacturers (OEMs) . Forrester’s report sum m arizes their perspect ive on the shift ing 
m arket , taking an in-depth look at how the VARs cont inue to adapt to a highly volat ile landscape, 
and how sourcing and vendor m anagem ent professionals can best take advantage of these changes. 

REAN Cloud : I nsight has partnered with REAN Cloud ( “REAN”) , a Prem ier 
Consult ing Partner of the Am azon Web Services ( “AWS” ) Partner Network, 
to provide full- service Cloud IT solut ions to Part icipat ing Ent it ies through the 
NASPO ValuePoint Cloud Solut ions cont ract . REAN Cloud is a cloud-nat ive 
firm with deep experience support ing legacy enterprise IT infrast ructures 
and applicat ions. The REAN Cloud team has served Enterprise I T clients to successful cloud 
adopt ion, specializing in helping enterprises use the cloud to becom e agile, realize cost savings, 
and enhance security and perform ance. 

REAN was the fastest to achieve elite Prem ier Consult ing Status (one am ongst the 46 com panies 
worldwide out of 22,000 + AWS partners) and is being recognized by an independent editors’ 
consort ium as one of the top 7 AWS consult ing partners worldwide. 

REAN Cloud’s background and experience is in providing a Secure, Com pliant System s 
Architecture fram ework for clients in highly regulated indust r ies. Their experience support ing 
financial services, healthcare, educat ion, and governm ent clients has been a m arket driver for 
them to build security and com pliance into their offerings from the outset . 

REAN Cloud provides Consult ing Services around 
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• Cloud St rategy, 

• Cloud System s Architecture, Migrat ion, Custom Cloud-Based Solut ions, DevOps and 

• Managed Cloud Services (MCS) . 

REAN offers a Secure Managed Services fram ework which handles all end-user requirem ents in 
the so-called Shared Responsibilit y Model. REAN’s Managed Services enables clients to 
confident ly m igrate their workloads to the cloud. 

AW S: I nsight is partner ing with AWS because of 
their clear different iators. Below are som e of the 
features and benefit s of AWS that set their cloud 
infrast ructure services apart in the m arketplace. 

Pace of I nnovat ion: AWS’s pace of innovat ion 
is funded and sustained through their econom ies 
of scale and com m itm ent to delivering the 
products and services that m at ter m ost t o their 
custom ers. Their approach to product 
developm ent and delivery is fundam entally 
different than that of other Cloud Service 
Providers (CSPs) . They have decent ralized, 
autonom ous developm ent team s that work 
direct ly with custom ers. They are em powered to 
autonom ously develop and launch new features 
based on what they learn from interact ions with 
both com m ercial and public sector custom ers. 
AWS’s cont inual innovat ion ensures that 
custom ers m aintain state-of- the-art IT 
infrast ructure without having to m ake 
recapitalizat ion investm ents. As of January 1, 
2016, AWS has launched a total of 1,896 new services or m ajor features since incept ion in 2006 
( including 516 in 2014 and 722 in 2015) . According to the Gartner, I nc. 2015 Magic Quadrant for 
Cloud Infrast ructure as a Service ( I aaS) , Worldwide report , “AWS is a thought leader; it is 
ext raordinarily innovat ive, except ionally agile, and very responsive to t he m arket .” 

Serv ice Breadth and Depth: AWS offers the broadest set of global com pute, storage, 
networking, database, analyt ics, applicat ion, deploym ent , m anagem ent , and m obile services to 
help organizat ions m ove faster, lower IT costs, and scale applicat ions. AWS has been cont inually 
expanding it s services to support virtually any cloud workload, and it now has m ore than 50 
services that serve over one m illion act ive custom ers in m ore than 190 count ries through their 12 
regions, 32 Availabilit y Zones, and 54 Edge Locat ions. Gartner I nc. reported in it s 2015 Magic 
Quadrant for Cloud Infrast ructure as a Service ( I aaS) , Worldwide report that AWS “has the 
r ichest array of I aaS features,” “ cont inues to rapidly expand its service offerings and offer higher-
level solut ions,” and has “over 10 t im es m ore cloud IaaS com pute capacity in use than the 
aggregate total of the other 14 providers in this Magic Quadrant .” 

Partner and Softw are Ecosystem : According to the 2015 Gartner, I nc. report referenced 
above, AWS has at t racted “a very large technology partner ecosystem that includes software 
vendors that have licensed and packaged their software to run on AWS, as well as m any vendors 
that have integrated their software with AWS capabilit ies. I t also has an extensive network of 

Figure 3 : Magic Quadrant for Cloud I aaS, 
W or ldw ide 
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partners that provide applicat ion developm ent expert ise, m anaged services, and professional 
services such as data center m igrat ion.” 

AW S Cloud Secur it y Author izat ions and Exper ience: AWS offers custom ers a powerful cloud 
security capabilit y based on cut t ing-edge security experience and backed by an extensive 
repertoire of accreditat ions and authorizat ions. I n The Forrester Wave™: Public Cloud Plat form 
Service Providers’ Secur ity, Q4 2014 report , Forrester Research nam ed AWS as the only provider 
in the Leader category. Forrester stated, "AWS leads the pack. AWS dem onst rated not only a 
broad set of security capabilit ies in data center security, cert ificat ions, and network security, but 
also excelled in custom er sat isfact ion, security services partnerships, and a large installed base.” 

AW S Pr icing: As AWS’s cloud com put ing infrast ructure grows, it gains efficiency and econom ies 
of scale, which Am azon passes on to their custom ers in the form of lower prices. The 2015 
Gartner, I nc. report referenced above states that AWS has “over 10 t im es m ore cloud IaaS 
com pute capacity in use than the aggregate total of the other 14 providers,” dem onst rat ing how 
AWS’s m assive econom ies of scale m ake it possible to lead the cloud m arket in lowering prices. 

Busine ss Benefit s of AW S Cloud Services 

There are addit ional business benefit s that AWS cloud services can help custom ers realize. A few 
of these are listed here: 

• Alm ost Zero Upfront I nfrast ructure I nvestm ent : AWS allows custom ers to access a 
large-scale system without having to invest in the real estate, physical security, hardware 
( racks, servers, routers, backup power supplies) , hardware m anagem ent (power 
m anagem ent , cooling) , and operat ions personnel. 

• Just - I n- Tim e I nfrast ructure : By deploying applicat ions in the AWS cloud with j ust - in- t im e 
self-provisioning, custom ers do not have to worry about pre-procuring capacity for large-scale 
system s. AWS’s cloud increases agilit y, lowers r isk, and lowers operat ional cost , because 
custom ers can scale cloud resources as they grow and only pay for what they use. 

• More Eff icient Resource Ut ilizat ion : With AWS, System Adm inist rators can m anage 
resources m ore effect ively and efficient ly by having the applicat ions request and relinquish 
resources on-dem and. 

• Usage - Based Cost ing : With ut ilit y-style pricing, AWS custom ers are billed only for the 
infrast ructure that has been used. AWS custom ers do not pay for allocated but unused 
infrast ructure. 

• Reduced Tim e to Market : Parallelizat ion is the one of the great ways to speed up 
processing. I f one com pute- intensive or data- intensive job that can be run in parallel takes 
500 hours to process on one m achine, with cloud architectures, it would be possible to spawn 
and launch 500 instances and process the sam e job in 1 hour. Having available an elast ic 
infrast ructure provides the applicat ion with the abilit y to exploit parallelizat ion in a cost -
effect ive m anner reducing t im e to m arket . 
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Analyst Reports: Gartner, I nc., a leading 
inform at ion technology research com pany, 
reported in it s 2015 Magic Quadrant for 
Cloud Infrast ructure as a Service ( I aaS) , 
Worldwide report that “AWS is a thought 
leader; it is ext raordinarily innovat ive, 
except ionally agile, and very responsive to 
the m arket . I t has the r ichest array of I aaS 
features and PaaS- like capabilit ies. I t 
cont inues to rapidly expand its service 
offerings and offer higher- level solut ions.” 
The Gartner Magic Quadrant for May 2015 
(Figure 3 ) depicts AWS in the Leaders 
Quadrant . 

Figure 4 : Magic Quadrant for Public Cloud Storage 
Services 

Addit ionally, Gartner posit ions AWS in the Leaders 
Quadrant of the new Magic Quadrant for Public Cloud 
Storage Services (Figure 4) . Gartner defines leaders as 
offering innovat ive storage offerings built on a hardened 
plat form , with global data centers and established 
credibilit y as a business. 

The Forrester Wave: Public Cloud Plat form Service 
Providers’ Security, Q4 2014 report evaluated four of the 

Figure 5 : Forreste r W ave: Public leading public clouds along 15 key security criteria. 
Cloud Plat form Service Providers’ Forrester's evaluat ion states "AWS leads the pack. AWS 

Secur ity dem onst rated not only a broad set of security capabilit ies 
in data center security, cert ificat ions, and network security, but also excelled in custom er 
sat isfact ion, security services partnerships, and a large installed base. AWS led with the size of it s 
developm ent and technical support staff as well." 

Microsoft : From virtual m achines and storage to m edia services, a broad range of Azure services 
are available in Azure Governm ent . Their com m itm ent to innovat ion goes beyond basic services, 
extending to governm ent -specific solut ions. 

The Microsoft Cloud for Governm ent allows state and local governm ents to select the best tools to 
solve unique problem s, whether it be for a large agency or sm all town governm ent . Plus, Microsoft ’s 
m assive global investm ent in data centers, and dedicated to U.S. federal and state policies, 
m andates, and com pliance m eans they have everyone covered. 
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Offer ings in t he Governm ent Cloud 

Microsoft Off ice 3 6 5 U.S. Governm ent provides organizat ions with easy- to-use 
product ivit y and collaborat ion tools that allow them to spend m ore t ime serving their 
com m unity and less t ime sift ing through paperwork. The secure and com pliant plat form 
lets departm ents seam lessly work together from anywhere with an Internet connect ion on 
nearly any device. 

Microsoft Dynam ics CRM Online Governm ent is the solut ion that equips organizat ion’s 
em ployees with data, along with report ing, m odeling, and powerful workflows, while also 
offering security features that can lim it access to sensit ive data. Dynam ics can also free 
data t rapped in outdated system s and autom ate m onotonous tasks, allowing em ployees to 
focus on m ore im portant work. 

Microsoft Azure Governm ent increases the agilit y of federal, state, and local 
governm ent organizat ions and partners with hyperscale com put ing, storage, networking, 
and ident it y m anagem ent services. I t s integrat ion of on-prem ise apps and data with cloud 
com put ing breaks down office walls, allowing governm ents to collaborate with cit izens in 
their com m unit ies. 

Azure Governm ent is a governm ent -com m unity cloud (GCC) designed to support st rategic 
governm ent scenarios that require speed, scale, security, com pliance and econom ics for 
U.S. governm ent organizat ions. I t was developed based on Microsoft ’s extensive 
experience delivering software, security, com pliance, and cont rols in other Microsoft cloud 
offerings such as Azure public, Office 365, O365 GCC, Microsoft CRM Online etc. 

I n addit ion, Azure Governm ent is designed to m eet the higher level security and 
com pliance needs for sensit ive, dedicated, U.S. Public Sector workloads found in 
regulat ions such as United States Federal Risk and Authorizat ion Managem ent Program 
(FedRAMP) , Departm ent of Defense Enterprise Cloud Service Broker (ECSB) , Crim inal 
Just ice Inform at ion Services (CJIS) Security Policy and Health I nsurance Portabilit y and 
Accountabilit y Act (HIPAA) . 

I ndust ry Recognit ion 
Gartner has posit ioned Microsoft in the 
Leaders Quadrant in the 2015 Magic 
Quadrant for Cloud Infrast ructure as a 
Service ( I aaS) based on it s com pleteness of 
vision and abilit y to execute in the I aaS 
m arket . Gartner defines cloud IaaS as a 
standardized, highly-autom ated offering 
where com pute resources, com plem ented 
by storage and networking capabilit ies, are 
owned by a service provider and offered to 
the custom er on-dem and. Microsoft is 
current ly the only vendor t o be posit ioned 
as a Leader in Gartner’s Magic Quadrants 
for Cloud Infrast ructure as a Service, 
Applicat ion Plat form as a Service, Cloud 
Storage Services and Server Virtualizat ion, 
and they believe this validates Microsoft ’s Figure 6 : Gartner Magic Quadrant for Cloud 
st rategy to enable the power of choice as I aaS, W or ldw ide - 2 0 1 5 
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they deliver indust ry- leading infrast ructure services, plat form services and hybrid 
solut ions. 

Figure 7 : Gartner Magic Quadrant for Enterpr ise 
Applicat ion Plat form as a Service, W or ldw ide 

Microsoft is current ly the only vendor to 
be posit ioned as a Leader in 
Gartner’s Magic Quadrants for Cloud 
I nfrast ructure as a 
Serv ice , Applicat ion Plat form as a 
Serv ice , Cloud Storage 
Serv ices and Server Vir tualizat ion . 
Their st rategy is driving significant usage 
and growth for Azure with m ore than 
90,000 new Azure custom er 
subscript ions every m onth and over 57% 
of Fortune 500 com panies using Azure. 

Figure 8 : Gartner Magic Quadrant for Public 
Cloud Storage Services 
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6 .4 .2 Offeror m ust desc r ibe w hether or not it s audit ing capabilit ies and reports 
are consistent w ith SAS 7 0 or la ter versions including, SSAE 1 6 6 / 2 0 1 1 , or 
greater . 

I nsight Response: Due to Insight ’s business status as a Value Added Reseller this requirem ent 
is not applicable to I nsight . However, it does apply to our CSP partners that we are proposing 
and we have provided their com pliance below. 

AW S: The AWS cloud infrast ructure has been designed and is m anaged in alignm ent with 
regulat ions, standards, and best pract ices, including: 

 Federal Risk and Authorizat ion  Fam ily Educat ional Rights and Privacy 
Managem ent Program (FedRAMP) Act (FERPA) 

 Paym ent Card Indust ry Data Security  SOC 2 and SOC 3 
Standard (PCI DSS) 

 I nternat ional Organizat ion for  ISO 27017 & ISO 27018 
Standardizat ion ( ISO) 27001 

 Departm ent of Defense (DoD) Security 
 ISO 9001 Requirem ents Guide (SRG) security 

im pact levels 2 and 4 

 US Health I nsurance Portabilit y and  Federal I nform at ion Security 
Accountabilit y Act (HIPAA) 

Managem ent Act (FISMA) 

 Nat ional I nst itute of Standards and  FBI Crim inal Just ice Inform at ion 
Technology (NIST) 800-171 

Services (CJIS) 

 Federal I nform at ion Processing  I nternat ional Traffic in Arm s 
Standard (FIPS) 140-2

Regulat ions ( ITAR) 

 Service Organizat ion Cont rols (SOC) 1/ Am erican Inst itute of Cert ified Public Accountants 
(AICPA) : AT 801 ( form erly Statem ent on Standards for At testat ion Engagem ents [ SSAE] 
No. 16) / I nternat ional Standard on Assurance Engagem ents ( ISAE) 3402 ( form erly 
Statem ent on Audit ing Standards [ SAS] No. 70) 

Microsoft : For Data Processing Term (DPT) Services (each, as defined in the Microsoft cont ract 
term s at tached with I nsight ’s Proposal) , each such DPT Service follows a writ ten data security policy 
( “ I nform at ion Security Policy” ) that com plies with the cont rol standards and fram eworks of SSAE 
16 SOC 1 (Type I I ) and SOC 2 (Type I I ) . Addit ional standards are listed in the Microsoft Online 
Services Term s, which also include term s and condit ions pursuant to which the audit findings m ay 
be provided to Purchasing Ent it ies under non-disclosure agreem ent . 
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Billing and Pricing Pract ices (RFP 6.5) (E) 
6 .5 .1 Descr ibe your bill ing and pr icing pract ices, including how your bill ing 
pract ices are t ransparent and easy to understand for Purchasing Ent it y ’s. 

I nsight Response: I nsight will provide price lists for both Microsoft and AWS showing both the 
provider ’s MSRP as well as the cont ract price. These price lists will be available on our dedicated 
NASPO ValuePoint Cloud Solut ions website and updated as often as we receive updates from the 
provider. Part icipat ing Ent it ies can always be assured that the price offered to them will be at or 
below the not - to-exceed prices listed on the price lists. Addit ionally, I nsight has provided details 
pertaining to the ordering process for Am azon Web Services and Microsoft . 

Am azon W eb Services 

I nsight quotes AWS using AWS’s Sim ple Monthly Calculator to generate an appropriate solut ion. 
The results from the generator are then added to our Custom er Facing Agreem ent (CFA) . The 
Insight CFA contains several key parts: 

• The Insight Public Sector rem it to address 
• I nsight ’s Term s of Sale 
• AWS’s Term s of Service 
• AWS’s Term s of Use 
• Custom er’s Legal signature and opt ional PO field 

With this order form we should have enough custom er inform at ion to set up a working AWS 
solut ion and allow the custom er to be operat ing in the AWS environm ent quickly. 

Figure 9 : AW S Sim ple Monthly Calcula tor 

We have included a copy of the Custom er Facing Agreem ent as an at tachm ent to our response. 

Microsoft 

Provided below is an explanat ion of the ordering process for the Microsoft services Insight is 
offering in our proposal response. 

For Office 365, Exchange Online, and CRM Online, the custom er init ially m akes a three-year 
com m itm ent for a quant ity of products that is paid for annually. This is referred to as their 
annual paym ent . I f the custom er wishes to add addit ional quant it ies, they can pay a pro- rated 

March 10, 2016 Request for Proposal Response # CH16012 4-21 



   
   

     
  

 

 

         

                  
               

 

                
               
                  

                
             
                

               
                

     

 

               

              
               

                  
                 

            
               

               
               

       
 

         
      
         

       
          

     
 
          

         
         

  
 
        

       
     

      
        

       
        

 
 
            

              
      

  
  

  
  

 
  

   

  
   

  
 

 
  

  
 

   

-

”

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

am ount to the anniversary date and then that quant it y is added to their annual paym ent . I f t he 
custom er wishes to reduce their quant it y, they can do this on the anniversary date only. 

For Azure, the custom er has two opt ions to procure—upfront or in arrears. With the upfront 
opt ion, the custom er com m its to a three-year agreem ent for an annual dollar am ount of Azure 
services they want to consum e. This is referred to as their annual paym ent . The custom er can 
add m ore com m itm ent dollars at any t im e during the year for addit ional services. I f the 
custom er exhausts their com m itm ent dollars before the anniversary date, they will be billed 
quarterly in arrears for the services they use. The custom er can m ake adjustm ents to their 
annual com m itm ent upward or downward at their anniversary date. With the pay in arrears 
opt ion, the custom er com m its no upfront dollars. They are sim ply billed quarterly in arrears for 
the Azure services they use. 

Provided below is inform at ion pertaining to AWS and Microsoft pricing and billing pract ices. 

AW S: With AWS, custom ers can incorporate a ut ilit y-style pricing m odel, only paying for the 
resources consum ed. AWS cont inues to lower t he cost of cloud com put ing for it s custom ers. I n 
2014, AWS reduced the cost of com pute by an average of 30% , storage by an average of 51% , 
relat ional databases by an average of 28% , and they cont inue to drive down the cost of custom er 
IT infrast ructure. AWS’s ut ilit y-style pricing m odel is explained below to provide NASPO 
ValuePoint and the State of Utah with further understanding of how AWS services are charged. 

• Pay as You Go: No m inimum com m itm ent or long- term cont ract is required. Custom ers can 
turn off cloud resources and stop paying for them when they are not needed, m axim izing 
Return on Investm ent (ROI ) through full ut ilizat ion. 

• Pay Less W hen You Reserve : For certain AWS 
Potential Business Value of Running products, custom ers can invest in reserved 

Applic ations on AWS capacity, paying a low up- front fee to receive a 
significant discount . This results in overall savings • Five year ROI: 560% 
of up to 60% (depending on the t ype of instance • Payback period: 5.5 months 
reserved) over equivalent on-dem and capacity. • $1.54M average five year 

discounted business benefits 
• Pay Even Less Per Unit by Using More: AWS per application 

pricing is t iered for storage and data t ransfer, so • 64.3% lower TCO 
the m ore custom ers use, the less they pay per • 68.1% more efficient IT staff operations 
gigabyte. • $76,800 additional revenue per year per 

application 
• Pay Even Less as AW S Grow s: Am azon • 118.4% more applications delivered 

cont inually focuses on reducing their data center • 81.7% less downtime 
hardware costs, im proving our operat ional Source: IDC Whitepaper, sponsored by 
efficiencies, lowering their power consum pt ion, and AWS, “Quantifying the Business Value of
passing savings back to custom ers. AWS has a Amazon Web Services, May 2015. 
history of cont inually lowering prices and has 
reduced prices 51 t im es since AWS launched in 
2006. 

• Transparency: AWS provides t ransparent , publicly available, and up- to-date pricing, as well 
as tools that allow custom ers to evaluate AWS pricing against other CSPs. AWS’s Sim ple 
Monthly Calculator is available online. 
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• Governance: AWS provides tools to generate detailed and custom izable billing report s to 
m eet custom er business and com pliance needs. Addit ionally, AWS Partner Network (APN) 
Consult ing Partners can help custom ers m anage and cont rol cost ut ilizat ion/ t racking tools in 
order to provide custom ized billing reports. 

The AWS Total Cost of Ownership (TCO) Calculator allows organizat ions to com pare AWS to the 
cost of running applicat ions in an on-prem ises or t radit ional host ing environm ent . 

Microsoft : Microsoft pricing for governm ent custom ers is updated m onthly on the first of every 
m onth. Prices don’t always change, nor do they always go up, but the changes can be 
significant , especially when new products and services are released. I nsight will keep the 
Purchasing Ent it ies updated throughout the RFP process, and if selected, through the term of t he 
engagem ent . I n order t o do this, I nsight will work with each Purchasing Ent it y to ensure that the 
updated pricing is passed effect ively. 

6 .5 .2 I dent ify an y typica l cost im pacts that a Purchasing Ent it y m ight need to 
consider , if any , to im plem ent your cloud solut ions. 

I nsight Response: This requirem ent does not apply to I nsight because we are not the host of 
the solut ion’s infrast ructure. 

AW S: Per the response provided in Sect ion 6.4.1., clients m ake an almost zero upfront 
infrast ructure investm ent when they choose Am azon Web Services. AWS allows custom ers to 
access a large-scale system without having to invest in the real estate, physical security, 
hardware ( racks, servers, routers, backup power supplies) , hardware m anagem ent (power 
m anagem ent , cooling) , and operat ions personnel. 

Microsoft : Listed below are costs that a Purchasing Ent it y m ight need to consider when 
im plem ent ing a Microsoft cloud solut ion. I n addit ion to im plem entat ion costs, included in the list 
are com m on costs associated with the solut ion post - im plem entat ion. 

Office 365 subscript ion costs: These are per-user per-m onth costs for users subscribing to 
Microsoft business product ivit y services available through the Office 365 program . 

Azure Com pute costs: These are per-m inute charges for virtual m achines running in the 
Azure Cloud. 

Azure Storage costs: These are per-GB of storage for data stored in the Azure Cloud. 

Azure ExpressRoute: This is an opt ion that provides the Purchasing Ent ity with a private, 
dedicated connect ion to the Microsoft Cloud, instead of connect ing over the public 
I nternet . ExpressRoute is priced based on the speed of the outbound data. I nbound data 
is free. 

• Migrat ion Costs. This is the cost of the t im e and m anpower used to plan, execute 
and test the m igrat ion of Purchasing Ent it y data from their prem ises (or hosted 
environm ent ) to the Microsoft Cloud. This would include stored data, as well as 
em ails, docum ents and web content that will be m aintained in the Cloud. I nsight 
can be cont racted to provide these m igrat ion services, and will offer either a 
packaged offering for a standard set of services, or a full offering based on the t im e 
and m aterials necessary to deliver the m igrat ion. 
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6 .5 .3 Offeror m ust descr ibe how it s Solut ions are N I ST com pliant , as defined in NI ST 
Specia l Publicat ion 8 0 0 - 1 4 5 , w ith the serv ice m ode ls it offers. 

I nsight Response: Due to Insight ’s status as a Value Added Reseller, this requirem ent is not 
applicable to I nsight . However, we have provided responses explaining how our chosen CSP 
partner ’s solut ions are NIST com pliant . Confirm at ion of com pliancy is provided in the answer to 
Sect ion 8.1.2. 
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Scope and Variety of Cloud Solut ions (RFP 6.6) (E) 
Specify t he scope and var iet y of the Solut ions you offe r under th is solicit a t ion. You m ay 
provide a list of t he dif fe rent SaaS, I aaS, and/ or PaaS services and deploym ent m odels 
that you offer . 

I nsight Response: I nsight has partnered with two of our st rongest cloud partners in response to 
the NASPO ValuePoint / State of Utah’s RFP. Am azon Web Services (AWS) is our first partner 
offering which has an expansive SaaS, PaaS, and IaaS port folio offering that will be m ade 
available and is out lined throughout I nsight ’s proposal response. AWS’ offerings can be delivered 
via Public and Hybrid deploym ent m odels. 

We have also partnered with a 3rd party services firm who specializes in AWS consult ing services 
around design and deploym ent that will assist in leveraging these services to the fullest 
advantage possible. 

The Insight REAN Cloud team is able to provide the following services: 

Strategy Phase - SaaS 
Asse ssm e nt Phase -

SaaS 

Operat ions Phase -

SaaS 

DevOps Phase - PaaS 

ROI & Business Case 

Just ificat ion (Act ivit y) 

AWS Calculator (Task) 

Cloud 

Rat ionalizat ion/ Adopt ion 

st rategy 

DR & Business cont inuity 

planning 

DevOps St rategy 

Account Managem ent 

Governance & Com pliance 

Cloud Architecture 

Securit y & Risk 

Assessm ent 

Migrat ion and 

I m plem entat ion Phase 

Secure I nfrast ruct ure 

Set up 

Lift & Shift Migrat ion 

(CloudEndure) 

DevOps based m igrat ion 

Managed Services (MGS) 

Billing as Service (BaaS) 

AWS I nfrast ruct ure 

( I aaS) 

I nfrast ruct ure 

Autom at ion 

Applicat ion 

Reengineering 

Nat ive AWS Applicat ion 

Developm ent 

I nsight ’s second cloud partnership is with Microsoft . Part icipat ing Ent it ies will have access to 
I aaS, SaaS, and PaaS solut ion offerings delivered via Public ( including the Governm ent 
Com m unity Cloud) , Hybrid, and Private deploym ent m odels. Through the Microsoft partnership 
Office 365, Azure, I ntune, and CRM Dynam ics will be m ade available to the Part icipat ing Ent it ies. 
I nsight services will provide design and deploym ent capabilit ies for Office 365, Azure, and CRM 
Dynam ics. Further descript ion of the Online Services available is provided below. 

Those Online Services which do not st ore or process Custom er Data, and are m erely desktop 
applicat ions delivered using Microsoft ’s servers as a delivery m echanism . As of the date of 
I nsight ’s subm ission, there are three such Online Services: (1) Office 365 ProPlus; (2) Proj ect Pro 
for Office 365; and (3) Visio Pro for Office 365. 

Those Online Services which store or process Custom er Data, and are included in scope for the 
Data Processing Term s (DPT) sect ion of the Microsoft Online Services Term s. As of the date of 
I nsight ’s subm ission, that list exclusively includes the following: 
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Online Services in DPT 

Microsoft Dynam ics 
CRM Online Services 

Microsoft Dynam ics CRM Online services m ade available through volum e 
licensing or the Microsoft online services portal, excluding ( 1) Microsoft 
Dynam ics CRM for support ed devices, which includes but is not lim ited to 
Microsoft Dynam ics CRM Online services for tablets and/ or sm artphones and 
(2) any separat ely-branded service m ade available with or connected t o 
Microsoft Dynam ics CRM Online, such as Microsoft Social Engagem ent , 
Parature, from Microsoft , and Microsoft Dynam ics Market ing. 

Office 365 Services 

The following services, each as a standalone service or as included in an Office 
365-branded plan or suite: Exchange Online, Exchange Online Archiving, 
Exchange Online Protect ion, Advanced Threat Protect ion, SharePoint Online, 
OneDrive for Business, Proj ect Online, Skype for Business Online, Sway, Office 
Online, Delve Analyt ics, Custom er Lockbox, and Yam m er Enterprise. Office 
365 Services do not include Office 365 ProPlus, any port ion of PSTN Services 
that operate outside of Microsoft ’s cont rol, any client software, or any 
separately branded serv ice m ade available with an Office 365-branded plan or 
suite, such as a Bing or a service branded “ for Office 365.” 

Microsoft Azure Core 
Services 

Cloud Services ( web and worker roles) , Virtual Machines ( including with SQL 
Server) , St orage ( Blobs, Tables, Queues) , Virtual Network, Traffic Manager, 
Batch, Web Sites, BizTalk Services, Media Services, Mobile Services, Service 
Bus, Not ificat ion Hub, Workflow Manager, Express Route, Scheduler, Mult i-
Factor Authent icat ion, Act ive Directory, Rights Managem ent Service, SQL 
Database, and HDI nsight . 

Microsoft I ntune Online 
Services 

The cloud service port ion of Microsoft I ntune such as the Microsoft I ntune 
Add-on Product or a m anagem ent service provided by Microsoft I ntune such 
as Mobile Device Managem ent for Office 365. 
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Best Pract ices (RFP 6.7) (E) 
Specify your policies and procedures in ensur ing visibilit y, com pliance, data secur it y 
and threat protect ion for cloud - delivered services; include any im plem entat ions of 
encrypt ion or tokenizat ion to cont rol access to sensit ive data. 

I nsight Response: I nsight has provided responses explaining how our CSP partners and 
services partner, REAN Cloud, ensures visibilit y, com pliance, data security 
and threat protect ion for cloud-delivered services. 

AW S: The AWS virtual infrast ructure has been designed to provide opt im um availabilit y while 
ensuring com plete custom er privacy and segregat ion. AWS’s highly secure data centers use 
state-of- the-art elect ronic surveillance and m ult i- factor access cont rol system s and m aintain 
st r ict , least -privileged-based access authorizat ions. Their environm ental system s are designed to 
m inim ize the im pact of disrupt ions to operat ions, and their m ult iple geographic regions and 
Availabilit y Zones allow custom ers to rem ain resilient in the face of m ost failure m odes, including 
natural disasters or system failures. AWS m anages over 1,800 security cont rols to provide an 
opt im ally secure environm ent for all custom ers. 

I n addit ion, network t raffic between AWS regions, Availabilit y Zones, and individual data centers 
t ravels over private network segm ents by default . These private network segm ents are fully 
isolated from the public I nternet and not routable externally. AWS resources can be configured to 
reside only on isolated AWS network segm ents and to avoid ut ilizing any public IP addresses or 
rout ing over the public I nternet . 

AWS security engineers and solut ion architects have developed whitepapers and operat ional 
checklists to help custom ers select the best opt ions for their needs and to recom m end security 
best pract ices, such as storing secret keys and passwords in a secure m anner and rotat ing or 
changing them frequent ly. 

Built - I n Secur it y Features 
Not only are applicat ions and data protected by highly secure facilit ies and infrast ructure, they 
are also protected by extensive network and security m onitoring system s. AWS and it s partners 
offer over 700 tools and features to help custom ers m eet their security object ives concerning 
visibilit y, auditabilit y, cont rollabilit y, and agilit y. These tools and features provide basic but 
im portant security m easures such as Dist r ibuted Denial of Service (DDoS) protect ion and 
password brute- force detect ion on AWS accounts. AWS-provided security features include: 

• Secure Access – Custom er access points, also called Applicat ion Program m ing Interface 
(API ) endpoints, allow secure HTTP access (HTTPS) so that custom ers can establish secure 
com m unicat ion sessions with their AWS cloud services using Secure Socket Layer 
(SSL) / Transport Layer Security (TSL) . 

• Built - I n Firew alls – Custom ers can cont rol how accessible their instances are by configuring 
built - in firewall rules—from totally public to com pletely private or som ewhere in between. And 
when instances reside within an Am azon Vir t ua l Pr ivate Cloud ( Am azon VPC) subnet , 
custom ers can cont rol egress as well as ingress. 

• Unique Users – The AW S I dent it y and Access Managem ent ( I AM) tool allows AWS 
custom ers to cont rol the level of access their own users have to AWS infrast ructure services. 
With AWS IAM, each user can have unique security credent ials, elim inat ing the need for 
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shared passwords or keys and allowing the security 
best pract ices of role separat ion and least privilege. 

• Mult i - Factor Authent icat ion ( MFA) – AWS 
provides built - in support for MFA for use with AWS 
accounts as well as individual AWS IAM user 
accounts. 

• Private Subnets –The Am azon VPC service allows 
custom ers to add another layer of network security 
to instances by creat ing private subnets and even 
adding an Internet Protocol Security ( I Psec) Vir tual 
Private Network (VPN) tunnel between a hom e 
network and Am azon VPC. 

• Encrypted Data Storage – Custom ers can have 
the data and obj ects they store in Am azon Elast ic 
Block Store (Am azon EBS) , Am azon Sim ple Storage 

AW S Mult i - Factor Authent icat ion 
( MFA) is a sim ple best pract ice that 
adds an ext ra layer of protect ion on top 
of your user nam e and password. With 
MFA enabled, when a user signs in to 
an AWS website, they will be prom pted 
for their user nam e and password ( the 
first factor—what they know) , as well 
as for an authent icat ion code from their 
AWS MFA device ( the second factor— 
what they have) . Taken together, these 
m ult iple factors provide increased 
securit y for your AWS account set t ings 
and resources. 

Service (Am azon S3) , Am azon Glacier, Am azon Redshift , and Am azon Relat ional Database 
Service (Am azon RDS) on Oracle and SQL Server encrypted autom at ically using Advanced 
Encrypt ion Standard (AES) 256, a secure sym m et ric-key encrypt ion standard using 256-bit 
encrypt ion keys. 

• Dedicated Connect ion Opt ion –The AW S Direct Connec t service allows custom ers to 
establish a dedicated network connect ion from their prem ises to AWS. Using indust ry-
standard 802.1q VLANs, this dedicated connect ion 
can be part it ioned into m ult iple logical connect ions 
to enable access to both public and private IP 
environm ents within the AWS cloud. 

• Dedicated, Hardw are - Based Crypto Key 
Storage Opt ion – For custom ers who m ust use 
Hardware Security Module (HSM) appliances for 
cryptographic key storage, AW S CloudHSM 
provides a highly secure and convenient way to 
store and m anage keys. 

• Cent ra lized Key Managem ent – For custom ers 
who use encrypt ion extensively and require st r ict 
cont rol of their keys, the AW S Key Managem ent 
Serv ice ( KMS) provides a convenient m anagem ent 
opt ion for creat ing and adm inistering the keys used 
to encrypt data at rest . 

• Perfect Forw ard Secrecy – For even greater 
com m unicat ion privacy, several AWS cloud serv ices 
such as Elast ic Load Balancing and Am azon 
CloudFront offer newer, st ronger cipher suites. 
These cipher suites allow SSL/ TLS clients to use 

AW S GovCloud ( US) is an isolated 
AWS region designed to host sensit ive 
workloads in the cloud, ensuring that 
this work m eets the US governm ent 's 
regulatory and com pliance 
requirem ents. The AWS GovCloud (US) 
region adheres to United States 
I nternat ional Traffic in Arm s 
Regulat ions ( ITAR) as well as Federal 
Risk and Authorizat ion Managem ent 
Program (FedRAMP) requirem ents. I t 
provides special endpoints that ut ilize 
only Federal I nform at ion Processing 
Standard (FIPS) 140-2 encrypt ion.AWS 
GovCloud (US) is available to US 
governm ent agencies, governm ent 
cont ractors, pr ivate and public 
com m ercial ent it ies, educat ional 
inst itut ions, non-profit s and research 
organizat ions that m eet GovCloud (US) 
requirem ents for access. 

Perfect Forward Secrecy, a technique that uses session keys that are ephem eral and not 
stored anywhere. This prevents the decoding of captured data, even if the secret long- term 
key it self is com prom ised. 

Several of AWS’s built - in cloud security features focus on providing visibilit y into data, 
perform ance, and resource usage. The tools listed below help custom ers gain m ore insight into 
their cloud operat ions, giving them the m eans to bet ter cont rol their security and providing 
inform at ion for data-driven decisions. 
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• AW S Trusted Advisor –Provided autom at ically when AWS custom ers sign up for prem ium 
support , the AW S Trusted Advisor service is a convenient way for custom ers to see where 
they could use a lit t le more security. I t m onitors AWS resources and alerts custom ers to 
security configurat ion gaps such as overly perm issive access to certain Am azon Elast ic 
Com pute Cloud (Am azon EC2) instance ports and Am azon S3 storage buckets, m inim al use of 
role segregat ion using AWS IAM, and weak password policies. 

• Am a zon CloudW atch – Am azon CloudW atch enables custom ers to collect and t rack 
m et rics, collect and m onitor log files, and set alarm s. Am azon CloudWatch can m onitor AWS 
resources such as Am azon EC2 instances, Am azon Dynam oDB tables, and Am azon RDS DB 
instances, as well as custom m et rics generated by a custom er’s applicat ions and services and 
any log files their applicat ions generate. Custom ers can use Am azon CloudWatch to gain 
system -wide visibilit y into resource ut ilizat ion, applicat ion perform ance, and operat ional 
health, using these insights to react intelligent ly and keep applicat ions running sm oothly. 

• AW S CloudTrail – AW S CloudTra il provides logs of all user act ivit y within an AWS account . 
The recorded inform at ion includes the ident it y of the API caller, the t im e of the API call, the 
source IP address of the API caller, the request param eters, and the response elem ents 
returned by the AWS cloud service. The AWS API call history produced by AWS CloudTrail 
enables security analysis, resource change t racking, and com pliance audit ing. 

• AW S Config – With the AW S Config service, custom ers can im m ediately discover all of their 
AWS resources and view the configurat ion of each. Custom ers can receive not ificat ions each 
t im e a configurat ion changes as well as dig into the configurat ion history to perform incident 
analysis. 

Third - Party Secur it y 
Tools 
Am azon also offers 
addit ional third-party 
security tools to 
com plem ent and enhance 
their custom ers’ operat ions 
in the AWS cloud. AW S 
Partner Netw ork ( APN) 
partners offer hundreds of 
fam iliar and indust ry-
leading products that are 
equivalent to, ident ical to, Figure 1 0 : AW S Marketplace Secur ity Offer ings 
or integrate with exist ing 
cont rols in a custom er’s on-prem ises environm ents. Custom ers can browse and purchase APN 
partner products on the AW S Marketplace . These products com plem ent exist ing AWS cloud 
services to enable custom ers to deploy a com prehensive security architecture and a m ore 
seam less experience across their cloud and on-prem ises environm ents. The APN partner security 
products cover m ult iple areas of security, including applicat ion security, policy m anagem ent , 
ident it y m anagem ent , security m onitoring, vulnerabilit y m anagem ent , and endpoint protect ion. 
The figure below is a snapshot of the APN partners and categories of products available under t he 
security category in the AWS Marketplace. 
Several of the security products that AWS offers are provided only by APN partners that are 
prequalified by the APN Partner Com petency Program , which confirm s their technical 
proficiency and proven custom er success in specialized solut ion areas. AWS’s Secur it y 
Com petency Partners can also provide dem os and consult ing services that are not always 
available through the AWS Marketplace. 
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Value Added Secur it y , Visibilit y, Com pliance and Threat Protect ion Best Pract ices 
I nsight / R EAN Provide s: 

Am azon Virtual Private Cloud (Am azon VPC) lets custom ers provision a private, isolated sect ion of 
the Am azon Web Services (AWS) Cloud where m em bers can launch AWS resources in a virtual 
network that they define. With Am azon VPC, users can define a virtual network topology that 
closely resem bles a t radit ional network that they m ight operate in their own data center. REAN 
will help Part icipat ing Ent it ies have com plete cont rol over their virtual networking environm ent , 
including select ion of their own I P address range, creat ion of subnets, and configurat ion of route 
tables and network gateways. 

REAN will help Part icipat ing Ent it ies custom ize the network configurat ion for their Am azon VPC. 
For exam ple, Part icipat ing Ent it ies m ay need a public- facing subnet for their web servers that 
have access to the Internet , and place their backend system s such as databases or applicat ion 
servers in a private- facing subnet with no Internet access. REAN will help Part icipat ing Ent it ies 
leverage m ult iple layers of security, including security groups and network access cont rol lists, to 
help cont rol access to Am azon EC2 instances in each subnet . 

Addit ionally, REAN will help Part icipat ing Ent it ies create a Hardware VPN connect ion between their 
corporate data center and their VPC and leverage the AWS cloud as an extension of their 
corporate data center. Figure below shows a not ional picture of the AWS VPC infrast ructure 
offering. 

A variety of connect ivit y opt ions exist 
for Part icipat ing Ent it ies to connect 
to their Am azon VPC: Part icipat ing 
Ent it ies can connect their VPC to the 
Internet , to their datacenter, or both, 
based on the AWS resources that 
they want to expose publicly and 
those that they want t o keep private. 

• Connect direct ly to the 
Internet (public subnets) – 
Part icipat ing Ent it ies can 
launch instances into a publicly 
accessible subnet where they 
can send and receive t raffic 
from the Internet . 

• Connect t o the Internet using 
Network Address Translat ion (private subnets) – Private subnets can be used for instances 
that Part icipat ing Ent it ies do not want to be direct ly addressable from the Internet . I nstances 
in a private subnet can access the Internet without exposing their private IP address by 
rout ing their t raffic through a Network Address Translat ion (NAT) instance in a public subnet . 

• Connect securely t o a corporate datacenter – All t raffic t o and from instances in a 
Part icipat ing Ent it y’s VPC can be routed to t heir corporate datacenter over an indust ry 
standard, encryptedIPSec hardware VPN connect ion. 

• Com bine connect ivit y m ethods to m atch the needs of the applicat ion – Custom ers can 
connect a VPC to both the Internet and their corporate datacenter and configure Am azon 
VPC route tables to direct all t raffic to it s proper dest inat ion. 

Figure 1 1 : AW S VPC I nf rast ructure Offer ing 
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Am azon VPC provides advanced security features such as security groups and network access 
cont rol lists to enable inbound and outbound filtering at the instance level and subnet level. I n 
addit ion, Part icipat ing Ent it ies can store data in Am azon S3 and rest r ict access so that it ’s only 
accessible from instances in their VPC. Opt ionally, Part icipat ing Ent it ies can also choose to launch 
Dedicated Instances that run on hardware dedicated to a single custom er for addit ional isolat ion. 

REAN Secure VPC 

REAN has devised a secure virtual private cloud (S-VPC) fram ework that provides assurance of 
inform at ion protect ion with addit ional security cont rols to ensure the confident ialit y, integrit y and 
availabilit y of inform at ion. The S-VPC wraps the custom er applicat ion in a secure shell to m eet 
the internal governance and ensure com pliance with regulat ions like SOC 1/ SSAE 16/ ISAE 3402 
( form erly SAS 70 type I I ) , PCI DSS Level 1, ISO 27001, HIPAA, HITECH, and FedRAMP. 

Figure below shows the high level architecture for REAN S-VPC. The following sect ions explain 
virtual network, server, storage, access cont rol, and audit cont rols in further detail. 

Figure 1 2 : H igh Level Architecture for REAN S - VPC 

Netw ork Protect ion 
REAN S-VPC protects the network perim eter by creat ing a Dem ilitarized Zone (DMZ) with a 
unified threat m anagem ent suite. The suite provides firewall services, int rusion 
protect ion/ detect ion services, secure Virtual Private Network (VPN) connect ivit y, packet filtering, 
and web applicat ion firewall protect ion not available via AWS standard offerings. This front -end 
protects against denial-of-service at tacks, worm s, and hacker exploits. 
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Server Protect ion 
REAN S-VPC offers com prehensive server secur ity designed to protect all the AWS instances in 
the custom er environm ent from data breaches and business disrupt ions, and achieve cost -
effect ive com pliance across these environm ents. 

Tight ly integrated m odules including ant i-m alware, web reputat ion, firewall, host based int rusion 
prevent ion, integrit y m onitoring, and log inspect ion expand the security posture to ensure server, 
applicat ion, and data security across physical, virtual, and cloud environm ents. The solut ion also 
features FI PS 140-2 cert ificat ion to support high security standards. 

Storage Protect ion 
REAN S-VPC provides dist inct ive data protect ion for inform at ion stored on elast ic block store 
volum es using encrypt ion with key m anagem ent system that enables policy based rest r ict ions to 
determ ine where and when encrypted data can be accessed. I n addit ion, server validat ion applies 
ident it y and integrity rules when servers request access to secure storage volum es. Solut ion 
ensures that encrypt ion keys are delivered to valid devices without the need to deploy an ent ire 
file system and m anagem ent infrast ructure. This solut ion protects sensit ive inform at ion from 
theft , unauthorized exposure, or unapproved geographic m igrat ion to other data centers. 

Access Cont rol 
REAN S-VPC environm ent provides various convenient opt ions to the end users to access the 
environm ent and init iate their VPN connect ions. These include: 

• HTML5 based rem ote access VPN that they can init iate from any HTML5 com pat ible browser 
with requiring any plug- in. 

• SSL rem ote access VPN that provides addit ional security by a double authent icat ion using 
X.509 cert ificates and usernam e/ password. 

• IPSec based VPN using nat ive Windows or Mac VPN clients. 

• Mobile VPN using nat ive iPhone VPN client to securely connect to VPC. 

System adm inist rator access cont rol is provided through the integrat ion of GU ident it y and access 
m anagem ent solut ion. This suite supplem ents the AWS Managem ent Console by vault ing 
adm inist rator’s credent ials, enforcing separat ion of dut ies, and recording all accesses and act ions. 

Logging and Audit ing 
REAN S-VPC ensures that the custom er environm ent is cont inuously monitored using audit ing at 
the network, server, and applicat ion levels to help m eet all the forensics and com pliance 
requirem ents. I n case of server and infrast ructure access, the solut ion not only provides system 
logs but could opt ionally provide full video st ream of an adm inist rator session into Am azon S3. By 
providing such video st ream that is t ied back to custom er Ident it y and Access Managem ent 
( IAM) , enterprises can m aintain full accountabilit y for any changes perform ed on the service. The 
ent ire above audit data is fed into a Security I nform at ion and Event Managem ent (SI EM) system 
that provides full contextual awareness of the events that can be sum m arized in a sim ple 
dashboard. 

Availabilit y 
Custom er environm ent is architected to take full advantage of highly available AWS 
infrast ructure. All the com ponents (applicat ion servers and files stores) of the solut ion are 
deployed in a redundant fashion across m ult iple fault isolated AWS Availabilit y Zones. Each 
Availabilit y Zone is designed as an independent failure zone. This m eans that Availabilit y Zones 
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are physically separated within a typical m et ropolitan region and are located in lower r isk flood 
plains (specific flood zone categorizat ion varies by Region) . I n addit ion to discrete uninterruptable 
power supply (UPS) and onsite backup generat ion facilit ies, they are each fed via different grids 
from independent ut ilit ies t o further reduce single points of failure. Availabilit y Zones are all 
redundant ly connected to m ult iple t ier-1 t ransit providers. The file store uses Am azon Sim ple 
Storage Service (S3) that provides eleven 9s SLA on durabilit y of the data. 

REAN S- PVC Value 
REAN S-VPC has successfully passed security test ing and audit ing by a leading auditor that 
provides the services to the Departm ent of Defense. Part icipat ing States and Ent it ies can adopt a 
proven and working fram ework and save t im e and m oney. 

Audit ing and Com pliance 
REAN firm ly believes in the separat ion of dut ies between architect ing and im plem ent ing security 
solut ions and audit ing and accreditat ion process to ensure com pliance. Hence, REAN will work 
with any independent third party vendor a Part icipat ing Ent it y recom m ends to help them through 
the cert ificat ion and accreditat ion process. 
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5. Organizat ion Profile (RFP 7) (M) (E) 

7 .1 Cont ract Manager 

The Offeror m ust provide a Cont ract Manager as the single poin t of contact for 
m anagem ent of the NASPO ValuePoint Master Agreem ent , adm inist ered by the State of 
Utah. The Cont ract Manager m ust have exper ience m anaging cont racts for cloud 
solut ions . 

7 .1 .1 Provide t he nam e, phone num ber, em ail address, and w ork hours of the 
person w ho w ill act as Cont ract Manager if you are aw arded a Master Agreem ent . 

Cont ract M anager I nform at ion 
Nam e: Pam Pot ter 
Phone: (630) 924-6810 
Em ail: Pam .Pot ter@I nsight .com 
W ork Hours: 8: 00am – 5: 00pm (CST) 

I nsight Response: While Pam Pot ter will serve as the Cont ract Manager and prim ary point of 
contact , she will be supported by an Insight Product Manager who is well versed in the AWS and 
Microsoft Cloud offerings and associated cont ract t erm s. A professional bio has been provided 
below. 

7 .1 .2 Descr ibe in deta il the Cont ract Manager ’s exper ience m anaging cont racts 
of sim ilar size and scope to the one t hat w ill be aw arded from this RFP. Provide 
a deta iled resum e for the Cont ract Manager. 

I nsight Response: Pam Pot ter is a seasoned professional in the I T indust ry having spent the past 
15 years with I nsight , of which four have been spent as a m em ber of the Insight Contract 
Com pliance team . She is responsible for m anaging all IPS SLED cont racts, as well as SLED- related 
client and nat ionwide non-services partner agreem ents. Pam ’s prim ary responsibilit ies include new 
cont ract roll-outs, cont ract lifecycle/ change m anagem ent , and ongoing t raining efforts. She 
further serves as the prim ary contact for the client cont ract m anagers of I nsight ’s 160+ cont racts. 
She has extensive exper ience m anaging large m ult i- state cont racts, including the NASPO Software 
Value Added Reseller and U.S. Com m unit ies cont racts that I nsight holds. 

David Solliday is a seasoned professional in the I T indust ry with over 25 years of experience in 
the channel, with a focus on Cloud for the past six (6) years. He serves as the Business 
Developm ent Specialist for I nsight ’s Cloud Pract ice. His current responsibilit ies are around 
Managing Infrast ructure partners as well as the responsibilit y of Onboarding new Cloud business 
partners and how we operat ionalize them into I nsight ’s business system s. David will serve as 
Pam ’s deputy in all m at ters that pertain to the solut ion-specific offering term s and technical 
details. 
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7 .1 .3 Descr ibe in deta il the roles and responsibilit ies of the Cont ract Manager as 
they apply to t he NASPO ValuePoint Master Agreem ent that w ill be aw arded from 
this RFP. 

Cont r act Manager 

I nsight Response: Ms. Pam Pot ter will have the authority and responsibilit y for the overall 
success of the NASPO ValuePoint Cloud Solut ions cont ract within I nsight ’s organizat ion. As the 
Manager of Com pliance for IPS’ SLED cont racts, Ms. Pot ter is responsible for working direct ly with 
the NASPO ValuePoint organizat ion and state procurem ent offices to ensure that I nsight is 
properly adm inistering the Master Agreem ent and Part icipat ing Addendum s. Areas of 
responsibilit y include m anaging the following cont ract item s: 

 Renewals  Extensions  Product Catalog  Update 
Schedules 

 I ssues  Daily Cont ract 
Managem ent 

 Report ing  Cont ract 
Managem ent 
Website 

Addit ionally, Ms. Pot ter will work direct ly with state procurem ent offices to educate them on 
Insight ’s NASPO ValuePoint cont ract . She will assist part icipat ing states and individual ent it ies 
throughout the addendum signing process, ensuring each PA is executed sm oothly. She will be a 
dedicated point of contact for states and ent it ies interested in and going through the sign up 
process. Addit ionally, she works closely with I nsight sales and provides appropriate cont ract 
t raining and com pliance oversight . 
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6. Technical Response (RFP 8) (M) (E) 
I f applicable to an Offerors offe r ing , an Offeror m ust prov ide a point by point responses 
to each t echnical requirem ent dem onst rat ing it s technical capabilit ies. I f a technical 
requirem ent is not applicable to an Offe ror ’s offer ing then t he Offeror m ust expla in w hy 
the technica l requirem ent is not applicable. 

I f an Offe ror ’s proposal conta ins m ore t han one Solut ion ( i.e ., SaaS and PaaS) then the 
Offeror m ust prov ide a response for each Solut ion. How ever, Offerors do not need to 
subm it a proposal for each Solut ion. 

8 .1 TECHNI CAL REQUI REMENTS 

8 .1 .1 Offeror m ust ident ify the cloud serv ice m odel( s) and deploym ent m odel( s) 
it intends to prov ide t o Eligible Users. See At tachm ent D . 

I nsight Response: I nsight ’s proposed solut ions that we will provide through the NASPO 
ValuePoint Cloud Solut ions cont ract are out lined below. 

Vendor N am e Serv ice M ode l( s) Deploym ent Model( s) 
Am azon Web Services I aaS, PaaS, SaaS Public, Hybrid, Private 
Microsoft I aaS, SaaS, PaaS Public, Hybrid, Private 
I nsight Public Sector Not Applicable Not Applicable 
REAN Cloud Not Applicable Not Applicable 

8 .1 .2 For t he purposes of t he RFP, m eet ing the NI ST essent ia l character ist ics is 
a pr im ary concern. As such, descr ibe how your proposed solut ion( s) m eet t he 
follow ing character ist ics, as defined in NI ST Specia l Publicat ion 8 0 0 - 1 4 5 : 

I nsight Response: This requirem ent is not applicable to I nsight but is relevant to our CSP 
partners. Provided below is how their solut ions m eet the NIST Characterist ics. 

8 .1 .2 .1 NI ST Character ist ic - On - Dem and Se lf - Serv ice : Provide a br ief 
w r it ten descr ipt ion of how the cloud solut ions proposed sat isf ies th is 
individua l essent ia l N I ST Character ist ic. At test capabilit y and br ief ly 
descr ibe how self - service t echnical capabilit y is m et . 

AW S: Am azon Web Services (AWS) provides custom ers of all sizes with self- service, on-dem and 
access to a wide range of cloud infrast ructure services, charging users only for the resources they 
actually use. AWS enables users to elim inate the need for cost ly hardware and the adm inist rat ive 
pain that goes along with owning and operat ing it . I nstead of the weeks and m onths it takes to 
plan, budget , procure, set up, deploy, operate, and hire for a new proj ect , AWS custom ers can 
sim ply sign up for AWS and im m ediately begin deploym ent in the cloud with the equivalent of 1, 
10, 100, or 1,000 servers. Whether an organizat ion needs to prototype an applicat ion or host a 
product ion solut ion, AWS m akes it sim ple for custom ers to get started and be product ive. 

• Managem ent Console: The AWS Managem ent Console is the self- service, on-dem and 
dest inat ion for m anaging all AWS resources, from Am azon Elast ic Com pute Cloud (Am azon 
EC2) instances to Am azon Dynam oDB tables. The AWS Managem ent Console is used to 
perform any num ber of tasks, from deploying new applicat ions to m onitoring the health of 
applicat ions. The AWS Managem ent Console also enables custom ers to m anage all aspects 
of their AWS account , including accessing m onthly spending by service, m anaging security 
credent ials, or even set t ing up new AWS Ident ity and Access Managem ent (AWS IAM) 
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users. The AWS Managem ent Console supports all AWS regions and allows custom ers 
provision resources across m ult iple regions. 

• Com m and Line Interface: The AWS Com m and Line Interface (CLI ) is a unified tool used to 
m anage AWS cloud serv ices. With just one tool to download and configure, custom ers can 
cont rol m ult iple AWS resources from the com m and line and autom ate them through 
scripts. The AWS CLI int roduces a new set of sim ple file com m ands for efficient file 
t ransfers to and from Am azon Sim ple Storage Service (Am azon S3) . 

Microsoft : Microsoft Windows Azure is an internet -scale, high-availabilit y cloud fabric operat ing 
on globally-dist ributed Microsoft data centers. Windows Azure and related tools support the 
developm ent and deploym ent of applicat ions into a hosted environm ent that extends the on-
prem ises data center. On-dem and self- service refers to the service provided by Microsoft Azure 
that enables the provision of resources on dem and whenever required. On-dem and services can 
be enabled from the HTML Portal, using Azure API , using CLI for Mac, Linux, and Windows with 
Azure Service Managem ent . Azure on-dem and self- service resource sourcing program m at ically is 
a prim e feature allowing the user t o scale the infrast ructure. 

8 .1 .2 .2 NI ST Character ist ic - Broad Netw ork Access : Provide a br ie f 
w r it ten descr ipt ion of how the cloud solut ions proposed sat isf ies th is 
individua l essent ia l N I ST Character ist ic. At test capabilit y and br ief ly 
descr ibe how netw ork access i s prov ided. 

AW S: AWS provides a sim ple way to access servers, storage, databases, and a broad set of 
applicat ion services over the Internet . Cloud com put ing providers such as AWS own and m aintain 
the network- connected hardware required for t hese applicat ion services, while users provision 
and use what they need via a web applicat ion, m obile client , or program m at ically through 
published and well docum ented API s. AWS products and solut ions that support broad network 
access include Am azon Route 53, a scalable dom ain nam e system , Virtual Private Cloud to isolate 
network resources, AWS Direct Connect , a dedicated network connect ion to non-AWS resources, 
and Auto Scaling to respond to significant changes to network resource dem ands. 

Microsoft : Microsoft Azure enables the enterprise to create an on-prem ises network route from 
on-prem ises VPN device and the Azure virtual network. Configure on-prem ises hardware or 
software VPN device to term inate the VPN tunnel, which uses Internet Protocol security ( IPsec) . 
Gateway connects on-prem ises to Microsoft Azure through m any connect ion bandwidth using 
software only or hardware based connect ivit y, including Basic VPN connect ion, Standard VPN, and 
ExpressRoute gateway connect ions. Create internal Microsoft Azure virtual network to support 
separat ion of site resources or sharing of inform at ion and subscript ion to subscript ion connect ion. 

8 .1 .2 .3 NI ST Character ist ic - Resource Poolin g: Provide a br ie f 
w r it ten descr ipt ion of how the cloud solut ions proposed sat isf ies th is 
individua l essent ia l N I ST Character ist ic. At test capabilit y and br ief ly 
descr ibe how resource pooling t echnical capabilit y is m et . 

AW S: The AWS environm ent is a virtualized, m ult i- tenant environm ent . AWS has im plem ented 
security m anagem ent processes, PCI cont rols, and other security cont rols designed to isolate 
each custom er from other custom ers. AWS system s are designed to prevent custom ers from 
accessing physical hosts or instances not assigned to them by filtering through the virtualizat ion 
software. This architecture has been validated by an independent PCI Qualified Security Assessor 
(QSA) and was found to be in com pliance with all requirem ents of PCI DSS version 2.0 published 
in October 2010. 

March 10, 2016 Request for Proposal Response # CH16012 6-37 

http://aws.amazon.com/cli/?nc1=h_l2_dm#file_commands_anchor


   
   

     
  

 

 

         

             
             

               
           

           
          

         
    

               
              

               
               

              
               

             

            
             

              
            

          
          

        
      

               
              

             
            

               
              

           

              
              

             
            
               

               
         

               
              
              

          

          
            

             

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Microsoft : Azure resource pooling supports scalable system s involved in cloud com put ing and 
software as a service (SaaS) , enabling “near” infinite growth with im m ediately availabilit y. The 
kinds of services that can apply to a resource pooling st rategy include data storage services, 
processing services, bandwidth provided services and other Azure related com pute elast icit y. 

8 .1 .2 .4 NI ST Character ist ic - Rapid Elast icit y : Provide a br ief w r it t en 
descr ipt ion of how the cloud solut ions proposed sat isf ies th is N I ST 
Character ist ic. At test capabilit y and br ie f ly descr ibe how rapid e last icit y 
technica l capabilit y is m et . 

AW S: AWS provides a m assive global cloud infrast ructure that allows users to quickly innovate, 
experim ent , and iterate. I nstead of wait ing weeks or m onths for hardware, users can instant ly 
deploy new applicat ions, instant ly scale up as workload grows, and instant ly scale down based on 
dem and. Custom ers need to be confident that their exist ing infrast ructure can handle a spike in 
t raffic and that the spike will not interfere with norm al business operat ions. Elast ic Load 
Balancing and Auto Scaling can autom at ically scale a custom er’s AWS resources up to m eet an 
unexpected spike in dem and and then scale those resources down as dem and decreases. 

Microsoft : Microsoft Azure supports rapid elast icit y allowing autom ated requests for addit ional 
resources ( i.e. com pute, disk space, connect ivity and other types of services) . Microsoft Azure 
services are allocated and de-allocated resources irrelevant to the client or user's side. Microsoft 
Azure provides resources that appear to be “nearly” infinite with autom at ic availabilit y. 

8 .1 .2 .5 NI ST Character ist ic - Measured Serv ice : Provide a br ie f 
w r it ten descr ipt ion of how the cloud solut ions proposed sat isf ies th is 
NI ST Character ist ic. At test capabilit y and br ief ly descr ibe h ow 
m easured service technical capabilit y is m et . 

AW S: AWS ut ilizes autom ated m onitoring system s to provide a high level of service perform ance 
and availabilit y. Proact ive m onitoring is available through a variety of online tools both for 
internal and external use. System s within AWS are extensively inst rum ented to m onitor key 
operat ional m et rics. Alarm s are configured to not ify operat ions and m anagem ent personnel when 
early warning thresholds are crossed on key operat ional m et rics. An on-call schedule is used such 
that personnel are always available to respond to operat ional issues. This includes a pager 
system so alarm s are quickly and reliably com m unicated to operat ions personnel. 

AWS ut ilizes autom ated m onitoring system s to provide a high level of service perform ance and 
availabilit y. Proact ive m onitoring is available through a variety of online tools both for internal 
and external use. System s within AWS are extensively inst rum ented to m onitor key operat ional 
m et rics. Alarm s are configured to not ify operat ions and m anagem ent personnel when early 
warning thresholds are crossed on key operat ional m et rics. An on-call schedule is used such that 
personnel are always available to respond to operat ional issues. This includes a pager system so 
alarm s are quickly and reliably com m unicated to operat ions personnel. 

I n addit ion, the Insight / REAN team provides a variety of value added m anaged services in our 
delivery of Cloud Solut ions. We provide m onitoring and m anagem ent across a spect rum of 
m et rics that define m easured service. Our team also provides consolidated billing services to 
assist Part icipat ing Ent it ies in m onitoring and measuring ut ilizat ion and spend. 

REAN reviews custom er’s current AWS environm ents, collaborat ively develops relevant m et rics, 
deploys REAN m onitoring agents, works with custom er team to ident ify alert ing thresholds, 
not ificat ion groups and m ake necessary changes to take over m anagem ent of system s. 
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Sam ple Sum m ary of REAN Act iv it ies in Measur ing, Monitor ing and Managing Custom er ’s 
AW S Environm ent : 

• Acquire access to custom er’s AWS environm ent . 

• Assessm ent report of current custom er environm ent including servers, OS versions, software 
tools, data volum es with size and user accounts. 

• Determ ine Relevant Met rics for custom er environm ent to provide m easured service. 

• Deploy REAN m onitoring agents and tools. 

• Setup access for custom er team m em bers to REAN t icket ing system . 

• Work with custom er team to finalize alert ing thresholds and not ificat ion groups. 

• Start m onitoring custom er’s AWS environm ents as per the agreed serv ice levels defined below 

• Provide m onthly m anaged services reports for infrast ructure. 

• Regular patching and other software updates to resources in the environm ent . 

Deliverables 

The following are deliverables to custom er: 

• Execut ive sum m ary report (Monthly) 

• Security reports (Monthly) 

• Com pliance reports (HI PAA, Windows Hardening, Patches, etc.. as applicable) (Monthly) 

• Operat ions reports (Monthly) 

• Budget policy recom m endat ions (Monthly) 

• Upt im e reports ( if applicable) (Monthly) 

• Usage/ t raffic reports ( if applicable) (Monthly) 

• AMI Backups (daily, weekly and m onthly backups) 

• Patching system s (as needed with approval from custom er team ) 

• Software updates (as needed for tools used for m anaged services) 

Microsoft : Microsoft Azure supports NIST principles in areas of m easured services such as 
m easured service setup allowing Azure system s to cont rol a system , user or tenant ’s usage of 
resources with m etering capabilit y. Azure supports autom ated rem ote services m easurem ent 
tools to provide audit ing and accountabilit y of ut ilizat ion. Azure m easured service ensures that 
even when there is no specific interact ion for a service change, that service change is st ill audited 
to support billing cycles. 
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8 .1 .3 Offeror m ust ident ify for each Solut ion the subcateg or ies that it offe rs for 
each serv ice m ode l. For exam ple if an Offeror provides a SaaS offer ing then it 
should be divided int o educat ion SaaS of fe r ings, e - procurem ent SaaS offe r ings, 
inform at ion SaaS of fe r ing, etc. 

I nsight Response: Through the NASPO ValuePoint Cloud Solut ions cont ract I nsight is offering 
solut ions for each of the service m odels – IaaS, PaaS, and SaaS. Provided in the responses below 
is a descript ion of the various service m odel offerings we will be able to provide. 

The Insight / REAN Cloud team provides a num ber of SaaS offerings across a broad spect rum of 
funct ionalit y and indust r ies. Exam ples include: 

1. REAN Insights - Analyzing rapidly growing social m edia data requires flexible com put ing 
resources. The fast -growing social m edia landscape creates terabytes of data per day, 
with unpredictable volum es. Part icipat ing States and Ent it ies need to be able to scale their 
peak com pute capacity, coordinate secure access for m ult iple analysts, and share results. 
REAN Insights is crucial in understanding the pulse of the custom ers and their views on 
latest t rends and policies. The solut ion listens in to relevant social intelligence, analyzes 
them and provides insights to help achieve goals and becom e highly relevant , proact ive 
and m arket -oriented. Public Sector custom ers, such as state and local governm ents, can 
benefit from this capabilit y by being able to analyze const ituent social m edia act ivit y. 

2. REAN Sites ( Large Scale Content Managem ent ) – Autom ated, secure, highly scalable, 
turnkey Drupal Solut ion. 

3. REAN Genom ics - Analyzing huge am ounts of sequencing data requires form idable 
com put ing resources. The expanding scale of Genom ics Research creates analyt ical 
challenges like accom m odat ing peak com pute dem and, coordinat ing secure access for 
m ult iple analysts, and sharing validated tools and results. REAN Genom ics leverages AWS 
cloud to provide a secure plat form to help users scale research cost -effect ively. I t support s 
high perform ance workloads to derive powerful insights with zero capital investm ents. 
Large public research inst itut ions will find this to be a valuable tool. 

4. HIPAA Com pliant SaaS Solut ions - Covered ent it ies and their business associates subject 
to the U.S. Health I nsurance Portabilit y and Accountabilit y Act (HIPAA) can leverage the 
built - in security offered by REAN Secure Virtual Private Cloud (S-VPC) on AWS to process, 
m aintain, and store protected health inform at ion. Any agency charged with protect ing 
health related data in com pliant m anner will benefit from this capabilit y. 

5. REAN Migrate and Manage - REAN Cloud provides solut ions that em power innovat ion and 
help safe and seam less cloud t ransit ion for organizat ions, without com prom ising 
product ivit y, security, custom er service or budget . Our m ature Migrat ion Methodology and 
custom cloud solut ions help im prove the efficiency and secure applicat ions and data in 
Part icipat ing States and Ent ity’s organizat ion, along with leveraging the flexibilit y, 
scalabilit y, elast icit y and cost -savings of the cloud. REAN�s m anagem ent of cloud 
system s follows AWS best pract ices that include a highly available infrast ructure, failover 
protect ion, and auto scaling. This offer is public sector m arket agnost ic, and ent it ies 
ranging from State and Local Governm ents to school system s can benefit from this 
capabilit y. 

6. REAN Open Learning - REAN Open Learning, built on the agile and secure AWS cloud 
plat form , helps build and launch the custom ized Online Educat ion plat form quickly and 
cost -effect ively. REAN Open Learning plat form based on edX is used by universit ies in 
various count ries to develop innovat ive online, on-cam pus, and blended teaching and 
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learning m odels. Our t eam of experts works on the following principles: Perform ance, 
Security and Availabilit y. This end- to-end m anaged solut ion enables K-12 and Higher 
Educat ion inst itut ions to launch online courses in a secure, scalable and cost effect ive way. 

PaaS 
The Insight REAN Team also provide PaaS solut ions in the form of custom DevOps pipeline 
solut ions. REAN Cloud delivers an autom ated CI | CD SecDevOps pipeline on AWS that goes from 
code to release autom at ically. REAN Cloud can im plem ent a cont inuous integrat ion and delivery 
pipeline on AWS and inst ill a DevOps culture for a user’s dev team s. REAN provides a 
com binat ion of DevOps and AWS expert ise while also delivering m anaged services through 
CloudOps & SecOps. 

Am azon W eb Services and Microsoft : The tables below out line Microsoft and AWS’s product 
offerings broken down by service m odel categor ies and subcategories. 

Am azon W eb Services Product Categor ies, Subcategor ies, and Service Mode ls 

I aas 
AW S Product Descr ipt ion 

Serv ice 
Model 

Com put e 

Am azon EC2 

Am azon Elast ic Com pute Cloud 
(Am azon EC2) is a web service 
that provides resizable com put ing 
capacity—literally, servers in 
Am azon's data centers—that you 
use to build and host your 
software system s. Public 

Am azon EC2 Container 
Service 

Am azon EC2 Container Service is 
a highly scalable, high-
perform ance container 
m anagem ent service that supports 
Docker containers and allows you 
to easily run dist r ibuted 
applicat ions on a m anaged cluster 
of Am azon EC2 instances. Public 

AWS Lam bda 

AWS Lam bda is a com pute service 
that runs your code in response to 
events and autom at ically m anages 
the com pute resources for you, 
m aking it easy to build 
applicat ions that respond quickly 
to new inform at ion. AWS Lam bda 
starts running your code within 
m illiseconds of an event such as 
an im age upload, in-app act ivit y, 
website click, or output from a 
connected device. Public 
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Auto Scaling 

Auto Scaling is a web service 
designed to launch or term inate 
Am azon EC2 instances 
autom at ically based on user-
defined policies, schedules, and 
health checks. Public 

Elast ic Load Balancing 

Elast ic Load Balancing 
autom at ically dist ributes your 
incom ing applicat ion t raffic across 
m ult iple Am azon EC2 instances. I t 
det ect s unhealt hy instances and 
reroutes t raffic to healthy 
inst ances unt il the unhealthy 
instances have been restored. 
Elast ic Load Balancing 
autom at ically scales it s request 
handling capacity in response to 
incom ing t raffic. Public 

I aaS 

Net w ork ing 

Am azon VPC 

Am azon Virtual Private Cloud 
(Am azon VPC) enables you to 
launch AWS resources into a 
vir tual network that you've 
defined. This vir tual network 
closely resembles a t radit ional 
network that you'd operate in your 
own data center, with the benefit s 
of using the scalable infrast ructure 
of AWS. Private 

Am azon Route 53 

Am azon Route 53 is a highly 
available and scalable Dom ain 
Nam e System (DNS) web service. Public 
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I aaS 
Storage and 
Cont ent 
Delivery 

AWS Direct Connect 

Am azon S3 

Am azon Glacier 

Am azon EBS 

AWS Direct Connect links your 
internal network to an AWS Direct 
Connect locat ion over a standard 1 
GB or 10 GB Ethernet fiberopt ic 
cable. One end of the cable is 
connected to your router and the 
other to an AWS Direct Connect 
router. With this connect ion, you 
can create vir tual interfaces 
direct ly to the AWS cloud and 
Am azon VPC, bypassing I nternet 
service providers in your network 
pat h. 

Am azon Sim ple Storage Service 
(Am azon S3) is storage for the 
I nt ernet . You can use Am azon S3 
to store and ret r ieve any am ount 
of data, at any t im e, from 
anywhere on the web. You can 
accom plish these tasks using the 
sim ple and intuit ive web interface 
of the AWS Managem ent Console. 

Am azon Glacier is a storage 
service opt im ized for infrequent ly 
used data, or "cold data." The 
service provides secure, durable, 
and ext rem ely low-cost storage 
for data archiving and backup. 
With Am azon Glacier, you can 
store your data cost effect ively for 
m onths, years, or even decades. 
Am azon Glacier enables you to 
offload the adm inist rat ive burdens 
of operat ing and scaling storage to 
AWS, so you don't have to worry 
about capacity planning, hardware 
provisioning, data replicat ion, 
hardware failure detect ion and 
recovery, or t im e-consum ing 
hardware m igrat ions. 

Public 

Public 

Public 
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Am azon Elast ic Block Store 
(Am azon EBS) provides block-
level storage volum es for use with 
Am azon EC2 instances. Am azon 
EBS volum es are highly available 
and reliable storage volum es that 
can be at tached to any running 
instance that is in the sam e 
Availabilit y Zone. Am azon EBS 
volum es that are at tached to an 
Am azon EC2 instance are exposed 
as storage volum es that persist 
independent ly from the life of the 
instance. With Am azon EBS, you 
only pay for what you use. Public 

Am azon CloudFront 

Am azon CloudFront is a content 
delivery web service. I t integrates 
with other AWS cloud services to 
give developers and businesses an 
easy way to dist r ibute content to 
end users with low latency, high 
data t ransfer speeds, and no 
com m itments. Public 

AWS I m port / Export 

AWS I m port / Export accelerates 
t ransferr ing large am ounts of data 
between the cloud and portable 
storage devices that you m ail to 
us. AWS t ransfers data direct ly 
onto and off of your storage 
devices using Am azon’s high-
speed internal network. Your data 
load typically begins the next 
business day after your storage 
device arr ives at AWS. After the 
data export or im port completes, 
we return your storage device. For 
large data sets, AWS 
I m port / Export is significant ly 
fast er t han I nt ernet t ransfer and 
m ore cost effect ive than 
upgrading your connect ivit y. Public 

AWS Storage Gat eway 
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AWS Storage Gateway is a service 
that connects an on-prem ises 
software appliance with cloud-
based storage to provide seam less 
and secure integrat ion between 
your on-prem ises I T environm ent 
and AWS's storage infrast ructure. Hybr id 

I aaS 
Dat abases 

Am azon RDS 

Am azon Relat ional Database 
Service (Am azon RDS) is a web 
service that m akes it easier to set 
up, operate, and scale a relat ional 
database in the cloud. I t provides 
cost -efficient , resizable capacity 
for an indust ry- standard relat ional 
database and m anages com m on 
database adm inist rat ion tasks. 
Database engines available 
through Am azon RDS include 
Am azon Aurora, MySQL, Oracle, 
Microsoft SQL Server, and 
PostgreSQL. Public 

Am azon Dynam oDB 

Am azon Dynam oDB is a fully 
m anaged NoSQL database service 
that provides fast and predictable 
perform ance with seam less 
scalabilit y. You can use Am azon 
Dynam oDB to create a database 
table that can store and ret r ieve 
any am ount of data, and serve 
any level of request t raffic. 
Am azon Dynam oDB autom at ically 
spreads the data and t raffic for 
the table over a sufficient num ber 
of servers to handle the request 
capacity specified by the custom er 
and the am ount of data st ored, 
while m aintaining consistent and 
fast perform ance. Public 

Am azon Redshift 
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Am azon Redshift is a fast , fully 
m anaged, petabyte-scale data 
warehouse solut ion that m akes it 
sim ple and cost -effect ive to 
efficient ly analyze all your data 
using your exist ing business 
intelligence tools. You can start 
sm all for j ust $0.25 per hour with 
no com m itm ents or up- front costs 
and scale to a petabyte or m ore 
for $1,000 per terabyte per year, 
less than a tenth of m ost other 
data warehousing solut ions. 

Am azon Elast iCache 

Am azon Elast iCache is a web 
service that m akes it easy to set 
up, m anage, and scale dist r ibuted, 
in-m em ory cache environm ents in 
the cloud. I t provides a high-
perform ance, resizable, and cost -
effect ive in-m em ory cache, while 
rem oving the com plexity 
associated with deploying and 
m anaging a dist r ibuted cache 
environm ent . Public 

I aaS 
Analyt ics 

Am azon EMR 

Am azon Elast ic MapReduce 
(Am azon EMR) is a web service 
that m akes it easy to process 
large am ounts of data efficient ly. 
Am azon EMR uses Hadoop 
processing com bined with several 
AWS products to perform such 
tasks as web indexing, dat a 
m ining, log file analysis, m achine 
learning, scient ific sim ulat ion, and 
data warehousing. Public 

Am azon Kinesis 
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Am azon Kinesis is a m anaged 
service that scales elast ically for 
real- t im e processing of st ream ing 
big data. The service takes in 
large st ream s of data records that 
can then be consum ed in real t ime 
by m ult iple data processing 
applicat ions t hat can be run on 
Am azon EC2 instances. The data 
processing applicat ions use the 
Am azon Kinesis Client Library and 
are called “Am azon Kinesis 
applicat ions.” Public 

AWS Data Pipeline 

AWS Data Pipeline is a web 
service that helps you reliably 
process and m ove data between 
different AWS com pute and 
storage services as well as on-
prem ises data sources at specified 
intervals. With AWS Data Pipeline, 
you can regular ly access your data 
where it ’s stored, t ransform and 
process it at scale, and efficient ly 
t ransfer the results to AWS cloud 
services such as Am azon S3, 
Am azon RDS, Am azon Dynam oDB, 
and Am azon EMR. Public 

Am azon Mobile Analyt ics 

Am azon Mobile Analyt ics is a 
service that lets you easily collect , 
visualize, and understand 
applicat ion usage data at scale. 
Many m obile applicat ion analyt ics 
solut ions deliver usage data 
several hours after the events 
occur. Am azon Mobile Analyt ics is 
designed to deliver usage reports 
within 60 m inutes of receiving 
data from an applicat ion so that 
you can act on the data m ore 
quickly. Public 

I aaS 
Adm inist rat ion 
& Secur it y 

AWS I dent it y & Access 
Managem ent 
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AWS I dent it y and Access 
Managem ent ( I AM) is a web 
service that enables AWS 
custom ers to m anage users and 
user perm issions in AWS. The 
service is targeted at 
organizat ions with m ult iple users 
or system s that use AWS products 
such as Am azon EC2, Am azon 
Sim pleDB, and the AWS 
Managem ent Console. With AWS 
I AM, you can cent rally m anage 
users, securit y credent ials such as 
access keys, and perm issions that 
cont rol which AWS resources 
users can access. Public 

AWS Direct ory Service 

AWS Directory Service is a 
m anaged service that allows you 
to connect your AWS resources 
with an exist ing on-prem ises 
Microsoft Act ive Directory or to set 
up a new, stand-alone directory in 
the AWS cloud. Connect ing to an 
on-prem ises directory is easy, and 
once this connect ion is 
established, all users can access 
AWS resources and applicat ions 
with their exist ing corporate 
credent ials. Public 

AWS Service Catalog 

AWS Service Catalog is a service 
that allows adm inist rators to 
create and m anage approved 
catalogs of resources that end 
users can then access via a 
personalized portal. You can 
cont rol which users have access to 
which applicat ions or AWS 
resources to enable compliance 
with your business policies, while 
users can easily browse and 
launch products from the catalogs 
you create. Public 

AWS Config 
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AWS CloudHSM 

AWS Config is a fully m anaged 
service that provides you with an 
AWS resource inventory, 
configurat ion history, and 
configurat ion change not ificat ions 
to enable securit y and 
governance. Wit h AWS Config you 
can discover exist ing AWS 
resources, export a com plete 
inventory of your AWS resources 
with all configurat ion details, and 
determ ine how a resource was 
configured at any point in t im e. 
These capabilit ies enable 
com pliance audit ing, securit y 
analysis, resource change 
t racking, and t roubleshoot ing. Public 

AWS Key Managem ent 
Service 

AWS CloudHSM provides secure 
cryptographic key storage to 
custom ers by m aking Hardware 
Securit y Modules (HSMs) available 
in the AWS cloud. 

AWS CloudTrail 

AWS Key Managem ent Service 
(KMS) is a m anaged service that 
m akes it easy for you to create 
and cont rol the encrypt ion keys 
used to encrypt your data and 
uses Hardware Securit y Modules 
(HSMs) to protect the securit y of 
your keys. AWS KMS is integrated 
with other AWS cloud services 
including Am azon EBS, Am azon 
S3, and Am azon Redshift . AWS 
KMS is also integrated with AWS 
CloudTrail to provide you with logs 
of all key usage to help m eet your 
regulatory and com pliance needs. Public 
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With AWS CloudTrail, you can get 
a history of AWS API calls for your 
account , including API calls m ade 
via the AWS Managem ent 
Console, the AWS Software 
Developm ent Kits (SDKs) , the 
com m and line tools, and higher-
level AWS cloud services. You can 
also ident ify which users and 
accounts called AWS API s for 
services that support AWS 
CloudTrail, the source I P address 
the calls were m ade from , and 
when the calls occurred. You can 
integrate AWS CloudTrail into 
applicat ions using the API , 
autom ate t rail creat ion for your 
organizat ion, check the status of 
your t rails, and cont rol how 
adm inist rators turn AWS 
CloudTrail logging on and off. Public 

Am azon CloudWatch 

Am azon CloudWatch is a web 
service that enables you to collect , 
view, and analyze m et r ics. 
Am azon CloudWatch lets you 
program m at ically ret r ieve your 
m onitoring data, view graphs, and 
set alarm s to help you 
t roubleshoot , spot t rends, and 
take autom ated act ion based on 
the state of your cloud 
environm ent . Public 

I aaS 
Deploym ent & 
Managem ent 

AWS Managem ent Console 

Access and m anage Am azon cloud 
services through a sim ple and 
intuit ive web-based user interface. 
You can also use the AWS Console 
m obile app to quickly view 
resources on- t he-go. Public 

AWS Com m and Line 
I nt erface 
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The AWS Com m and Line I nterface 
(CLI ) is a unified tool used to 
m anage your AWS cloud services. 
With just one tool to download 
and configure, you can cont rol 
m ult iple AWS cloud services from 
t he com m and line and aut om ate 
them through scripts. Public 

API s 

AWS provides API -based cloud 
com put ing services with m ult iple 
interfaces to those services, 
including SDKs, I DE Toolkit s, and 
Com m and Line Tools for 
developing and m anaging AWS 
resources. Public 

AWS Elast ic Beanstalk 

With AWS Elast ic Beanstalk, you 
can quickly deploy and m anage 
applicat ions in the AWS cloud 
without worrying about the 
infrast ructure that runs those 
applicat ions. AWS Elast ic 
Beanstalk reduces m anagem ent 
com plexity without rest r ict ing 
choice or cont rol. You sim ply 
upload your applicat ion, and AWS 
Elast ic Beanstalk autom at ically 
handles the details of capacity 
provisioning, load balancing, 
scaling, and applicat ion health 
m onitoring. Public 

AWS CloudForm at ion 

AWS CloudForm at ion gives 
developers and system 
adm inist rators an easy way to 
create and m anage a collect ion of 
related AWS resources, 
provisioning and updat ing them in 
an orderly and predictable fashion. 

You can use AWS 
CloudForm at ion’s sam ple 
tem plates or create your own 
tem plates to describe the AWS 
resources, and any associated 
dependencies or runt im e 
param eters, required to run your 
applicat ion. Public 

AWS CodeDeploy 
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AWS CodeDeploy is a service that 
autom ates code deploym ents to 
Am azon EC2 instances. AWS 
CodeDeploy m akes it easier for 
you to rapidly release new 
features, helps you avoid 
downt im e during deployment , and 
handles the com plexity of 
updat ing your applicat ions. You 
can use AWS CodeDeploy to 
autom ate deploym ents, 
elim inat ing the need for error-
prone m anual operat ions, and the 
service scales with your 
infrast ructure so you can easily 
deploy to one Am azon EC2 
instance or thousands. Public 

AWS CodeCom m it 

AWS CodeCom m it is a secure, 
highly scalable, m anaged source 
cont rol service that hosts pr ivat e 
Git repositor ies. AWS CodeCom m it 
elim inates the need for you to 
operate your own source cont rol 
system or worry about scaling it s 
infrast ructure. You can use AWS 
CodeCom m it to store anything 
from code to binaries, and it 
supports the standard funct ionalit y 
of Git , allowing it to work 
seam lessly with your exist ing Git -
based tools. Public 

AWS CodePipeline 

AWS CodePipeline is a cont inuous 
delivery and release autom at ion 
service that aids sm ooth 
deploym ents. You can design your 
developm ent workflow for 
checking in code, building the 
code, deploying your applicat ion 
into staging, test ing it , and 
releasing it to product ion. You can 
integrate third-party tools into any 
step of your release process or 
you can use AWS CodePipeline as 
an end- to-end solut ion. Public 

AWS OpsWorks 
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I aaS 
Ent erpr ise 
Applicat ions 

PaaS 
Applicat ion 
Serv ices 

Am azon WorkDocs 

Am azon Workspaces 

Am azon AppSt ream 

AWS OpsWorks provides a sim ple 
and flexible way to create and 
m anage stacks and applicat ions. 
With AWS OpsWorks, you can 
provision AWS resources, m anage 
their configurat ion, deploy 
applicat ions to those resources, 
and m onitor their health. 

Am azon WorkDocs is a fully 
m anaged, secure enterprise 
storage and sharing service with 
st rong adm inist rat ive controls and 
feedback capabilit ies that im prove 
user product ivit y. Users can 
com m ent on files, send them to 
others for feedback, and upload 
new versions without having to 
resort to em ailing m ult iple 
versions of their files as 
at tachm ents. 

Am azon WorkSpaces is a fully 
m anaged desktop comput ing 
service in the cloud. Am azon 
WorkSpaces allows custom ers to 
easily provision cloud-based 
desktops that allow end users to 
access the docum ents, 
applicat ions, and resources they 
need with the device of their 
choice, including laptops, iPad, 
Kindle Fire, or Android tablets. 
With a few clicks in the AWS 
Managem ent Console, custom ers 
can provision a high-qualit y cloud 
desktop experience for any 
num ber of users at a cost that is 
highly com pet it ive with t radit ional 
desktops and half the cost of m ost 
Virtual Desktop I nfrast ructure 
(VDI ) solut ions. 

Public 

Public 

Public 
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Am azon CloudSearch 

The Am azon AppSt ream web 
service deploys your applicat ion 
on AWS infrast ruct ure and 
st ream s input and output between 
your applicat ion and devices such 
as personal com puters, tablets, 
and m obile phones. Your 
applicat ion's processing occurs in 
the cloud, so it can scale to handle 
vast com putat ional loads. Devices 
need only display output and 
return user input , so the client 
applicat ion on the device can be 
lightweight in term s of file size 
and processing requirem ents. Public 

Am azon SWF 

Am azon CloudSearch is a fully 
m anaged service in the cloud that 
m akes it easy to set up, m anage, 
and scale a search solut ion for 
your website. Am azon 
CloudSearch enables you t o 
search large collect ions of data 
such as web pages, docum ent 
files, forum posts, or product 
inform at ion. With Am azon 
CloudSearch, you can quickly add 
search capabilit ies to your website 
without having to becom e a 
search expert or worry about 
hardware provisioning, setup, and 
m aintenance. As your volum e of 
data and t raffic fluctuates, 
Am azon CloudSearch 
autom at ically scales to m eet your 
needs. Public 
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Am azon Sim ple Workflow Service 
(Am azon SWF) m akes it easy to 
build applicat ions that coordinate 
work across dist r ibuted 
com ponent s. I n Am azon SWF, a 
task represents a logical unit of 
work that is perform ed by a 
com ponent of your applicat ion. 
Coordinat ing tasks across the 
applicat ion involves m anaging 
intertask dependencies, 
scheduling, and concurrency in 
accordance with the logical flow of 
the applicat ion. Am azon SWF 
gives you full cont rol over 
im plem ent ing tasks and 
coordinat ing them without 
worrying about underlying 
com plexit ies such as t racking their 
progress and m aintaining their 
state. Public 

Am azon SQS 

Am azon Sim ple Queue Service 
(Am azon SQS) is a m essaging 
queue service that handles 
m essages or workflows between 
other com ponents in a system . Public 

Am azon SES 

Am azon Sim ple Em ail Service 
(Am azon SES) is an outbound-
only em ail-sending service that 
provides an easy, cost -effect ive 
way for you to send em ail. Public 

Am azon SNS 

Am azon Sim ple Not ificat ion 
Service (Am azon SNS) is a web 
service that enables applicat ions, 
end users, and devices to instant ly 
send and receive not ificat ions 
from the cloud. Public 

Am azon Elast ic Transcoder 
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Am azon Elast ic Transcoder lets 
you convert m edia files that you 
have stored in Am azon S3 into 
m edia files in the form ats required 
by consum er playback devices. 
For exam ple, you can convert 
large, high-qualit y digital m edia 
files into form ats that users can 
play back on m obile devices, 
tablets, web browsers, and 
connected televisions. Public 

Am azon Cognito 

Am azon Cognito is a sim ple user 
ident it y and data synchronizat ion 
service that helps you securely 
m anage and synchronize 
applicat ion data for your users 
across their m obile devices. You 
can create unique ident it ies for 
your users t hrough a num ber of 
public login providers (Am azon, 
Facebook, and Google) and also 
support unaut hent icated guests. Public 

Am azon FPS 

Am azon Flexible Paym ents Service 
facilitates the digital t ransfer of 
m oney between any two ent it ies, 
hum ans or com puters. Public 

Support 
AWS Support 

AWS Support is a one-on-one, 
fast - response support channel that 
is staffed 24x7x365 with 
experienced and technical support 
engineers to help customers of all 
sizes and technical abilit ies 
successfully ut ilize the products 
and features provided by AWS. Public 

SaaS AWS Trusted Advisor 
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Technical Proposal 

AWS Trusted Advisor acts like 
your custom ized cloud expert , and 
it helps you provision your 
resources by following best 
pract ices. AWS Trusted Advisor 
inspects your AWS environm ent 
and finds opportunit ies to save 
m oney, im prove system 
perform ance and reliabilit y, or 
help close securit y gaps. Since 
2013, custom ers have viewed 
over 1.7 m illion best -pract ice 
recom m endat ions and realized 
over $300 m illion in est imated 
cost reduct ions. Public 

AWS Marketplace 

AWS Marketplace is an online 
store that helps customers find, 
buy, and im m ediately start using 
the software and services they 
need to build products and run 
their businesses. Public 

Microsoft Product Cat egor ies, Subcategor ies, and Service M ode ls 
Microsoft Product Deploym ent Model 

SaaS 

Αναλψτιχσ 
Microsoft Azure Core 
Services Public Cloud 

Dατα Αναλψτιχσ 
Microsoft Azure Core 
Services Public Cloud 

Βυσινεσσ Ιντελλιγενχε 
Office 365 Services Public Cloud 

Βυσινεσσ Χοντινυιτψ/Dισαστερ Ρεχοϖερψ 
Microsoft Azure Core 
Services Public Cloud 

Χλουδ ανδ Ινφραστρυχτυρε Μαναγεmεντ Τοολσ 
Microsoft Azure Core 
Services Public Cloud 

Χολλαβορατιον 
Office 365 Services Public Cloud 

Χυστοmερ Ρελατιονσηιπ Μαναγεmεντ 
CRM Online Public Cloud 

Dατα Μαναγεmεντ 
Microsoft Azure Core 
Services Public Cloud 

Ε−Dισχοϖερψ 
Office 365 Services Public Cloud 

Ελεχτρονιχ Ρεχορδσ Μαναγεmεντ 
Microsoft Azure Core 
Services Public Cloud 

Οφφιχε Προδυχτιϖιτψ 
Office 365 Services Public Cloud 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Μεσσαγε Φιλτερινγ 

Μεετινγ Πλαννινγ, ηοστινγ, χονφερενχινγ 

Μοβιλε Dατα Μαναγεmεντ 

Σεχυριτψ 

ΙααΣ 

Χοmπυτερ/Ινφραστρυχτυρε Σερϖιχεσ 

Οπερατινγ σψστεmσ 

Ηψπερϖισορσ 

Dισαστερ Ρεχοϖερψ 

Βυσινεσσ Χοντινυιτψ 

Ηιγη Αϖαιλαβιλιτψ / Φαιλοϖερ 

ΓΙΣ 

Στοραγε 

Φιλε 

Βλοχκ 

Οβϕεχτ 

Αρχηιϖε 

Χαχηε 

Χοντεντ Dελιϖερψ Νετωορκσ (ΧDΝ) 

Λιτιγατιον Ηολδ 

Νετωορκ 

ςιρτυαλ νετωορκ 

Λοαδ βαλανχερ 

DΝΣ 

Office 365 Services 

Office 365 Services 
Microsoft I ntune Online 
Services 
Microsoft I ntune Online 
Services 

Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 

Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 

Microsoft Azure Core 
Services 

Office 365 Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 
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State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Γατεωαψ (ε.γ. ςΠΝ ορ Αππλιχατιον) 

Φιρεωαλλ 

Τραφφιχ mαναγερ 

Dιρεχτ λινκ 

ΠΧ/Dεσκτοπ �ααΣ� 

Σεχυριτψ 

Ιδεντιτψ & Αχχεσσ Μαναγεmεντ 

Ενχρψπτιον 

Dατα Λοσσ Πρεϖεντιον (DΛΠ) 

Wεβ Σεχυριτψ 

Εmαιλ Σεχυριτψ 

Νετωορκ Σεχυριτψ 

Σεχυριτψ Ινφορmατιον ανδ Εϖεντ Μαναγεmεντ 

(ΣΙΕΜ) 

Ιντρυσιον Μαναγεmεντ 

DDΟΣ Μονιτορινγ / Μαναγεmεντ 

Μυλτι−φαχτορ Αυτηεντιχατιον 

ΠααΣ 

Αναλψτιχσ 

Ηαδοοπ 

Βυσινεσσ Ιντελλιγενχε 

Dατα Wαρεηουσε 

Microsoft Azure Core 
Services 

Microsoft Azure Core 
Services 

Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 

Exchange Online 
Microsoft Azure Core 
Services 

Exchange Online 
Microsoft Azure Core 
Services 

Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 

Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Dαταβασε 

Ρελατιοναλ 

ΝοΣΘΛ 

Dεϖελοπmεντ, Τεστινγ ανδ Dεπλοψmεντ 

Χονταινερσ 

Σερϖιχεσ ανδ ΑΠΙσ 

Μοβιλε 

Ιντερνετ οφ Τηινγσ 

Τοολσ 

Ρυντιmε ενϖιρονmεντσ 

Ελεχτρονιχ Ρεχορδσ Μαναγεmεντ 

Ε−Dισχοϖερψ 

ΓΙΣ 

Ιντεγρατιον (ιΠααΣ) 

Οπεν Σουρχε 

Οτηερ (ιδεντιφψ αδδιτιοναλ συβ−χατεγοριεσ 

ανδ/ορ δεσχριπτορσ) 

Proj ect Managem ent 

Business Flowchart ing and Diagram s 

Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 
Microsoft I ntune Online 
Services 
Microsoft Azure Core 
Services 
Microsoft Azure Core 
Services 

Microsoft Azure Core 
Services 

Office 365 Services 

Microsoft Azure Core 
Services 

Proj ect Professional for 
Office 365 
Visio Professional for Office 
365 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 

Public Cloud 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

8 .1 .4 As applicable to an Offeror ’s proposa l, Offe ror m ust descr ibe it s 
w illingness to com ply w ith, the requirem ents of At t achm ents C & D. 

I nsight Response: Per Insight ’s proposal, we are willing to provide Cloud Solut ions that com ply 
with the requirem ents of At tachm ents C and D. 

8 .1 .5 As applicable to an Offeror ’s proposa l, Offe ror m ust descr ibe how it s 
offer ings adhere to the serv ices, defin it ions, and deploym ent m odels ident if ied in 
the Scope of Services, in At tachm ent D. 

I n sight Response: Below Insight has highlighted how AWS and Microsoft ’s offerings adhere to 
the services, definit ions, and deploym ent m odels ident ifies in the Scope of Services in At tachm ent 
D. 

AW S: AWS provides NI ST com pliant cloud infrast ructure services. AWS’ com pliance is validated 
by two Agency Authority to Operate (ATOs) achieved based on test ing perform ed against the 
st r ingent set of FedRAMP requirem ents (NIST 800-53 Rev. 4 – Moderate baseline requirem ents, 
plus addit ional FedRAMP security cont rols) . They provide federal security personnel with their 
security docum entat ion as a m eans of verifying the security and com pliance of AWS in 
accordance with applicable NIST cont rols as defined by 800-53 rev4 and the DoD Cloud 
Com put ing Security Requirem ents Guide (SRG) . 

AWS NIST com pliant infrast ructure services follow the NIST definit ion of cloud com put ing and 
adheres to the five essent ial characterist ics of On-Dem and Self Service, Broad Network Access, 
Rapid Elast icit y, Resource Pooling and Measured Service. Details of each characterist ic are 
provided in Sect ion 8.1.2. 

Hybr id Model ( Ex tend I T Serv ices) 
A hybrid cloud environm ent allows organizat ions to address im m ediate IT needs though ut ilizing 
the benefit s of cloud com put ing, while also retaining on-prem ises infrast ructure. A hybrid m odel 
is a prudent approach to cloud adopt ion for organizat ions that require the im m ediate use of 
scalable cloud services, but are not ready to fully m igrate all applicat ion and workloads to the 
cloud. 

AWS provides the tools and solut ions to integrate exist ing on-prem ises resources with the AWS 
cloud. By using AWS to enhance and extend the capabilit ies, without giving up the investm ents 
that have already been m ade, Part icipat ing States and Ent it ies can accelerate their adopt ion of 
cloud com put ing. 

General Hybr id Cloud Requirem ents and I ssues: Som e of the com m on requirem ents and 
issues associated with hybrid cloud are: 

• On-dem and, scalable com pute resources. 
• Flexible, secure, and reliable network connect ivit y. 
• Autom ated backup and recovery. 
• A highly secure and cont rolled plat form , with a wide array of addit ional security features. 
• I ntegrated access cont rol. 
• Easy- to-use m anagem ent tools that integrate with on-prem ises m anagem ent resources. 

AW S Capabilit ies for Hybr id Cloud Solut ions: AWS provides all of t he capabilit ies required for 
a dynam ic, reliable, and secure hybrid cloud solut ion: 

• Extend Netw ork Configurat ion : Flexible network connect ivit y is a cornerstone of 
integrat ing dist r ibuted environm ents, including AWS and exist ing on-prem ises equipm ent . 
With Am azon VPC, users can extend their on-prem ises network configurat ion into virtual 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

private networks on the AWS cloud. AWS resources can operate as if they are part of the 
exist ing corporate network. Am azon VPC lets users provision a logically isolated sect ion of 
the AWS cloud where they can launch AWS resources in a virtual network that they define. 
Users have com plete cont rol over their virtual networking environm ent , including select ion 
of their own IP address range, creat ion of subnets, and configurat ion of route tables and 
network gateways. 

• I ntegrated Cloud Backups : AWS helps sim plify the backup and recovery environm ent 
for the enterprise. Users can leverage the on-dem and nature of the cloud and autom ate 
their backup and recovery processes so they are not only less com plex and lightweight , 
but also easy to m anage and m aintain. Storage services with AWS are designed to provide 
99.999999999% durabilit y, so users can feel confident their backups are protected. 

• I ntegrated Netw ork Connect i on : On-
prem ises connect ion with AWS is best The AW S Storage Gatew ay is a service 

connect ing an on-prem ises software accom plished with AWS Storage Gateway, a 
appliance with cloud-based storage to software appliance installed in the data center 
provide seamless and secure integrat ion with cloud-based storage to provide seam less 
between an organizat ion’s on-prem ises IT 

and secure integrat ion between an environm ent and AWS’s storage 
organizat ion’s exist ing I T environm ent and the infrast ructure. The service allows users to 
AWS storage infrast ructure. Using indust ry- securely store data in the AWS cloud for 
standard storage protocols, the service allows scalable and cost -effect ive storage. The 
users to store data in the AWS cloud for AWS Storage Gateway supports indust ry-
scalable and cost -effect ive storage. I t provides standard storage protocols that work with 

exist ing applicat ions. I t provides low-low- latency perform ance by m aintaining 
latency perform ance by m aintaining frequent ly accessed data on-prem ises while 
frequent ly accessed data on-prem ises securely storing all of the data encrypted in the 
while securely stor ing all of the data 

Am azon Sim ple Storage Service (Am azon S3) encrypted in Am azon Sim ple Storage 
or Am azon Glacier. Service (Am azon S3) or Am azon Glacier. 

• I ntegrated Resource Managem ent and W ork load M igrat ion : All AWS cloud services are 
driven by robust APIs that allow for a wide variety of m onitoring and m anagem ent tools that 
integrate easily with AWS cloud resources. I t ’s likely that m any of the tools an organizat ion is 
using to m anage its on-prem ises environm ents can be extended to include AWS as well. 
I ntegrat ing the AWS environm ent can provide a sim pler and quicker path for cloud adopt ion, 
because an operat ions team does not need to learn new tools or develop com pletely new 
processes. 
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Microsoft : 

I nfrast ructure - as- a- Service ( I aaS) 

Microsoft offerings for SaaS offers a variety of online services to address an agency’s m ost 
pressing needs: 

Microsoft Business Product ivit y Online Suite delivers a suite of services for hosted com m unicat ion 
and collaborat ion. Dedicated cloud offerings for U.S. governm ent organizat ions can deliver 
integrated com m unicat ions with high availability, com prehensive security, and sim plified IT 
m anagem ent . 

Deploying an applicat ion and m anaging an IaaS environm ent provides the m ost flexibilit y that 
Azure has to offer. With any deploym ent choice, there will be pros and cons that m ust be 
considered. The greatest benefit of an IaaS im plem entat ion is that it offers the greatest am ount 
of cont rol from the operat ing system to m anage access to the applicat ion. 

I aaS is m ost like t radit ional IT delivery. Custom ers provision their own virtual m achines, define 
their own networks, and allocate their own virtual hard disks. I aaS shift s the burden of operat ing 
datacenters, virtualizat ion hosts, and hypervisors. I n addit ion, the business cont inuity and 
disaster recovery infrast ructure is shifted from the enterprise to the service provider. 

Plat form - as- a- Serv ice ( PaaS ) 

Windows Azure delivers on-dem and com pute and storage to host , scale, and m anage web 
applicat ions through Microsoft data centers. 

With PaaS applicat ions, m any of the layers of m anagem ent are rem oved and m ore flexibilit y is 
provided than an applicat ion running on IaaS instances. Specifically, there is no need to m anage 
the operat ing system , including patching, which reduces som e of the com plexity of designing the 
deploym ent . 

A significant benefit of deploying an applicat ion running in a PaaS environm ent is the abilit y to 
quickly and autom at ically scale up the applicat ion to m eet the dem and when t raffic is high, and 
inversely scale down when the dem and is less. Deploying an applicat ion in the PaaS m odel is very 
cost effect ive from a scalabilit y and m anageabilit y perspect ive. 

PaaS extends I aaS further by providing m ult itenant services that custom ers subscribe to. 
Plat form services are a t ransform at ional com put ing m odel that can dram at ically reduce the costs 
and increase the agilit y of delivering applicat ions to end users internally and externally. PaaS 
users bring their own applicat ion code but leverage robust plat form s, which they do not need to 
m aintain. 

Softw are- as- a- Serv ice ( SaaS) 

Microsoft Exchange Online delivers em ail with protect ion, plus calendar and contacts. 

Microsoft SharePoint Online creates a highly secure, cent ral locat ion for collaborat ion, content , 
and workflow. 

Microsoft Office Skype for Business delivers hosted web conferencing. 

Microsoft Exchange Hosted Services are at tached services that include filtering, archiving, 
encrypt ion, and cont inuity. 
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Microsoft Dynam ics CRM Online, with m inim al configurat ion, offers const ituent relat ionship 
m anagem ent (CRM) and other extended CRM solut ions to help autom ate workflow and cent ralize 
inform at ion. 

Choosing an Azure SaaS offering provides the least am ount of responsibilit y on the custom er 's 
side. At the sam e t im e, it provides a lesser am ount of flexibilit y in com parison with an IaaS or 
PaaS approach. 

SaaS is the real prom ise of cloud com put ing. By integrat ing applicat ions from one or m ult iple 
vendors, custom ers need to bring only their data and configurat ions. They can elim inate the costs 
of building and m aintaining applicat ions and plat form services and st ill deliver the secure, robust 
solut ions to the end users. 

Many scenarios need to im plem ent a blend of Azure offerings to m eet the needs of their 
organizat ion and applicat ion requirem ents. 

Private Cloud: A private cloud delivers cloud services on resources dedicated to clients, either 
on-prem ises, such as within their own data center, or in a partner’s host ing facilit y. 

Cont rol and custom izat ion. Dedicated resources offer m ore cont rol over the level of security, 
privacy, custom izat ion, and governance of the software and services than does a public cloud. 

Governm ent Com m unity Cloud: Data segregat ion for Governm ent Com m unity Cloud, when 
provisioned as part of Office 365 Governm ent , t he following services are offered in accordance 
with the Nat ional I nst itute of Standards and Technology (NIST) Special Publicat ion 800-145: 

• Exchange Online 
• Exchange Online Archiving 
• SharePoint Online ( includes Project Online, Access Online and Office Delve) 
• Skype for Business Online 

Microsoft refers to this offer as the Governm ent Com m unity Cloud. 

I n addit ion to the logical separat ion of custom er content at the applicat ion layer, each of these 
Office 365 services provides an organizat ion with a secondary layer of physical segregat ion for 
custom er content by using infrast ructure that is separate from the infrast ructure used for 
com m ercial Office 365 custom ers, including by using Azure services in Azure’s Governm ent 
Cloud. 

Public Cloud: Microsoft Azure public cloud is a growing collect ion of integrated cloud services, 
analyt ics, com put ing, database, m obile, networking, storage, and web. 

Hybr id Cloud: Microsoft Azure supports Hybrid cloud and it com bines on-prem ises host ing with 
applicat ions on dem and. Im plem enters use it to build solut ions that keep federal agency data 
behind their firewall but that also allow access to com put ing, storage, and applicat ion services via 
the cloud 
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I nsight RFP Response 
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8 .2 ( E) SUBCONTRACTORS 

8 .2 .1 Offerors m ust expla in w hether t hey intend to prov ide a ll cloud solut ions 
direct ly or throu gh t he use of S ubcont ractors. H igher point s m ay be earned by 
providing a ll services direct ly or by prov idi ng deta ils of h ighly qua lif ied 
Subcont ractors; low er scores m ay be earned for fa ilure to prov ide deta iled plans 
for prov iding services or fa ilure to prov ide deta il reg arding specif ic 
Subcont ractors. Any Subcont ractor that an Offe ror chooses to use in fu lf il ling t he 
requirem ents of t he RFP m ust a lso m eet a ll Adm in ist rat ive, Business and 
Technica l Requirem ents of the RFP, as applicable to the Solut ions p rovided. 
Subcont ractor s do not need to com ply w ith Sect ion 6 .3 . 

I nsight Response: I nsight intends to provide cloud solut ions through a com binat ion of direct ly 
delivered services via I nsight resources and through the use of Subcont ractors. 

8 .2 .2 Offeror m ust descr ibe the ex tent to w hich it int end s to use subcont ractors 
to per form cont ract requirem ents. I nclude each posit ion providing serv ice and 
provide a deta iled descr ipt ion of how the subcont ractors are ant icipated to be 
involved under the Master Agreem ent . 

I nsight Response: I nsight is partnering with Am azon Web Services and Microsoft t o provide the 
cloud solut ions. 

I nsight is partnering with REAN Cloud to provide services in support of the AWS cloud 
infrast ructure. REAN will be engaged to provide the following services if requested by the 
Part icipat ing Ent it y. 

Strategy Phase - SaaS Asse ssm e nt Phase - Saa S 
Operat ions Phase -

SaaS 

DevOps Phase -

PaaS 

ROI & Business Case 

Just ificat ion (Act ivit y) 

AWS Calculator (Task) 

Cloud 

Rat ionalizat ion/ Adopt ion 

st rategy 

DR & Business cont inuity 

planning 

DevOps St rategy 

Account Managem ent 

Governance & Com pliance 

Cloud Architecture 

Securit y & Risk Assessm ent 

Migrat ion and 

I m plem entat ion Phase 

Secure I nfrast ruct ure Setup 

Lift & Shift Migrat ion 

(CloudEndure) 

DevOps based m igrat ion 

Managed Services 

(MGS) 

Billing as Service 

(BaaS) 

AWS I nfrast ruct ure 

( I aaS) 

I nfrast ruct ure 

Autom at ion 

Applicat ion 

Reengineering 

Nat ive AWS 

Applicat ion 

Developm ent 

REAN has a r ich talent of engineers who cover broad range of skills from Software Developm ent , 
Network and Security Architecture, AWS and DevOps Architecture. 

Below is a breakdown of REAN Em ployee profile: 

 Total Num ber of Em ployees – 85 (US – 55, I ndia 30) 

 Engineers/ Technical team – 73 

o Architects - 19 
o AWS and DevOps Engineers – 46 
o PM/ Scrum Masters/ Technical Writers – 8 
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8 .2 .3 I f t he subcont ractor is know n, provide t he qua lif icat ions of t he 
subcont ractor to prov ide the serv ices; if not , descr ibe how you w ill guarantee 
select ion of a subcont ractor that m eets t he exper ience requirem ent s of the RFP. 
I nclude a descr ipt ion of how the Offe ror w ill ensure t hat a ll subcont ractors and 
their em ployees w ill m eet a ll Statem ent of W ork requirem ents. 

I nsight Response: 

REAN since it s incept ion in 2013 has been working with SME’s and Enterprises alike leveraging 
the AWS Cloud technology focusing especially on regulated m arkets including Financial Services 
and Healthcare indust r ies. 

REAN has quickly grown ( in less than 2 years) t o an AWS APN Prem ier Consult ing Partner and a 
leading provider of end- to-end Cloud IT Solut ions ranging from business case just ificat ion, ROI 
analysis, m igrat ion serv ices, nat ive cloud im plem entat ions to 24x7 m anaged services. REAN 
specializes in support ing highly regulated indust r ies including solut ions for the following vert icals: 
Financial Services, Healthcare/ Life Sciences, Educat ion, and Governm ent . REAN Cloud is a 
cloud-nat ive firm with deep experience support ing legacy enterprise IT infrast ructures and 
applicat ions. REAN Cloud provides Consult ing Services around St rategy, System s Architecture, 
Cloud Migrat ion, Custom Cloud-Based Solut ions, DevOps and Managed Services (MGS) . REAN 
Cloud offers a Secure Managed Services fram ework, which handles end-user requirem ents in the 
AWS Shared Responsibilit y Model. 

Over the course of the 2+ years, REAN has not only becom e an AWS Prem ier Consult ing Partner 
but also gained few sought after AWS-designated com petencies in DevOps and Life Sciences. 
REAN has also been awarded one of the AWS prest igious Learn and be Curious awards 
highlight ing their prowess in adapt ing to the changing technology t rends and growing their 
em ployees to 100+ highly skilled and talented team s in a short period. 

One of their key different iators is their experience in im plem ent ing com plex and highly scalable 
cloud architectures creat ing secure, com pliant operat ions in highly regulated indust r ies. 

REAN m anagem ent t eam com es with an enterprise background across a wide range of indust ry 
vert icals including form er AWS em ployees, Governm ent , Life Sciences, Telecom , ISV’s, Financial 
Services and Big5 Consult ing. Following is a quick snapshot of REAN Managem ent team . 

• Sri Vasireddy, Managing Partner, REAN, was the first public sector solut ions architect for AWS. 
In this capacity, he has helped the first AWS public sector custom ers such as Recovery.gov and 
Treasury.gov go through their FISMA and FedRAMP program s, which has paved the path for 
m any governm ent and enterprise custom ers to m eet their com pliance needs on AWS. Prior to 
j oining AWS, Sri has supported Centers for Medicare/ Medicaid, Defense Inform at ion System s 
Agency and General Services Adm inist rat ion on their cloud security program s. 

• Sekhar Puli , Managing Partner, responsible for leading Sales, Market ing and Global 
Operat ions, is a seasoned business leader with 20+ years of experience, operat ing across 
m ult iple cultures and geographically dispersed team s in Europe, Aust ralia and Asia; driving 
coordinat ion and alignm ent between global team s to deliver business success. Sekhar has 
effect ively built Consult ing Pract ices as well as m anaged and delivered Enterprise class solut ions 
during his 20+ years’ career spanning Financial, I nform at ion Technology, Healthcare, Non-Profit 
and Telecom dom ains. Most recent ly Sekhar was with Am docs for 10+ years holding several 
senior execut ive level posit ions m anaging P&L’s of $150M+ . 
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• Sean Finnerty , Execut ive Director of Life Sciences and Com pliance, led the cloud and security 
init iat ives at Merck. Sean brings an im m ense knowledge in the com pliance and validat ion arena 
that are unique to life sciences indust ry such as CFR 11 and GXP. 

• Ben But le r serves as the Vice President of Business Developm ent and Solut ions Architecture 
for REAN Cloud and has a passion for helping organizat ions of all sizes drive innovat ion into 
their products and processes by enabling custom ers to take advantage of the cloud through 
REAN's professional and m anaged services. Pr ior to REAN, Ben But ler was the Global Senior 
Market ing Manager for Big Data and High Perform ance Com put ing solut ions at AWS, executed 
on the Am azon st rategy of building broad use of cloud com put ing for big data and HPC 
workloads through speaking events, custom er and partner engagem ents, m arket ing 
cam paigns, and sales enablem ent tools. Ben also was a Senior Solut ions Architect in the World 
Wide Public Sector team support ing custom ers with big data projects such as the NI H, SEC, 
FINRA, and the Departm ent of Health and Hum an Services, winning Solut ion Architect of the 
Year for Worldwide Public Sector in 2012. 
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8 .3 ( E) W ORKI NG W I TH PURCHASI NG ENTI TI ES 

8 .3 .1 Offeror m ust descr ibe how it w ill w ork w ith P urchasing Ent it ies before, dur ing, 
and a fter a Data Breach, as def ined in the At tachm ents and Exhibit s . I nclude 
inform at ion such as: 

• Personnel w ho w ill be involved at var ious stages , include deta il on how the 
Cont ract Manager in Sect ion 7 w ill be involved; 

• Response t im es; 
• Processes and t im elines; 
• Methods of com m unicat ion and assist ance; and 
• Other inform at ion v it a l to understanding t he serv ice you provide. 

I nsight Response: I nsight has provided detail on how our CSP partners will work with 
Purchasing Ent it ies before, during, and after a data breach. 

AW S: AWS has im plemented a form al, docum ented incident response policy and program . The 
policy addresses purpose, scope, roles, responsibilit ies, and m anagem ent com m itm ent and has 
been developed in alignm ent with the ISO 27001 standards to ensure system ut ilit ies are 
appropriately rest r icted and m onitored. Below is an out line of the three-phased approach AWS 
has im plem ented to m anage incidents: 

1) Act ivat ion and Not ificat ion Phase: I ncidents for AWS begin with the detect ion of an event . This 
can com e from several sources including: 

a) Met rics and alarm s - AWS m aintains an except ional situat ional awareness capabilit y, m ost 
issues are rapidly detected from 24x7x365 m onitoring and alarm ing of real t im e m et rics 
and service dashboards. The m aj orit y of incidents are detected in this m anner. AWS 
ut ilizes early indicator alarm s to proact ively ident ify issues that m ay ult im ately im pact 
Custom ers. 

b) Trouble t icket entered by an AWS em ployee 
c) Calls to the 24X7X365 technical support hot line. I f the event m eets incident criteria, then 

the relevant on -call support engineer will start an engagem ent ut ilizing the AWS Event 
Managem ent Tool system to start the engagem ent and page relevant program resolvers 
(e.g. Security team ) . The resolvers will perform an analysis of the incident to determ ine if 
addit ional resolvers should be engaged and to determ ine the approxim ate root cause. 

2) Recovery Phase - the relevant resolvers will perform break fix to address the incident . Once 
t roubleshoot ing, break fix and affected com ponents are addressed, the call leader will assign 
next steps in term s of follow -up docum entat ion and follow - up act ions and end the call 
engagem ent . 

3) Reconst itut ion Phase - Once the relevant fix act ivit ies are com plete the call leader will declare 
that the recovery phase is com plete. Post m ortem and deep root cause analysis of the 
incident will be assigned to the relevant team . The results of the post m ortem will be 
reviewed by relevant senior m anagem ent and relevant act ions such as design changes etc. 
will be captured in a Correct ion of Errors (COE) docum ent and t racked to com plet ion. 

I n addit ion to the internal com m unicat ion m echanism s detailed above, AWS has also 
im plem ented various m ethods of external com m unicat ion to support it s custom er base and 
com m unity. Mechanisms are in place to allow the custom er support team to be not ified of 
operat ional issues that im pact the custom er experience. A "Service Health Dashboard" is 
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available and m aintained by the custom er support t eam to alert custom ers to any issues that 
m ay be of broad im pact . 

The AWS incident m anagem ent program is 
reviewed by independent external auditors 
during audits for their SOC, PCI DSS, ISO 
27001 and FedRAMP com pliance. 
Addit ionally, the AWS incident response 
playbooks are m aintained and updated to 
reflect em erging r isks and lessons learned 
from past incidents. Plans are tested and 
updated through the due course of 
business (at least m onthly) . 

Microsoft : As the provider of the Cloud 
services that m ake up this solut ion, and 
operator of the datacenters that provide Figure 1 3 : AW S Online Service Health Dashboard 

those services, Microsoft responds to data 
breaches, and provides resolut ion direct ly to their subscribers.\ I nsight is not involved, except in 
an advisory role. Microsoft describes how such events are m anaged on it s Trust Center websites 
for Azure and Office 365. This m ay change from t im e to t im e as Microsoft refines it s processes 
and service levels. 

8 .3 .2 Offeror m ust descr ibe how it w ill not e ngage in nor perm it it s agents to 
push adw are, softw are, or m arket ing not explicit ly author ized by the 
Part icipat ing Ent it y or the Master Agreem ent . 

I nsight Response: This requirem ent is not applicable to I nsight as a Value Added Reseller. 
Provided below is how AWS addresses this requirem ent . 

AW S: AWS services are provisioned on-dem and by the custom er; this is the passive nature of 
I aaS. The custom er cont rols how it uses it s account and what content m oves onto and off of it s 
account . AWS SOC reports (available under AWS NDA) provide addit ional details on the specific 
cont rol act ivit ies executed by AWS to prevent unauthorized access to AWS resources. 

8 .3 .3 Offeror m ust descr ibe w hether it s applicat ion - host ing environm ents 
support a user test / staging environm ent t hat is ident ica l to product ion. 

Microsoft : Offeror’s subcont ractor, Microsoft , current ly, as of the date of the Proposal, has a 
m echanism by which 30-day Trial subscript ions m ay be ordered for som e, but not all, of the cloud 
services offered hereunder. Microsoft will provide addit ional inform at ion about this upon request 
of Lead State, Part icipat ing States, or any Purchasing Ent ity. 

AW S: Part icipat ing States or Ent it ies can get started quickly, with processes that are easy to 
repeat , through the abilit y to create a custom Am azon Machine Im age (AMI ) in Am azon Web 
Services. This m akes sure that every developer and tester can be working with the sam e 
configurat ion. I n addit ion, they can use AWS CloudForm er to take an im age of the ent ire cloud 
infrast ructure and create a tem plate so they can start up exact replicas of that infrast ructure for 
developm ent and test . 
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8 .3 .4 Offeror m ust descr ibe w hether or not it s com puter applicat ions and W eb 
sites are be accessible to people w ith disabilit ies, and m ust co m ply w ith 
Part icipat ing ent it y accessibilit y policies and the Am er icans w it h D isabilit y Act , 
as applicable. 

I nsight Response: This requirem ent is not applicable to I nsight because the com puter 
applicat ions that the Part icipat ing State or Ent it y will access for adm inist rat ion of the solut ion is 
done via the CSP’s website. 

Microsoft : Offeror ’s subcont ractor, Microsoft , com plies with all laws applicable to it as I T service 
provider, but not laws applicable to a Purchasing Ent it y’s own operat ions. Microsoft ’s research 
indicates that m ost if not all State accessibilit y laws (and the Federal ADA) applies to their 
custom ers (and not t o Microsoft , as service provider) , so Offeror respect fully takes except ion with 
this clause, as writ ten. Microsoft support s the governm ent ’s obligat ion to provide accessible 
technologies to it s cit izens with disabilit ies as required by Sect ion 508 of the Rehabilitat ion Act of 
1973, and it s state law counterparts ( including applicable California provisions) . Offeror 
encourages Purchasing Ent it ies to j udiciously com pare product accessibilit y perform ance. The 
Voluntary Product Accessibilit y Tem plates ( “VPATs” ) for the Microsoft technologies used in 
providing the online services can be found at Microsoft ’s VPAT page. 

AW S: AWS provides API -based cloud com put ing services with m ult iple interfaces to those 
services, including SDKs, IDE Toolkits, and Com m and Line Tools for developing and m anaging 
AWS resources. I n addit ion, AWS provides two graphical user interfaces,the AWS Managem ent 
Console and the AWS Elast icWolf Client Console. The AWS Elast icWolf Client Console has 
incorporated Sect ion 508 requirem ents and AWS has prepared a Voluntary Product Accessibilit y 
Tem plate (VPAT) for the Console, which out lines the Console’s accessibilit y features. AWS offers 
the Voluntary Product Accessibilit y Tem plate (VPAT) upon request . 

8 .3 .5 Offeror m ust descr ibe w hether or not it s applicat ions and content 
delivered through W eb brow sers are be accessible using current re leased 
versions of m ult iple brow ser plat form s ( such as I nternet Explorer , Firefox , 
Chrom e, and Safar i) a t m in im um . 

I nsight Response: This requirem ent is not applicable to I nsight because the com puter 
applicat ions that the Part icipat ing State or Ent it y will access for adm inist rat ion of the solut ion is 
done via the CSP’s website. 

Microsoft : For each of the Microsoft cloud serv ices offered by Insight , to the extent the services 
deliver content through Web browsers, our subcont ractor Microsoft , generally endeavors to 
ensure com pat ibilit y with the latest versions of the m ost popular browsers including Internet 
Explorer, Firefox, Chrom e and Safari. As of the date of I nsight ’s Proposal, each of these are 
supported. However, I nsight respect fully declines to com m it to any requirem ent that would 
const rain Microsoft ’s abilit y to evolve it s services to m eet m arket needs. Over the 10 year t erm 
of the Master Agreem ent , it is likely that browser technology will change, and Microsoft will m ake 
decisions ( independent of cont ractual com m itments) as to how it will support future versions of 
these browsers. I nsight addresses this in the except ions to the cont ract term s and condit ions. 

AW S: An end custom er can access the AWS console via all current releases of browsers so long 
as that is how Insight m akes the console available to the end user. 
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8 .3 .6 Offeror m ust descr ibe how it w ill, pr ior to the execut ion of a Service Level 
Agreem ent , m eet w it h the Purchasing Ent it y and cooperate and hold a m eet ing 
to determ ine w hether any sensit ive or persona l inform at ion w ill be stored or 
used by the Offeror t hat is subject to any law , rule or regulat ion providing for 
specif ic com pliance obligat ions. 

I nsight Response: Microsoft and AWS are the providers of the Cloud services that m ake up this 
solut ion, and while they do provide inform at ion on how its custom ers’ inform at ion is stored, 
m oved and kept secure, they do not hold m eet ings with custom ers for t his purpose. I nsight will 
be happy to hold a m eet ing to discuss how Microsoft and AWS will m anage the Purchasing State 
or Ent it y’s inform at ion, but we do not store, m igrate, or use this inform at ion ourselves. 

8 .3 .7 Offeror m ust descr ibe any project schedule plans or w ork plans that 
Offerors use in im plem ent ing t he ir Solut ions w it h custom ers. Offerors should 
include t im elines for deve loping, test ing and im plem ent ing Solut ions for 
custom ers. 

I nsight Response: When Insight service resources are involved in the im plem entat ion of the 
cloud solut ion, our t eam of cert ified professionals adhere to the following proj ect delivery 
m ethodology. 

Assessm ent 
• Current State 
• Opt im izat ion recom m endat ions 
• AD Readiness 
• Topology and Dist r ibut ion 
• Client Configurat ion 
• Applicat ion dependencies 

Design 
• Change Managem ent and Planning 
• HA / DR 
• Security Delegat ion 
• Provisioning 
• Client Access Architecture 
• Coexistence 

Build and Test 
• Autom at ion for efficiency and uniform ity of builds 
• Unit Tests: validate perform ance and capacity est im ates 
• I ntegrat ion Tests: Validate configurat ion 

Pilot 
• User Acceptance Test ing 
• Validate processes 

Product ion 
• Proj ect Coordinat ion 
• Field presence 
• Onsite services 
• Desk side 
• Help Desk 

Operate 
• Standard Operat ing Procedures 
• Maintenance 
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• Monitoring 
• Knowledge t ransfer 

8 .4 ( E) CUSTOMER SERVI CE 

8 .4 .1 Offeror m ust descr ibe how it ensure excellent custom er serv ice is provided 
to Purchasing Ent it ies . I nclude: 

• Qualit y assurance m easures 
• Esca lat ion plan for addressing problem s and/ or com pla int s; and 
• Serv ice Leve l Agreem ent ( SLA) 

I nsight Response: During the cont ract t ransit ion/ im plem entat ion phase, I nsight will work with 
the NASPO ValuePoint organizat ion and the State of Utah, the Lead State, t o define an escalat ion 
process, including escalat ion paths, and related com m unicat ions plan as they pertain to the term s 
and condit ions of the Master Agreem ent . Upon the signature of every new Part icipat ing 
Addendum with Part icipat ing Ent it ies, I nsight will work with the individual Ent it y to define an 
escalat ion process, including escalat ion paths, and related com m unicat ions plan as they pertains 
to the term s and condit ions of the Part icipat ing Addendum . 

Insight has provided an overview of our standard escalat ion processes and m ethodologies below. 

Esca lat ion Process: I nsight ’s escalat ion process incorporates personnel from all areas of our 
business. Our goal in doing business with Part icipat ing Ent it ies is to see that all their business 
requirem ents are being addressed across their organizat ion. I nsight is flexible in working with our 
clients to create program s that elim inate concerns regarding the Insight -NASPO VP Cloud 
Solut ions partnership. We work diligent ly to m inim ize any issues that m ay arise to ensure we 
m eet our service level goals. Service level issues are addressed prom pt ly through our escalat ion 
path and issue resolut ion process. I nsight will work with NASPO ValuePoint , the State of Utah, 
and Part icipat ing Ent it ies to define and im plem ent m utually agreed upon issue escalat ion and 
resolut ion procedures and processes based on the business awarded from this RFP init iat ive. 

Esca lat ion Path: The following escalat ion path has been established should a Part icipat ing Ent it y 
experience a lack of expected service. NASPO ValuePoint is encouraged to contact Pam Pot ter, 
Cont ract Manager, so the proper resolut ion can be achieved in a t im ely m anner. I ssues that are 
not resolved in a suitable t im efram e will be escalated to the appropriate Insight Managem ent 
team and a resolut ion plan with t im etables and m easurable im provem ent targets will be created 
as needed. I nsight ’s Sales Operat ions Managem ent team t racks client concerns regarding Insight 
Account Team personnel. I nsight ’s Sales Operat ions Managers conduct regular m eet ings to 
discuss and resolve serious topics related to team personnel, client issues, et c. 

I ssue Resolut ion Process: I nsight has im plem ented a client service init iat ive that is m onitored 
by our Sales Operat ions Managem ent Team and other internal Operat ions departm ents to 
collaborate and quickly and effect ively correct any issues that m ay arise and ensure ongoing 
client sat isfact ion. Departm ents within I nsight cont inuously m easure crit ical custom er service 
factors and recognize individuals and team s based on st r ingent qualit y and client service 
m easurem ents. All issues are t racked and discussed during regularly scheduled m eet ings to 
m inim ize repeat occurrences. I n the event SLAs are m issed, I nsight will perform a root cause 
analysis and inst itute a correct ive act ion plan to rect ify the issue including but not lim ited to the 
following processes: 

( i) I nvest igate and report on the causes of the problem , including perform ing a root cause 
analysis of the problem 

March 10, 2016 Request for Proposal Response # CH16012 6-72 



   
   

     
  

 

 

         

               
  

              
 

            
 

         
             
            

              
           

             
   

 
              

             
            

             
               

                  
               

 
             

 

             
         

               
                

               
         

 

              
                

              
            

            
               
   

 

           

             
              
            

     

               
   

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

( ii) Advise our clients of the status of rem edial effort s being undertaken with respect to 
such problem 
( iii) Minim ize the im pact of and correct the problem and begin m eet ing the Perform ance 
Standard 
( iv) Take appropriate prevent ive m easures so that the problem does not recur 

Problem Prevent ion: I nsight recom m ends establishing a standard agenda-driven recurring 
m eet ing at a pre-determ ined t im e ( i.e., weekly, bi-weekly, or m onthly) between the Insight 
Account team and the day- to-day NASPO ValuePoint / State of Utah stakeholders. This m eet ing 
will cover all on-going act ivit ies around Cloud Solut ions, open or upcom ing projects, and our 
perform ance and product standards. I nsight also recom m ends establishing a Quarterly Business 
review calendar t o review act ivit ies with the extended Insight and NASPO ValuePoint / State of 
Utah m anagem ent team s. 

Serv ice Leve l Agreem ents: Due to the vast scope of offerings potent ially available through the 
NASPO ValuePoint Cloud Solut ions, there are m any SLAs available depending upon the solut ion 
chosen by the Part icipat ing Ent it y. I nsight understands the im portance of establishing and 
m aintaining SLA object ives. During the signing of the Part icipat ing Addendum and init ial planning 
phase of the cont ract , our Cont ract Manager and the Ent it y will define the perform ance standards 
that will be required in order to provide the services cont racted to deliver. Our t eam will rem ain 
dedicated to ensuring we m aintain any and all established SLA object ives. 

8 .4 .2 Offe r or m ust descr ibe it s a bilit y to com ply w ith the follow ing custom er service 
requirem ents: 

a. You m ust have one lead representat ive for each ent it y that executes a 
Part icipat ing Addendum . Contact in form at ion shall be kept cur rent . 

I nsight Response: I nsight will be able to fully m eet this requirem ent . When any end user 
becom es an IPS client , the Part icipat ing State or Ent it y is assigned a dedicated account t eam to 
m anage its technology needs. This team approach ensures that som eone who is fam iliar with the 
account is always available for personalized at tent ion and service. 

IPS account team s consist of highly tenured and technically proficient people, dedicated to the 
m arkets they serve. As a Part icipat ing State or Ent it y’s t rusted advisor, I PS will work closely with 
Part icipat ing Ent it ies in the field to exam ine the issues face to face. I nsight ’s account 
m anagem ent m odel integrates an expansive network of field sales representat ives with inside 
sales personnel in st rategically located operat ions centers around the count ry. Our account 
team ing approach ensures our clients have the support of the experts they need for hardware, 
software and services. 

Out lined below are support opt ions offered by I nsight ’s CSP partners. 

Microsoft : Microsoft offers Microsoft Azure Prem ier Support in m arkets where Microsoft Azure is 
supported. Som e specific services m ay not be covered in all regions imm ediately after General 
Availabilit y (GA) . Unlim ited 24x7 technical support , Unlim ited 24x7 billing & subscript ion support , 
Escalat ion m anagem ent , m inim um response t im es. 

Another opt ion for custom ers to consider is Azure Rapid Response in addit ion to the Azure 
Prem ier Support Cont ract . 

March 10, 2016 Request for Proposal Response # CH16012 6-73 



   
   

     
  

 

 

         

             
            

     

               
            

             
            

             
             

 

            
                

                 
                

           
 

               
               

            
               

             
         

              
          

 
           

            
            
         

           

          

            
            
         

          

 
     

 
              

              
       

            
        

             
         

        

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Business applicat ions and plat form s which leverage public cloud services require around the clock 
availabilit y, light ing fast user response, and resiliency to handle unforeseen events. Microsoft 
Cloud includes these capabilit ies today. 

AW S: Partnering with I nsight for a Part icipat ing State or Ent it y’s AWS solut ions gives access to 
AWS Support , a one-on-one, fast - response support channel that is staffed 24x7x365 with 
experienced technical support engineers. The service helps custom ers of all sizes and technical 
abilit ies to successfully ut ilize the products and features provided by AWS. 

b. Custom er Service Representat ive( s) m ust be a vailable by phone or em ail a t a 
m in im um , from 7 AM to 6 PM on Monday through Sunday for the applicable t im e 
zones. 

I nsight Response: Custom er Service Representat ives will be available by phone, em ail, and 
web during the m inim um m andated days and t im e listed in the RFP. Our nat ional sales presence 
allows Insight to provide support t o our custom ers from 5AM – 8PM. However, due to the crit ical 
nature of som e solut ions, I nsight will ident ify support who will be available 24/ 7 for em ergencies. 

c. Custom er Service Re presentat ive w ill respond to inqu ir ies w ith in one business 
day. 

I nsight Response: We answer 90% of calls within 60 seconds, respond to em ail and voicem ail 
within 2 business hours, and respond to 90% of quotes or answer quest ions for standard 
products within 4 business hours. The dedicated Part icipat ing State/ Insight Account Team will 
address each inquiry on a case-by-case basis and engage the appropriate resources to assist in 
t im ely responses. Resources that m ay be engaged include our Field Services group, our 
Technology Pract ices experts, on-site m anufacturers’ representat ives, and/ or sales m anagem ent 
and execut ive m anagem ent . I nsight ’s goal is to ensure that all Part icipat ing Ent it ies’ inquiries and 
business requirem ents are m et t o the sat isfact ion of the Ent it y. 

d. You m ust provide design services for the applicable categor ies. 

I nsight Response: I nsight also offers addit ional services to provide a turn-key on-boarding 
experience m igrat ing inform at ion, data, and workloads into the cloud. I nsight offers envisioning 
workshops, pre-sales assessm ents, on-boarding, project planning and project m anagem ent , 
pilot / POC engagem ents coupled with m igrat ion, integrat ion, and greenfield deploym ent services. 

e. You m ust provide I nsta lla t ion Services for the applicable catego r ies. 

I nsight Response: I nsight also offers addit ional services to provide a turn-key on-boarding 
experience m igrat ing inform at ion, data, and workloads into the cloud. I nsight offers envisioning 
workshops, pre-sales assessm ents, on-boarding, project planning and project m anagem ent , 
pilot / POC engagem ents coupled with m igrat ion, integrat ion, and greenfield deploym ent services. 

8 .5 ( E) SECURI TY OF I NFORMATI ON 

8 .5 .1 Offeror m ust descr ibe the m easures it take s to protect data. I nclude a 
descr ipt ion of the m et hod by w hich you w ill hold, protect , and dispose of data 
follow ing com plet ion of any cont ract services . 

I nsight Response: I nsight has provided responses describing the m easures our CSP partners 
and services partner take to protect data. 

AW S: I t is im portant that custom ers understand som e im portant basics regarding data ownership 
and m anagem ent in the cloud shared responsibilit y m odel: 

1. Custom ers cont inue to own their data. 
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2. Custom ers choose the geographic locat ion(s) in which to store their data—it does not 
m ove unless the custom er decides to m ove it . 

3. Custom ers can download or delete their data whenever they like. 
4. Custom ers should consider the sensit ivit y of their data, and decide if and how to 

encrypt the data while it is in t ransit and at rest . 

AWS provides custom ers with the abilit y to delete their data. However, AWS custom ers retain 
cont rol and ownership of their data, and it is the custom er 's responsibilit y to m anage their data. 

Data Recovery/ Transfer 
AWS allows custom ers to m ove data as needed on and off AWS storage using the public 
I nternet or AWS Direct Connect (which lets custom ers establish a dedicated network 
connect ion between their network and AWS) . 

AWS Im port / Export accelerates m oving large am ounts of data into and out of AWS using 
portable storage devices for t ransport . AWS t ransfers custom er data direct ly onto and off 
of storage devices using Am azon’s high-speed internal network and bypassing the 
Internet . For significant data sets, AWS Im port / Export is often faster than Internet 
t ransfer and m ore cost effect ive than custom ers upgrading their connect ivit y. With 
Im port / Export encrypt ion is m andatory, and AWS will encrypt custom er data using the 
password they specified and t ransfer it onto the device 

Delet ing Data 
Custom ers can use Mult i-Object Delete to delete large num bers of obj ects from Am azon 
S3. This feature allows custom ers to send m ult iple object keys in a single request to speed 
up their deletes. Am azon does not charge custom ers for using Mult i-Object Delete. 

Custom ers can use the Object Expirat ion feature to rem ove obj ects from their buckets 
after a specified num ber of days. With Object Expirat ion custom ers can define the 
expirat ion rules for a set of objects in their bucket through the Lifecycle Configurat ion 
policy that they apply to the bucket . Each Object Expirat ion rule allows custom ers to 
specify a prefix and an expirat ion period. 

Archiv ing Data 
With Am azon S3’s lifecycle policies, custom ers can configure their objects to be archived 
to Am azon Glacier or deleted after a specific per iod of t im e. Custom ers can use this policy-
driven autom at ion to quickly and easily reduce storage costs as well as save t im e. I n each 
rule custom ers can specify a prefix, a t im e period, a t ransit ion to Am azon Glacier, and/ or 
an expirat ion. For exam ple, custom ers could create a rule that archives all objects with 
the com m on prefix “ logs/ ” 30 days from creat ion, and expires these obj ects after 365 
days from creat ion. Custom ers can also create a separate rule that only expires all objects 
with the prefix “backups/ ” 90 days from creat ion. Lifecycle policies apply to both exist ing 
and new S3 objects, ensuring that custom ers can opt im ize storage and m axim ize cost 
savings for all current data and any new data placed in S3 without t im e-consum ing 
m anual data review and m igrat ion. 

AW S Storage Device Decom m issioning 
When a storage device has reached the end of it s useful life, AWS procedures include a 
decom m issioning process that is designed to prevent custom er data from being exposed 
to unauthorized individuals. AWS uses the techniques detailed in DoD 5220.22-M 
( “Nat ional I ndust r ial Security Program Operat ing Manual “ ) or NIST 800-88 ( “Guidelines 
for Media Sanit izat ion” ) to dest roy data as part of the decom m issioning process. All 
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decom m issioned m agnet ic storage devices are degaussed and physically dest royed in 
accordance with indust ry-standard pract ices. 

REAN Cloud : 

REAN Secure Virtual Private Cloud (S-VPC) on AWS 
REAN has devised a secure virtual private cloud (S-VPC) fram ework that provides assurance of 
inform at ion protect ion with addit ional security cont rols to ensure the confident ialit y, integrit y and 
availabilit y of inform at ion. 

REAN S-VPC provides dist inct ive data protect ion for inform at ion stored on elast ic block store 
volum es using encrypt ion with key m anagem ent system that enables policy based rest r ict ions to 
determ ine where and when encrypted data can be accessed. 

I n addit ion, server validat ion applies ident it y and integrity rules when servers request access to 
secure storage volum es. This solut ion ensures that encrypt ion keys are delivered to valid devices 
without the need to deploy an ent ire file system and m anagem ent infrast ructure. This solut ion 
protects sensit ive inform at ion from theft , unauthorized exposure, or unapproved geographic 
m igrat ion to other data centers. 

Microsoft : Microsoft believes that their custom ers should cont rol their own data whether stored 
on their prem ises or in a cloud service. Accordingly, they will not disclose Custom er Data to a 
third party ( including law enforcem ent , other governm ent ent it ies or civil lit igants) except as their 
custom ers direct them or as required by law. 

Should a third party contact them with a dem and for Custom er Data, they will at tem pt to redirect 
the third party to request it direct ly from their custom ers. As part of that , they m ay provide 
custom ers’ basic contact inform at ion to the third party. They require a court order or warrant 
before they will consider disclosing content to law enforcem ent . I f com pelled to disclose Custom er 
Data to a third party, they will prom pt ly not ify the custom er and provide a copy of the dem and to 
them , unless legally prohibited from doing so. 

Microsoft also publishes a Law Enforcem ent Requests Report that provides insight into the scope 
and num ber of requests. 

I n the Microsoft Cloud, Part icipat ing States and Ent it ies are the owner of their custom er data. 
Custom er data is defined as all data, including text , sound, video, or im age files and software 
that is provided to Microsoft , or is provided on the Part icipat ing State or Ent it y’s behalf, through 
use of the enterprise online services that m ake up the Microsoft Cloud. 

Microsoft will use the custom er data only to provide the services have agreed upon, and for 
purposes that are com pat ible with providing those services. They do not share the data with their 
advert iser-supported services, nor do they m ine it for m arket ing or advert ising. 

8 .5 .2 Offeror m ust descr ibe how it int ends to com ply w ith a ll applicable law s 
and re la ted to data pr ivacy and secur it y. 

I nsight Response: This requirem ent is not applicable to I nsight since we do not own the 
technology infrast ructure; however, we have provided responses explaining how our CSP 
partners and services partner can com ply with all applicable laws and related to data privacy and 
security. 
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REAN Cloud: REAN provides secure, com pliant Cloud services for the m ost highly regulated 
indust r ies including Healthcare, Life Sciences and Financial sectors. These custom ers often 
require HIPAA and PCI com pliance audit support from REAN to help them com ply with laws 
related to data privacy and security. 

REAN has devised a secure virtual private cloud (S-VPC) fram ework that provides assurance of 
inform at ion protect ion with addit ional security cont rols to ensure the confident ialit y, integrit y and 
availabilit y of inform at ion. The S-VPC wraps the custom er applicat ion in a secure shell to m eet t he 
internal governance and ensure com pliance with regulat ions like SOC 1/ SSAE 16/ ISAE 3402 
( form erly SAS 70 type I I ) , PCI DSS Level 1, ISO 27001, HIPAA, HITECH, and FedRAMP. 

Figure below shows the high level architecture for REAN S-VPC. The following sect ions explain 
virtual network, server, storage, access cont rol, and audit cont rols in further detail. 

Figure 1 4 : H igh Level Architecture for REAN S - VPC 

Netw ork Protect ion 
REAN S-VPC protects the network perim eter by creat ing a Dem ilitarized Zone (DMZ) with a unified 
threat m anagem ent suite. The suite provides firewall services, int rusion protect ion/ detect ion 
services, secure Virtual Private Network (VPN) connect ivit y, packet filtering, and web applicat ion 
firewall protect ion not available via AWS standard offerings. This front -end protects against denial-
of-service at tacks, worm s, and hacker exploits. 

Server Protect ion 

March 10, 2016 Request for Proposal Response # CH16012 6-77 



   
   

     
  

 

 

         

               
           

          
           

              
              

 

  
             

             
              

              
                

            
           

  
              

        

               
    

              
    

           
             

              
           

              

   
             

              
              

                
               

               
               

              

 
             

              
              
              

               
             
               

              
               

           

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

REAN S-VPC offers com prehensive server secur ity designed to protect all the AWS instances in the 
custom er environm ent from data breaches and business disrupt ions, and achieve cost -effect ive 
com pliance across these environm ents. Tight ly integrated m odules including ant i-m alware, web 
reputat ion, firewall, host based int rusion prevent ion, integrit y m onitoring, and log inspect ion 
expand the security posture to ensure server, applicat ion, and data secur ity across physical, virtual, 
and cloud environm ents. The solut ion also features FIPS 140-2 cert ificat ion to support high security 
standards. 

Storage Protect ion 
REAN S-VPC provides dist inct ive data protect ion for inform at ion stored on elast ic block store 
volum es using encrypt ion with key m anagem ent system that enables policy based rest r ict ions to 
determ ine where and when encrypted data can be accessed. I n addit ion, server validat ion applies 
ident it y and integrity rules when servers request access to secure storage volum es. The solut ion 
ensures that encrypt ion keys are delivered to valid devices without the need to deploy an ent ire 
file system and m anagem ent infrast ructure. This solut ions protects sensit ive inform at ion from theft , 
unauthorized exposure, or unapproved geographic m igrat ion to other data centers. 

Access Cont rol 
REAN S-VPC environm ent provides various convenient opt ions to the end users to access the 
environm ent and init iate their VPN connect ions. These include: 

• HTML5 based rem ote access VPN that they can init iate from any HTML5 com pat ible browser 
with requiring any plug- in. 

• SSL rem ote access VPN that provides addit ional security by a double authent icat ion using 
X.509 cert ificates and usernam e/ password. 

• IPSec based VPN using nat ive Windows or Mac VPN clients 
• Mobile VPN using nat ive iPhone VPN client to securely connect to VPC 

System adm inist rator access cont rol is provided through the integrat ion of GU ident it y and access 
m anagem ent solut ion. This suite supplem ents the AWS Managem ent Console by vault ing 
adm inist rator’s credent ials, enforcing separat ion of dut ies, and recording all accesses and act ions. 

Logging and Audit ing 
REAN S-VPC ensures that the custom er environm ent is cont inuously m onitored using audit ing at 
the network, server, and applicat ion levels to help m eet all the forensics and com pliance 
requirem ents. I n case of server and infrast ructure access, the solut ion not only provides system 
logs but could opt ionally provide full video st ream of an adm inist rator session into Am azon S3. By 
providing such video st ream that is t ied back to custom er Ident it y and Access Managem ent ( IAM) , 
enterprises can m aintain full accountabilit y for any changes perform ed on the service. All the above 
audit data is fed into a Security I nform at ion and Event Managem ent (SI EM) system that provides 
full contextual awareness of the events that can be sum m arized in a sim ple dashboard. 

Availabilit y 
The custom er environm ent is architected to take full advantage of highly available AWS 
infrast ructure. All the com ponents (applicat ion servers and files stores) of the solut ion are deployed 
in a redundant fashion across m ult iple fault isolated AWS Availabilit y Zones. Each Availabilit y Zone 
is designed as an independent failure zone. This m eans that Availabilit y Zones are physically 
separated within a typical m et ropolitan region and are located in lower r isk flood plains (specific 
flood zone categorizat ion varies by Region) . I n addit ion to discrete uninterruptable power supply 
(UPS) and onsite backup generat ion facilit ies, they are each fed via different grids from independent 
ut ilit ies to further reduce single points of failure. Availabilit y Zones are all redundant ly connected 
to m ult iple t ier-1 t ransit providers. The file store uses Am azon Sim ple Storage Service (S3) service 
that provides eleven 9s SLA on durabilit y of the custom er’s data. 
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REAN S- PVC Value 
REAN S-VPC has successfully passed security test ing and audit ing by a leading auditor that provider 
that servers the Departm ent of Defense. Custom er can adopt a proven and working fram ework and 
save t im e and m oney. 

Microsoft : Refer t o the Microsoft answer above. 

8 .5 .3 Offeror m ust descr ibe how it w ill not access a Purchasing Ent it y ’s user 
accounts or data, except in t he course of data center operat ions, response to 
serv ice or technical issues, as re quired by t he express term s of t he Master 
Agreem ent , the applicable Part icipat ing Addendum , and/ or the applicable 
Serv ice Leve l Agreem ent . 

I nsight Response: I nsight will not have access to a Purchasing Ent it y’s user accounts or data. 

AW S: AWS does not access custom er data, and custom ers are given the choice as to how they 
store, m anage and protect their data. There are four im portant basics regarding data ownership 
and m anagem ent in the shared responsibilit y m odel: 

1) Custom ers cont inue to own their data. 
2) Custom ers choose the geographic locat ion(s) in which to store their data—it does not 

m ove unless the custom er decides to m ove it . 
3) Custom ers can download or delete their data whenever they like. 
4) Custom ers should consider the sensit ivit y of their data and decide if and how to 

encrypt the data while it is in t ransit and at rest . 

Microsoft : Refer t o the Microsoft answer above. 

8 .6 ( E) PRI VACY A ND SECURI TY 

8 .6 .1 Offeror m ust descr ibe it s com m itm ent for it s Solut ions t o com ply w ith 
NI ST, as def ined in N I ST Specia l Publicat ion 8 0 0 - 1 4 5 , and any other re levant 
indust ry standards, as it re lates to the Scope of Services descr ibed in At t achm ent 
D, including support ing the dif ferent t ypes of data t hat you m ay receive. 

I nsight Response: I nsight has described how the CSP partners and our service partner are 
com m it ted to com plying with NIST. 

AW S: AWS provides NI ST com pliant cloud infrast ructure services. AWS’s com pliance is validated 
by two Agency Authority to Operate (ATOs) achieved based on test ing perform ed against the 
st r ingent set of FedRAMP requirem ents (NIST 800-53 Rev. 4 – Moderate baseline requirem ents, 
plus addit ional FedRAMP security cont rols) . AWS provides federal security personnel with their 
security docum entat ion as a m eans of verifying the security and com pliance of AWS in 
accordance with applicable NIST cont rols as defined by 800-53 rev4 and the DoD Cloud 
Com put ing Security Requirem ents Guide (SRG) . 

REAN Cloud : REAN has devised a secure virtual private cloud (S-VPC) fram ework that provides 
assurance of inform at ion protect ion with addit ional security cont rols to ensure the confident iality, 
integrit y and availabilit y of inform at ion. The S-VPC wraps the custom er applicat ion in a secure 
shell to m eet the internal governance and ensure com pliance with regulat ions like SOC 1/ SSAE 
16/ ISAE 3402 ( form erly SAS 70 type I I ) , PCI DSS Level 1, ISO 27001, HIPAA, HI TECH, and 
FedRAMP. 

REAN S-VPC offers com prehensive server secur ity designed to protect all the AWS instances in 
the custom er environm ent from data breaches and business disrupt ions, and achieve cost -
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effect ive com pliance across these environm ents. Tight ly integrated m odules including ant i-
m alware, web reputat ion, firewall, host based int rusion prevent ion, integrit y m onitoring, and log 
inspect ion expand the security posture to ensure server, applicat ion, and data security across 
physical, virtual, and cloud environm ents. 

The solut ion also features FI PS 140-2 cert ificat ion to support high security standards. 

I n order to provide end- to-end security and end- to-end privacy, REAN architects and delivers its 
services on the highly com pliant AWS infrast ructure. AWS builds infrast ructure in accordance 
with security best pract ices, provides the appropriate security features in those services and 
docum ents how to use those features. The AWS cloud infrast ructure has been designed and 
m anaged in alignm ent with regulat ions, standards and best -pract ices including: 

• Federal Risk and Authorizat ion Managem ent Program (FedRAMP) 
• Service Organizat ion Cont rols (SOC) 1/ Statem ent on Standards for At testat ion Engagem ents 

(SSAE) 16/ Internat ional Standard on Assurance Engagem ents ( ISAE) 3402 ( form erly Statem ent 
on Audit ing Standards [ SAS] No. 70) 

• SOC 2 
• SOC 3 
• Paym ent Card Indust ry Data Security Standard (PCI DSS) 
• I nternat ional Organizat ion for Standardizat ion ( ISO) 27001 
• ISO 9001 
• ISO 27001 
• Departm ent of Defense Risk Managem ent Fram ework (DoD RMF) Cloud Security Model (CSM) 
• Federal I nform at ion Security Managem ent Act (FISMA) 
• I nternat ional Traffic in Arm s Regulat ions ( I TAR) 
• Federal I nform at ion Processing Standard (FIPS) 140-2 
• Fam ily Educat ional Rights and Privacy Act (FERPA) 
• IRAP (Aust ralia) 

Microsoft : Microsoft enterprise cloud services are independent ly validated through cert ificat ions 
and at testat ions, as well as third-party audits. I n-scope services within the Microsoft Cloud m eet 
key internat ional and indust ry-specific com pliance standards, such as I SO/ I EC 27001 and 
ISO/ IEC 27018, FedRAMP, and SOC 1 and SOC 2. They also m eet regional and count ry-specific 
standards and cont ractual com m itm ents, including the EU Model Clauses, UK G-Cloud, Singapore 
MTCS, and Aust ralia CCSL ( IRAP) . I n addit ion, r igorous third-party audits, such as by the Brit ish 
Standards Inst itut ion and Deloit te, validate the adherence of their cloud services to the st r ict 
requirem ents these standards m andate. 
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8 .6 .2 Offeror m ust list a ll governm ent or st andards organizat ion secur it y 
cer t if icat ions it cur rent ly holds that apply specif ica lly to t he Offeror ’s proposa l , 
as w ell as those in process at t im e of respo nse. Specif ica lly include H I PAA, 
FERPA, CJI S Secur it y Policy, PCI Data Secur it y Standards ( DSS) , I RS Publicat ion 
1 0 7 5 , FI SMA, N I ST 8 0 0 - 5 3 , N I ST SP 8 0 0 - 1 7 1 , and FI PS 2 0 0 if they apply. 

I nsight Response: I nsight has provided an answer based on the governm ent or standard 
organizat ion cert ificat ions that our CSP partners hold. 

AW S: The AWS cloud infrast ructure has been designed and is m anaged in alignm ent with 
regulat ions, standards, and best pract ices, including: 

 Federal Risk and Authorizat ion  Fam ily Educat ional Rights and Privacy 
Managem ent Program (FedRAMP) Act (FERPA) 

 Paym ent Card Indust ry Data Security  SOC 2 and SOC 3 
Standard (PCI DSS) 

 I nternat ional Organizat ion for  ISO 27017 & ISO 27018 
Standardizat ion ( ISO) 27001 

 Departm ent of Defense (DoD) Security 
 ISO 9001 Requirem ents Guide (SRG) security 

im pact levels 2 and 4 

 US Health I nsurance Portabilit y and  Federal I nform at ion Security 
Accountabilit y Act (HIPAA) 

Managem ent Act (FISMA) 

 Nat ional I nst itute of Standards and  FBI Crim inal Just ice Inform at ion 
Technology (NIST) 800-171 

Services (CJIS) 

 Federal I nform at ion Processing  I nternat ional Traffic in Arm s 
Standard (FIPS) 140-2

Regulat ions ( ITAR) 

 Service Organizat ion Cont rols (SOC) 1/ Am erican Inst itute of Cert ified Public Accountants 
(AICPA) : AT 801 ( form erly Statem ent on Standards for At testat ion Engagem ents [ SSAE] 
No. 16) / I nternat ional Standard on Assurance Engagem ents ( ISAE) 3402 ( form erly 
Statem ent on Audit ing Standards [ SAS] No. 70) 

Microsoft : The Nat ional I nst itute of Standards and Technology (NIST) 800-53 cont rols is the 
standard, and FedRAMP is the program that cert ifies that a CSP m eets that standard. FedRAMP, 
ISO/ IEC 27001 and ISO/ I EC 27018, SOC 1 and SOC2. Microsoft Azure and Microsoft Azure 
Governm ent have earned a Provisional Authority to Operate (P-ATO) from the FedRAMP Joint 
Authorizat ion Board; Microsoft Dynam ics CRM Online Governm ent has received an Agency ATO 
from HUD; and Microsoft Office 365 U.S. Governm ent has received an Agency ATO from DHHS. 
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The US Food and Drug Adm inist rat ion (FDA) Code of Federal Regulat ions (CFR) Tit le 21 Part 11 
lists requirem ents for the security of elect ronic records of com panies that sell food and drugs 
m anufactured or consum ed in the United States. 

The Defense Inform at ion System s Agency (DISA) Cloud Service Support has granted a DISA 
Im pact Level 2 Provisional Authorizat ion (PA) to Microsoft Azure, Microsoft Azure Governm ent , 
Microsoft Office 365 MT, and Microsoft Office 365 U.S. Governm ent , based on their FedRAMP 
authorizat ions. 

Microsoft cont ractual com m itm ents, custom ers that are subject t o FERPA can use Microsoft Azure, 
Microsoft Dynam ics CRM Online, and Microsoft Office 365 and com ply with FERPA. 

NIST publishes a list of vendors and their cryptographic m odules validated for FI PS 140-2. Rather 
than validate individual com ponents and products, Microsoft cert ifies the underlying cryptographic 
m odules used in Microsoft products, including Microsoft enterprise cloud services. 

Microsoft engaged outside assessors to validate that Microsoft Azure and Microsoft Office 365 
m eet the FISC Version 8 requirem ents. 
Microsoft enterprise cloud services offer custom ers a HIPAA Business Associate Agreem ent (BAA) 
that st ipulates adherence to HI PAA’s security and privacy provisions. 

Microsoft Azure and Microsoft Office 365 were am ong the first cloud services to achieve this 
cert ificat ion for the storage and processing of unclassified (DLM) data. 

Microsoft Azure Governm ent and Microsoft Office 365 U.S. Governm ent cloud services provide a 
cont ractual com m itm ent that they have the appropriate cont rols in place, and the security 
capabilit ies necessary for custom ers to m eet the substant ive requirem ents of IRS 1075. 

The ISO/ IEC 27001 cert ificate validates that Microsoft enterprise cloud services have 
im plem ented the internat ionally recognized inform at ion security cont rols defined in this standard, 
including guidelines and general principles for init iat ing, im plem ent ing, m aintaining, and 
im proving inform at ion security m anagem ent within an organizat ion. 

Microsoft was the first cloud provider t o adhere to the ISO/ I EC 27018 code of pract ice, covering 
the processing of personal inform at ion by cloud service providers. 

Azure com plies with Paym ent Card Indust ry (PCI ) Data Security Standards (DSS) Level 1 version 
3.0, the global cert ificat ion standard for organizat ions that accept m ost paym ent cards and store, 
process, or t ransm it cardholder data. 

A Voluntary Product Accessibilit y Tem plate, or VPAT, is a standardized form developed by the 
Inform at ion Technology Indust ry Council to docum ent whether a product m eets key regulat ions 
of Sect ion 508, an am endm ent to the Rehabilitat ion Act of 1973. Microsoft offers detailed VPATs 
for m any of it s core cloud services, describing the accessibilit y features of those services. 

Service Organizat ion Cont rols (SOC) are a series of account ing standards that m easure the 
cont rol of financial inform at ion for a service organizat ion. Azure’s SOC 1 and SOC 2 Type 2 audit 
report s at test to the effect iveness of the design and operat ion of it s security cont rols. 
Other count ry-specific standards and cont ractual com m itm ents, including the EU Model Clauses, 
UK G-Cloud, Singapore MTCS, and Aust ralia CCSL ( IRAP) . 
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Microsoft has a responsibilit y to process their custom ers’ inform at ion in a t rustworthy m anner, 
m any custom ers have a responsibilit y to com ply with nat ional, regional, and indust ry-specific 
requirem ents governing the collect ion and use of individuals’ data. 

To give custom er’s the foundat ion to achieve that com pliance, Microsoft takes a two-pronged 
approach to help ensure that com pliance cont rols are current and that we build and m aintain a 
dynam ic com pliance fram ework. 

8 .6 .3 Offeror m ust descr ibe it s secur it y pract ices in place to secure data and 
applicat ions, including threats from out side the serv ice center as w ell as other 
custom ers co - located w ithin t he sam e serv ice center . 

I nsight Response: As a Value Added Reseller, this requirem ent is not applicable to I nsight . 
However, we have described how our CSP partners m eet this requirem ent . 

AW S: AWS m onitoring tools are designed to detect unusual or unauthor ized act ivit ies and 
condit ions at ingress and egress com m unicat ion points. These tools m onitor server and network 
usage, port scanning act ivit ies, applicat ion usage, and unauthorized int rusion at tem pts. The tools 
have the abilit y to set custom perform ance m et rics thresholds for unusual act ivit y. 

System s within AWS are extensively inst rum ented to m onitor key operat ional m et rics. Alarm s are 
configured to autom at ically not ify operat ions and m anagem ent personnel when early warning 
thresholds are crossed on key operat ional m et rics. An on-call schedule is used so personnel are 
always available to respond to operat ional issues. This includes a pager system so alarm s are 
quickly and reliably com m unicated to operat ions personnel. 

Docum entat ion is m aintained to aid and inform operat ions personnel in handling incidents or 
issues. I f the resolut ion of an issue requires collaborat ion, a conferencing system is used which 
supports com m unicat ion and logging capabilit ies. Trained call leaders facilitate com m unicat ion 
and progress during the handling of operat ional issues that require collaborat ion. Post -m ortem s 
are convened after any significant operat ional issue, regardless of external im pact , and Cause of 
Error (COE) docum ents are drafted so the root cause is captured and preventat ive act ions are 
taken in the future. Im plem entat ion of the preventat ive m easures is t racked during weekly 
operat ions m eet ings. 

AWS security m onitoring tools help ident ify several types of denial of service (DoS) at tacks, 
including dist r ibuted, flooding, and software/ logic at tacks. When DoS at tacks are ident ified, the 
AWS incident response process is init iated. I n addit ion to the DoS prevent ion tools, redundant 
telecom m unicat ion providers at each region as well as addit ional capacity protect against the 
possibilit y of DoS at tacks. 

The AWS network provides significant protect ion against t radit ional network security issues, and 
Part icipat ing States and Ent it ies can im plem ent further protect ion. The following are a few 
exam ples: 

• Dist r ibuted Denia l Of Serv ice ( DDoS) At t acks. AWS API endpoints are hosted on large, 
I nternet -scale, world-class infrast ructure that benefits from the sam e engineering expert ise 
that has built Am azon into the world’s largest online retailer. Proprietary DDoS m it igat ion 
techniques are used. Addit ionally, AWS’s networks are m ult i-hom ed across a num ber of 
providers to achieve Internet access diversity. 

• Man in the Middle ( M I TM) At tacks. All of the AWS APIs are available via SSL-protected 
endpoints which provide server authent icat ion. Am azon EC2 AMIs autom at ically generate new 
SSH host cert ificates on first boot and log them to the instance’s console. Part icipat ing States 
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and Ent it ies can then use the secure API s to call the console and access the host cert ificates 
before logging into the instance for the first t ime. AWS encourages Part icipat ing States and 
Ent it ies to use SSL for all of their interact ions with AWS. 

• I P Spoof ing. Am azon EC2 instances cannot send spoofed network t raffic. The AWS-
cont rolled, host -based firewall infrast ructure will not perm it an instance to send t raffic with a 
source IP or MAC address other than it s own. 

• Port Scanning . Unauthorized port scans by Am azon EC2 custom ers are a violat ion of the 
AWS Acceptable Use Policy. Violat ions of the AWS Acceptable Use Policy are taken seriously, 
and every reported violat ion is invest igated. Custom ers can report suspected abuse via the 
contacts available on their website at : ht tp: / / aws.am azon.com / contact -us/ report -abuse/ . 
When unauthorized port scanning is detected by AWS, it is stopped and blocked. Port scans of 
Am azon EC2 instances are generally ineffect ive because, by default , all inbound ports on 
Am azon EC2 instances are closed and are only opened by custom ers. The st r ict m anagem ent 
of security groups can further m it igate the threat of port scans. I f Part icipat ing States and 
Ent it ies configure the security group to allow t raffic from any source to a specific port , then 
that specific port will be vulnerable to a port scan. I n these cases, Part icipat ing States and 
Ent it ies m ust use appropriate security m easures to protect listening services that m ay be 
essent ial to their applicat ion from being discovered by an unauthorized port scan. For 
exam ple, a web server m ust clearly have port 80 (HTTP) open to the world, and the 
adm inist rator of this server is responsible for the security of the HTTP server software, such 
as Apache. Part icipat ing States and Ent it ies m ay request perm ission to conduct vulnerabilit y 
scans as required to m eet their specific com pliance requirem ents. These scans m ust be 
lim ited to their own instances and m ust not violate the AWS Acceptable Use Policy. 

• Packet sn iff ing by other t enants. I t is not possible for a virtual instance running in 
prom iscuous m ode to receive or “sniff” t raffic that is intended for a different virtual instance. 
While Part icipat ing States and Ent it ies can place their interfaces into prom iscuous m ode, the 
hypervisor will not deliver any t raffic to them that is not addressed to t hem . Even two virtual 
instances that are owned by the sam e custom er located on the sam e physical host cannot 
listen to each other’s t raffic. At tacks such as ARP cache poisoning do not work within Am azon 
EC2 and Am azon VPC. While Am azon EC2 does provide am ple protect ion against one 
custom er inadvertent ly or m aliciously at tem pt ing to view another ’s data, as a standard 
pract ice Part icipat ing States and Ent it ies should encrypt sensit ive t raffic. 

REAN Cloud: REAN S-VPC protects the network perim eter by creat ing a Dem ilitarized Zone 
(DMZ) with a unified threat m anagem ent suite. The suite provides firewall services, int rusion 
protect ion/ detect ion services, secure Virtual Private Network (VPN) connect ivit y, packet filtering, 
and web applicat ion firewall protect ion not available via AWS standard offerings. This front -end 
protects against denial-of-service at tacks, worm s, and hacker exploits. 

REAN Security Fram ework includes: 

Am azon Vir tual Pr iva te Cloud ( VPC) 

Am azon Virtual Private Cloud (Am azon VPC) lets custom ers provision a private, isolated sect ion of 
the Am azon Web Services (AWS) Cloud where m em bers can launch AWS resources in a virtual 
network that they define. With Am azon VPC, users can define a virtual network topology that 
closely resem bles a t radit ional network that they m ight operate in their own data center. REAN 
will help NASPO have com plete cont rol over their virtual networking environm ent , including 
select ion of their own I P address range, creat ion of subnets, and configurat ion of route tables and 
network gateways. 

REAN will help NASPO custom ize the network configurat ion for their Am azon VPC. For exam ple, 
NASPO m ay need a public- facing subnet for their web servers that have access to the Internet , 
and place their backend system s such as databases or applicat ion servers in a private- facing 
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subnet with no Internet access. REAN will help NASPO leverage m ult iple layers of security, 
including security groups and network access cont rol lists, to help cont rol access to Am azon EC2 
instances in each subnet . 

Addit ionally, REAN will help NASPO create a Hardware VPN connect ion between their corporate 
data center and their VPC and leverage the AWS cloud as an extension of their corporate data 
center. Figure below shows a not ional picture of the NASPO AWS VPC infrast ructure offering. 

Figure 1 5 : REAN AW S I nfrast ructure 

AWS VPC Infrastructure Offering 
A variety of connect ivit y opt ions exist for Part icipat ing States or Ent it ies to connect to their 
Am azon VPC: NASPO can connect their VPC to the Internet , t o their datacenter, or both, based 
on the AWS resources that they want to expose publicly and those that they want to keep 
private. 

• Connect direct ly to the Internet (public subnets) – States or Ent ites can launch instances into 
a publicly accessible subnet where they can send and receive t raffic from the Internet . 

• Connect to the Internet using Network Address Translat ion (private subnets) – Private subnets 
can be used for instances that the State or Ent it y do not want t o be direct ly addressable from 
the Internet . I nstances in a private subnet can access the Internet without exposing their 
private IP address by rout ing their t raffic through a Network Address Translat ion (NAT) instance 
in a public subnet . 

• Connect securely to a corporate datacenter – All t raffic to and from instances in the State or 
Ent it y’s VPC can be routed to their corporate datacenter over an indust ry standard, encrypted 
IPSec hardware VPN connect ion. 
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• Com bine connect ivit y m ethods to m atch the needs of the State or Ent it y’s applicat ion – 
Custom ers can connect a VPC to both the Internet and their corporate datacenter and configure 
Am azon VPC route tables to direct all t raffic to its proper dest inat ion. 

Am azon VPC provides advanced security features such as security groups and network access 
cont rol lists to enable inbound and outbound filtering at the instance level and subnet level. I n 
addit ion, States and Ent it ies can store data in Am azon S3 and rest r ict access so that it ’s only 
accessible from instances in their VPC. Opt ionally, NASPO can also choose to launch Dedicated 
Instances that run on hardware dedicated to a single custom er for addit ional isolat ion. 

Microsoft : Microsoft has m ade m ajor investm ents in cloud security in the following areas. 

• Design and operat ional security 

Microsoft Cloud security begins with a t rustworthy technology foundat ion. Microsoft designs it s 
software for security from the ground up and helps ensure that the cloud infrast ructure is resilient 
to at tack. Microsoft uses an “assum e breach” stance as a security st rategy, and their global 
incident - response team works around the clock to m it igate the effects of any at tacks against the 
Microsoft Cloud. These pract ices are backed by centers of excellence that fight digital cr im e, 
respond to security incidents and vulnerabilit ies in Microsoft software, and com bat m alware. 

• Encrypt ion 

Technological safeguards, such as encrypted com m unicat ions and operat ional processes, enhance 
the security of our custom ers’ data. For data in t ransit , the Microsoft Cloud uses indust ry-
standard encrypted t ransport protocols between user devices and Microsoft datacenters, and 
within datacenters them selves. For data at rest , the Microsoft Cloud offers a wide range of 
encrypt ion capabilit ies up to AES-256, giving the flexibilit y to choose the solut ion that best m eets 
the client ’s needs. 

• I dent it y and access m anagem ent 

Azure Act ive Directory is a com prehensive ident it y and access m anagem ent cloud solut ion that 
helps secure access to data and on-prem ises and cloud applicat ions, and sim plifies the 
m anagem ent of users and groups. I t com bines core directory services, advanced ident it y 
governance, security, and applicat ion access m anagem ent , and is a key com ponent of Microsoft 
Cloud services, including Microsoft Azure, Office 365, Microsoft Dynam ics CRM Online, and 
Intune, as well as thousands of third-party SaaS apps. Azure Act ive Directory also m akes it easy 
for developers to build policy-based ident it y m anagem ent into their applicat ions. 

• Security Developm ent Lifecycle 

Microsoft recognizes that focusing on security as a core com ponent in the software developm ent 
process can reduce the r isk of cost ly issues, improve the security and privacy of infrast ructure 
and applicat ions, and protect data in the Microsoft Cloud. The SDL is com posed of proven secur ity 
pract ices that consist of m ult iple phases in which core software assurance act ivit ies are defined. 

Microsoft Azure uses m ult iple safeguards to protect custom er and enterprise data. These secur ity 
pract ices and technologies include: 

• I dent it y and access m anagem ent – Azure Act ive Directory helps ensure that only authorized 
users can access the environm ents, data, and applicat ions, and provides m ult i- factor 
authent icat ion for highly secure sign- in. 

• Encrypt ion – Azure uses indust ry-standard protocols to encrypt data as it t ravels between 
devices and Microsoft datacenters, and crosses within datacenters 
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• Secure networks – Azure infrast ructure relies on security pract ices and technologies to connect 
virtual m achines to each other and to on-prem ises datacenters, while blocking unauthorized 
t raffic. Azure Virtual Networks extend the on-prem ises network to the cloud via a site- to-site 
virtual private network (VPN) . Part icipat ing States and Ent it ies can also use ExpressRoute to 
create a cross-prem ises connect ion when needing to use the Internet . 

• Threat m anagem ent – Microsoft Ant im alware protects Azure services and virtual m achines. 
Microsoft also uses int rusion detect ion, denial-of-service (DDoS) at tack prevent ion, penet rat ion 
test ing, data analyt ics, and m achine learning to constant ly st rengthen it s defense and reduce 
risks. 

• Com pliance – Microsoft com plies with both internat ional and indust ry-specific com pliance 
standards and part icipate in r igorous third-party audits, which verify their security cont rols. 

Custom ers m aintain full ownership and cont rol over their own data. They are a leader in 
providing t ransparency about their privacy pract ices—one reason they have adopted the world’s 
first code of pract ice for cloud privacy, ISO/ IEC 27018. 

8 .6 .4 Offeror m ust descr i be it s data confident ia lit y standards and pract ices that 
are in place to ensure data conf ident ia lit y. This m ust include not only prevent ion 
of exposure to unauthor ized personnel, but a lso m anaging and review ing access 
that adm in ist rators have to stored dat a. I nclude inform at ion on your hardw are 
policies ( laptops, m obile etc) . 

I nsight Response: Provided below are descript ions of the data confident ialit y standards and 
pract ices that are in place to ensure data confident ialit y. 

AW S: AWS does not access custom er data, and custom ers are given the choice as to how they 
store, m anage and protect their data. 

REAN Cloud : Refer the response provided for 8.6.3 for inform at ion describing REAN Cloud’s data 
confident ialit y standards and pract ices. 

Microsoft : Where Azure data is physically stored is very im portant to m ost custom ers. I f the 
organizat ion is rest r icted by any governm ent regulat ions or internal com pany policies about data 
storage and locat ion, this needs to be t ransparent . Many t im es there are rest r ict ions about data 
export and Governm ent Regulatory Com pliance (GRC) for som e data sets. This inform at ion needs 
to be understood before deploying any applicat ions or services. 

Within each datacenter, the racks of equipm ent are built to be fault tolerant with respect t o 
networking, physical host servers, storage, and power. The physical host servers are placed in 
high availabilit y units called a cluster. The cluster configurat ions are spread across m ult iple server 
racks. 

A single rack is referred to as a Fault Dom ain (FD) , and it can be viewed as a vert ical part it ioning 
of the hardware. The fault dom ain is considered the lowest com m on denom inator within the 
datacenter for fault tolerance. Microsoft Azure can lose a com plete rack, and the hosted services 
can cont inue unaffected. 

A second part it ion within the datacenter is called the Upgrade Dom ain (UD) and it can be viewed 
as a set of horizontal st r ipes passing through the vert ical racks of fault dom ains. Upgrade 
dom ains are used to deploy updates (security patches) within Azure without affect ing the 
availabilit y of the running services within the Azure fabric. The following diagram shows a high-
level relat ionship between fault dom ains and update dom ains in the Azure datacenters. 
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Microsoft has been a leader in creat ing robust online solut ions that protect the privacy of their 
custom ers for twenty years. Today, they operate m ore than 200 cloud and online services that 
serve hundreds of m illions of custom ers across the globe. Their enterprise cloud services, such as 
Office 365 and Windows Azure, serve m illions of end users whose com panies ent rust their 
m ission-crit ical data to Microsoft . 

Their experience has enabled them to develop indust ry- leading business pract ices, privacy 
policies, com pliance program s, and security m easures that we apply across the cloud com put ing 
ecosystem . Driven by a com m itm ent to em power organizat ions to cont rol the collect ion, use, and 
dist ribut ion of their data, their t im e- tested approach to privacy provides a solid foundat ion for 
addressing custom er privacy requirem ents and enabling greater t rust in cloud com put ing. 

8 .6 .5 Offeror m ust prov ide a deta iled list of the t h ird - party at t estat ions, reports, 
secur it y credent ia ls ( e.g., FedRam p) , and cer t if icat ions re lat ing to data secur it y, 
integr it y, and other cont rols. 

I nsight Response: Provided below are lists of third-party at testat ions, reports, security 
credent ials, etc. for each of the CSP solut ions represented in I nsight ’s proposal response. 

Microsoft : I nsight , on behalf of our subcont ractor, 
Microsoft , will agree that , during the term of a 
Purchasing Ent it y’s subscript ion for it s “Governm ent 
Com m unity Cloud Services” those services will be 
operated in accordance with a writ ten data security 
policy and cont rol fram ework that is consistent with 
the requirem ents of NIST 800-53 Revision 4, or 
successor standards and guidelines ( if any) , 
established to support Federal Risk and 
Authorizat ion Managem ent Program (FedRAMP) 
accreditat ion at a Moderate Im pact level. Microsoft 
intends for Governm ent Com m unity Cloud Services 
to support FedRAMP Authority to Operate (ATO) , 
and Microsoft will use com m ercially reasonable 
effort s to obtain an ATO from a Federal agency, and 
to m aintain such ATO through cont inuous 
m onitoring processes and by conduct ing regular 
FedRAMP audits. 

The figure out lines Microsoft ’s com pliance and 
adherence to other standards, such as CJIS, IRS 
1075, HI PAA, FERPA, ISO/ IEC 27001 and 27018, 
SOC1 a nd 2, and others. Please note that som e of 
these standards apply only to certain services (e.g. 
CJIS applies only their Governm ent Com m unity 
Cloud services) and that som e of them require 
special Am endm ents and/ or Agreem ents (e.g. CJIS 
requires that a State’s CJIS System s Agency m ust 
execute a special agreem ent with Microsoft , before 
Microsoft will provide an FBI CJIS Addendum for 
use in each such state) . 

AW S: The AWS cloud infrast ructure has been 
designed and is m anaged in alignm ent with 
regulat ions, standards, and best pract ices, 
including: 

Figure 1 6 : Microsoft Cloud Services 
Cert if icat ions 
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• Federal Risk and Authorizat ion Managem ent Program (FedRAMP) 
• Service Organizat ion Cont rols (SOC) 1/ Am erican Inst itute of Cert ified Public Accountants 

(AICPA) : AT 801 ( form erly Statem ent on Standards for At testat ion Engagem ents [ SSAE] 
No. 16) / I nternat ional Standard on Assurance Engagem ents ( ISAE) 3402 ( form erly 
Statem ent on Audit ing Standards [ SAS] No. 70) 

• SOC 2 
• SOC 3 
• Paym ent Card Indust ry Data Security Standard (PCI DSS) 
• I nternat ional Organizat ion for Standardizat ion ( ISO) 27001 
• ISO 27017 
• ISO 27018 
• ISO 9001 
• Departm ent of Defense (DoD) Security Requirem ents Guide (SRG) security impact levels 2 

and 4 
• Federal I nform at ion Security Managem ent Act (FISMA) 
• US Health I nsurance Portabilit y and Accountabilit y Act (HI PAA) 
• FBI Crim inal Just ice Inform at ion Services (CJIS) 
• Nat ional I nst itute of Standards and Technology (NIST) 800-171 
• I nternat ional Traffic in Arm s Regulat ions ( I TAR) 
• Federal I nform at ion Processing Standard (FIPS) 140-2 
• Fam ily Educat ional Rights and Privacy Act (FERPA) 

8 .6 .6 Offeror m ust descr ibe it s logging process including the t ypes of serv ices 
and devices logged; t he event t ypes logged; and the inform at ion f ie lds. You 
should include deta iled response on how you plan to m ainta in secur it y 
cer t if icat ions. 

I nsight Response: I nsight describes the logging process for each of our CSP partners and 
service partner. 

AW S: The logging and m onitoring of Applicat ion Program Interface (API ) calls are key 
com ponents in security and operat ional best pract ices, as well as requirem ents for indust ry and 
regulatory com pliance. AWS custom ers can leverage m ult iple AWS features and capabilit ies, 
along with third-party tools, to m onitor their instances and m anage/ analyze log files. 

AW S CloudTrail 
AWS CloudTrail is a web service that records API calls to supported AWS services in an 
AWS account , delivering a log file to an Am azon Sim ple Storage Service (Am azon S3) 
bucket . AWS CloudTrail alleviates com m on challenges experienced in an on-prem ise 
environm ent by m aking it easier for custom ers to enhance security and operat ional 
processes while dem onst rat ing com pliance with policies or regulatory standards. 

With AWS CloudTrail, custom ers can get a history of AWS API calls for t heir account , 
including API calls m ade via the AWS Managem ent Console, AWS SDKs, com m and line 
tools, and higher- level AWS services ( such as AWS CloudForm at ion) . The AWS API call 
history produced by AWS CloudTrail enables security analysis, resource change t racking, 
and com pliance audit ing. 

AW S CloudTrail: Features and Benefit s 

Som e of the m any features of AWS CloudTrail include: 
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o I ncr eased Visib ilit y: AWS CloudTrail provides increased visibilit y into user act ivit y by 
recording AWS API calls. Custom ers can answer quest ions such as, what act ions did a 
given user take over a given t im e period? For a given resource, which user has taken 
act ions on it over a given t im e period? What is t he source I P address of a given 
act ivit y? Which act ivit ies failed due to inadequate perm issions? 

o Durable and I nexpensive Log File Storage: AWS CloudTrail uses Am azon S3 for 
log file storage and delivery, so log files are stored durably and inexpensively. 
Custom ers can use Am azon S3 lifecycle configurat ion rules to further reduce storage 
costs. For exam ple, custom ers can define rules to autom at ically delete old log files or 
archive them to Am azon Glacie r for addit ional savings. 

o Easy Adm inist rat ion: AWS CloudTrail is a fully m anaged service; custom ers sim ply turn 
on AWS CloudTrail for t heir account using the AWS Managem ent Console, the 
Com m and Line Interface, or the AWS CloudTrail SDK and start receiving AWS 
CloudTrail log files in the specified Am azon S3 bucket . 

o Not ificat ions for Log File Delivery: AWS CloudTrail can be configured to publish a 
not ificat ion for each log file delivered, thus enabling custom ers to autom at ically take 
act ion upon log file delivery. AWS CloudTrail uses the Am azon Sim ple Not ificat ion 
Service (Am azon SNS) for not ificat ions. 

o Choice of Partner Solut ions: Mult iple partners including AlertLogic, Boundary, Loggly, 
Splunk, and Sum ologic offer integrated solut ions to analyze AWS CloudTrail log files. 
These solut ions include features like change t racking, t roubleshoot ing, and security 
analysis. For m ore inform at ion, see the AWS CloudTrail partners sect ion. 

o Log File Aggregat ion: AWS CloudTrail can be configured to aggregate log files across 
m ult iple accounts and regions so that log files are delivered to a single bucket . For 
detailed inst ruct ions, refer to the Aggregat ing CloudTrail Log Files to a Single Am azon 
S3 Bucket sect ion of the user guide. 

Am azon CloudW atch 
Am azon CloudWatch is a m onitoring service for AWS cloud resources and the applicat ions run 
on AWS. Custom ers can use Am azon CloudWatch to collect and t rack m et rics, collect and 
m onitor log files, and set alarm s. Am azon CloudWatch can m onitor AWS resources such as 
Am azon EC2 instances, Am azon Dynam oDB tables, and Am azon RDS DB instances, as well as 
custom m et rics generated by custom er applicat ions and services, and any log files that 
applicat ions generate. Custom ers can use Am azon CloudWatch to gain system -wide visibilit y 
into resource ut ilizat ion, applicat ion perform ance, and operat ional health, using these insights 
to react and keep their applicat ion running sm oothly. 

Custom er can use CloudWatch Logs to m onitor and t roubleshoot system s and applicat ions 
using their exist ing system , applicat ion, and custom log files. Custom ers can send thier 
exist ing system , applicat ion, and custom log files to CloudWatch Logs and m onitor these logs 
in near real- t im e. This helps custom ers bet ter understand and operate their system s and 
applicat ions, and they can store their logs using highly durable, low-cost storage for later 
access. 

LogAnalyzer for Am azon CloudFront 
LogAnalyzer allows custom ers to analyze their Am azon CloudFront Logs using Am azon Elast ic 
MapReduce (Am azon EMR) . Using Am azon EMR and the LogAnalyzer applicat ion custom ers 
can generate usage reports containing total t raffic volum e, obj ect popularit y, a break down of 
t raffic by client IPs, and edge locat ion. Reports are form at ted as tab delim ited text files, and 
delivered to the Am azon S3 bucket that custom ers specify. 
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Am azon CloudFront 's Access Logs provide detailed inform at ion about requests m ade for 
content delivered through Am azon CloudFront , AWS's content delivery service. The 
LogAnalyzer for Am azon CloudFront analyzes the service's raw log files to produce a series of 
report s that answer business quest ions com m only asked by content owners. 

Report s Generated 
This LogAnalyzer applicat ion produces four sets of reports based on Am azon CloudFront 
access logs. The Overall Volum e Report displays total am ount of t raffic delivered by 
CloudFront over the course of whatever period specified. The Object Popularit y Report shows 
how m any t im es each custom er object is requested. The Client IP report shows the t raffic 
from each different Client IP that m ade a request for content . The Edge Locat ion Report 
shows the total num ber of t raffic delivered through each edge locat ion. Each report m easures 
t raffic in three ways: the total num ber of requests, the total num ber of bytes t ransferred, and 
the num ber of request broken down by HTTP response code. The LogAnalyzer is im plem ented 
using Cascading (ht tp: / / www.cascading.org) and is an exam ple of how to const ruct an 
Am azon Elast ic MapReduce applicat ion. Custom ers can also custom ize reports generated by 
the LogAnalyzer. 

Third Party Tools 
Many third-party log m onitoring and analysis tools are available on AWS Marketplace. 

REAN Cloud: 

Logging and Audit ing 

REAN S-VPC ensures that the custom er environm ent is cont inuously monitored using audit ing at 
the network, server, and applicat ion levels to help m eet all the forensics and com pliance 
requirem ents. I n case of server and infrast ructure access, the solut ion not only provides system 
logs but could opt ionally provide full video st ream of an adm inist rator session into Am azon S3. By 
providing such video st ream that is t ied back to custom er Ident it y and Access Managem ent 
( IAM) , enterprises can m aintain full accountabilit y for any changes perform ed on the service. The 
ent ire above audit data is fed into a Security I nform at ion and Event Managem ent (SI EM) system 
that provides full contextual awareness of the events that can be sum m arized in a sim ple 
dashboard. 

REAN Cloud MGS 

For on-going support , REAN MGS includes m onitoring, alert ing, and autom ated t rouble t icket ing 
solut ions to ensure t im ely report ing and response to fixing unhealthy infrast ructure and 
applicat ion errors. REAN Cloud configures all applicable resources to ship logs, including Am azon 
CloudWatch m et rics, t o the cent ral logging system backed by Splunk Enterprise. REAN Cloud MGS 
can also provide proact ive m onthly reports to check for cost opt im izat ions, security im provem ent 
recom m endat ions, and any rem ediat ion recom m endat ions. 

Microsoft : Custom ers can enable or disable the following kinds of logs: 

• Detailed Error Logging - Detailed error inform at ion for HTTP status codes that indicate a failure 
(status code 400 or greater) . This m ay contain inform at ion that can help determ ine why the 
server returned the error code. 

• Failed Request Tracing - Detailed inform at ion on failed requests, including a t race of the I IS 
com ponents used to process the request and the t im e taken in each com ponent . This can be 
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useful if the client is at tem pt ing to increase site perform ance or isolate what is causing a specific 
HTTP error t o be returned. 

• Web Server Logging - I nform at ion about HTTP t ransact ions using the W3C extended log file 
form at . This is useful when determ ining overall site m et rics such as the num ber of requests 
handled or how m any requests are from a specific IP address. 

8 .6 .7 Offeror m ust descr ibe w hether it can rest r ict v isibilit y of c loud hosted data 
and docum ents t o specif ic users or groups. 

I nsight Response: As a Value Added Reseller, this requirem ent does not apply to I nsight . 
However, we have explained how our CSP partner’s and services partner are able to rest r ict the 
visibilit y of cloud hosted data. 

AW S: AWS Ident it y and Access Managem ent ( I AM) is a web service that enables AWS custom ers 
to m anage users and user perm issions in AWS. The service is targeted at organizat ions with 
m ult iple users or system s that use AWS products such as Am azon EC2, Am azon Sim pleDB, and 
the AWS Managem ent Console. With AWS IAM, users can be m anaged cent rally, security 
credent ials such as access keys, and perm issions that cont rol which AWS resources users can 
access. 

Perm issions let the custom er specify who has access to AWS resources and which act ions they 
can perform on those resources. Every AWS Ident it y and Access Managem ent ( IAM) user starts 
with no perm issions. I n other words, by default , users can do nothing, not even view their own 
access keys. To give a user perm ission to do som ething, custom ers can add the perm ission to t he 
user ( that is, at tach a policy to the user) , or add the user t o a group that has the desired 
perm ission. 

REAN Cloud: 

Access Cont rol 
REAN S-VPC environm ent provides various convenient opt ions to the end users to access the 
environm ent and init iate their VPN connect ions. These include: 

• HTML5 based rem ote access VPN that they can init iate from any HTML5 com pat ible browser with 
requir ing any plug- in. 

• SSL rem ote access VPN that provides addit ional security by a double authent icat ion using X.509 
cert ificates and usernam e/ password. 

• IPSec based VPN using nat ive Windows or Mac VPN clients 

• Mobile VPN using nat ive iPhone VPN client to securely connect to VPC 

System adm inist rator access cont rol is provided through the integrat ion of GU ident it y and access 
m anagem ent solut ion. This suite supplem ents the AWS Managem ent Console by vault ing 
adm inist rator’s credent ials, enforcing separat ion of dut ies, and recording all accesses and act ions. 

Am azon VPC provides advanced security features such as security groups and network access 
cont rol lists to enable inbound and outbound filtering at the instance level and subnet level. I n 
addit ion, NASPO can store data in Am azon S3 and rest r ict access so that it ’s only accessible from 
instances in their VPC. Opt ionally, NASPO can also choose to launch Dedicated Instances that run 
on hardware dedicated to a single custom er for addit ional isolat ion. 
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Microsoft : Because each virtual network is run as an overlay, only virtual m achines and services 
that are part of the sam e network can access each other. Services outside the virtual network 
have no way to ident ify or connect t o services hosted within virtual networks. This provides an 
added layer of isolat ion to the services. 

Custom ers can j oin virtual m achines in Azure to the dom ain running on-prem ises. Custom ers can 
access and leverage all on-prem ises investm ents for m onitoring and ident it y for the services 
hosted in Azure. 

Azure Resource Managem ent RBAC roles have support for Azure Service Managem ent API 
(Classic) resources using the following RBAC roles: 

• Classic Network Cont ributor 

• Classic Storage Cont ributor 

• Classic Virtual Machine Cont ributor 

Using these RBAC roles, it is possible to assign lim ited access to classic resources in the ARM 
Azure portal. The access is rest r icted to the abilit ies in the ARM portal for m anagem ent of the 
resources. 

RBAC is supported on classic Com pute, Storage, and Networking objects. Com pute includes IaaS 
VMs and PaaS Web/ Worker roles. Networking includes vNets and subnets (NSGs are current ly not 
supported) . Storage includes storage accounts. Only classic resources in these three roles are 
supported. 

Azure Resource Manager provides the abilit y to rest r ict operat ions on resources through resource 
m anagem ent locks. Locks are policies which enforce a lock level at a part icular scope. The scope 
can be a subscript ion, resource group or resource. 

The lock level ident ifies the type of enforcem ent for the policy, which present ly has two values – 
CanNotDelete and ReadOnly. CanNotDelete m eans authorized users can st ill read and m odify 
resources, but they can't delete any of the rest r icted resources. ReadOnly m eans authorized 
users can only read from the resource, but they can't m odify or delete any of the rest r icted 
resources 

Locks can be applied using ARM tem plates, ARM REST API , or ARM Azure PowerShell. To create 
or delete m anagem ent locks, the custom er m ust have access to Microsoft .Authorizat ion/ * or 
Microsoft .Authorizat ion/ locks/ * act ions. Of the built - in roles, only Owner and User Access 
Adm inist rator are granted those act ions. 

Every request m ade to an Azure Storage account m ust be authent icated, unless it is an 
anonym ous request against a public container or it s blobs. There are two ways to authent icate a 
request against the storage accounts: 

• Use the shared key or shared key lite authent icat ion schem es for the Blob, Queue, Table, 
and File services. 

• Create a shared access signature. A shared access signature includes the credent ials 
required for authent icat ion and the address of the resource being accessed. Because the shared 
access signature includes all data needed for authent icat ion, it can be used to grant access to a 
Blob, Queue, or Table service, and it can be dist r ibuted separately from any code. 
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8 .6 .8 Offeror m ust descr ibe it s not if icat ion process in the event of a secur it y 
incident , including re lat ing to t im ing, incident leve ls . Offeror should take into 
considerat ion that P urchasing Ent it ies m ay have dif ferent not if icat ion 
requirem ents based on applicable law s and the categor izat ion t ype of the data 
being processed or st ored. 

I nsight Response: I nsight has described how our CSP partners and service partner provide 
not ificat ions in the event of a security incident . 

Microsoft : Operat ional Security Assurance (OSA) is an im portant process that Microsoft uses to 
m ake it s networks m ore resilient to at tack and increase the security of it s cloud-based services. 
OSA helps Microsoft achieve this increased resilience and security by extending the foundat ion of 
Microsoft cloud-based services to protect against I nternet -based security threats and by 
incorporat ing best pract ices and m ethodology to cont inuously update services to im prove security 
and resolve incidents as quickly as possible. 

The Security Developm ent Lifecycle (SDL) is a software developm ent process that helps 
developers build m ore secure software and address security com pliance requirem ents while 
reducing developm ent cost 

AW S: AWS has im plem ented various m ethods of external com m unicat ion to support it s custom er 
base and the com m unity. Mechanism s are in place to allow the custom er support team to be 
not ified of operat ional issues that im pact the custom er experience. A "Service Health Dashboard" 
is available and m aintained by the custom er support t eam to alert custom ers to any issues that 
m ay be of broad im pact . The “AWS Security Center” is available to provide the Part icipat ing State 
or Ent it y with security and com pliance details about AWS. They can also subscribe to AWS 
Support offerings that include direct com m unicat ion with the custom er support team and 
proact ive alerts t o any custom er im pact ing issues. 

REAN Cloud: Please see descript ion below provided from a recent REAN custom er SOW. 
REAN will review custom er’s current AWS environm ents, deploy REAN m onitoring agents, work 
with custom er team to ident ify alert ing thresholds, not ificat ion groups and m ake necessary 
changes to take over m anagem ent of system s. REAN will provide support for the agreed upon 
custom er’s AWS environm ents at the defined support levels. 

Procedures for Secur it y I ncidents 

An incident is an unplanned interrupt ion to an I T Service or reduct ion in the Qualit y of an I T 
Service. Failure of any I tem , software or hardware, used in the support of a system that has not 
yet affected service is also an Incident . For exam ple, the failure of one com ponent of a redundant 
high availabilit y configurat ion is an incident even though it does not interrupt service. 

An incident occurs when the operat ional status of a product ion item changes from working to 
failing or about to fail, result ing in a condit ion in which the item is not funct ioning as it was 
designed or im plem ented. The resolut ion for an incident involves im plem ent ing a repair to 
restore the item to it s original state. 

March 10, 2016 Request for Proposal Response # CH16012 6-94 



   
   

     
  

 

 

         

     

   

 

  

           

           

           

      

 

  

   

         

           

        

        

      

   

         

          

        

          

         

            

          

    

    

            

            

           

           

        

          

           

       

           

            

           

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

I ncident Managem ent Process Flow Steps: 

Ρολε Στεπ Dεσχριπτιον 

Ρεθυεστινγ 

Χυστοmερ

行 Ινχιδεντσ χαν βε ρεπορτεδ βψ τηε χυστοmερ ορ τεχηνιχαλ σταφφ 

τηρουγη ϖαριουσ mεανσ, ι.ε., πηονε, εmαιλ, ορ α σελφ σερϖιχε ωεβ 

ιντερφαχε. Ινχιδεντσ mαψ αλσο βε ρεπορτεδ τηρουγη τηε υσε οφ 

ΡΕΑΝ−Χηεχκσ ΡΕΑΝ−Dροπ Αγεντ ον σπεχιφιχ σερϖερσ 

ΡΕΑΝ Συππορτ 

Σερϖιχε Dεσκ

行 Ινχιδεντ ιδεντιφιχατιον 

Wορκ χαννοτ βεγιν ον δεαλινγ ωιτη αν ινχιδεντ υντιλ ιτ ισ κνοων 

τηατ αν ινχιδεντ ηασ οχχυρρεδ. Ασ φαρ ασ ποσσιβλε, αλλ κεψ 

χοmπονεντσ σηουλδ βε mονιτορεδ σο τηατ φαιλυρεσ ορ ποτεντιαλ 

φαιλυρεσ αρε δετεχτεδ εαρλψ σο τηατ τηε ινχιδεντ mαναγεmεντ 

προχεσσ χαν βε σταρτεδ θυιχκλψ.

行 Ινχιδεντ λογγινγ 

Αλλ ινχιδεντσ mυστ βε φυλλψ λογγεδ ανδ δατε/τιmε σταmπεδ, 

ρεγαρδλεσσ οφ ωηετηερ τηεψ αρε ραισεδ τηρουγη α Σερϖιχε Dεσκ 

τελεπηονε χαλλ ορ ωηετηερ αυτοmατιχαλλψ δετεχτεδ ϖια αν εϖεντ 

αλερτ. Αλλ ρελεϖαντ ινφορmατιον ρελατινγ το τηε νατυρε οφ τηε 

ινχιδεντ mυστ βε λογγεδ σο τηατ α φυλλ ηιστοριχαλ ρεχορδ ισ 

mαινταινεδ � ανδ σο τηατ ιφ τηε ινχιδεντ ηασ το βε ρεφερρεδ το 

οτηερ συππορτ γρουπ(σ), τηεψ ωιλλ ηαϖε αλλ ρελεϖαντ ινφορmατιον ατ 

ηανδ το ασσιστ τηεm.

行 Ινχιδεντ χατεγοριζατιον 

Αλλ ινχιδεντσ ωιλλ ρελατε το ονε οφ τηε πυβλισηεδ σερϖιχεσ λιστεδ ιν 

τηε Σερϖιχε Χαταλογυε. Ιφ τηε χυστοmερ ισ χαλλινγ αβουτ αν ισσυε 

τηεψ ηαϖε τηατ ισ νοτ ρελατεδ το ονε οφ τηε σερϖιχεσ ιν τηε 

χαταλογυε, τηεν ιτ ωιλλ βε πυτ ιντο α γενεραλ βυχκετ ανδ δεεmεδ 

ιφ ιτ ισ ορ ισ νοτ αν ινχιδεντ.

行 Ισ τηισ αχτυαλλψ α Σερϖιχε Ρεθυεστ ινχορρεχτλψ χατεγοριζεδ ασ αν 

ινχιδεντ? Ιφ σο, υπδατε τηε χασε το ρεφλεχτ τηατ ιτ ισ α Σερϖιχε 

Ρεθυεστ ανδ φολλοω τηε αππροπριατε Σερϖιχε Ρεθυεστ προχεσσ.

行 Ηασ τηισ ισσυε αλρεαδψ βεεν ρεπορτεδ βψ οτηερσ?

行 Ιφ τηισ ισ ανοτηερ περσον ρεπορτινγ τηε σαmε ισσυε, ρελατε τηε 

ισσυε το τηε χασεσ αλρεαδψ ρεπορτεδ. Μορε πεοπλε ρεπορτινγ τηε 
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σαmε ισσυε mεανσ τηε ιmπαχτ οφ τηε ισσυε ισ βροαδερ τηαν ωηατ 

mιγητ ηαϖε βεεν ρεπορτεδ ατ φιρστ. Τηε ιmπαχτ νεεδσ το βε 

ρεχορδεδ βασε υπον χυρρεντ κνοωλεδγε οφ τηε ιmπαχτ.

行 Ινχιδεντ πριοριτιζατιον 

Βεφορε αν ινχιδεντ, πριοριτψ χαν βε σετ, τηε σεϖεριτψ ανδ ιmπαχτ 

νεεδ το βε ασσεσσεδ. Ονχε τηε σεϖεριτψ ανδ ιmπαχτ αρε σετ, τηε 

πριοριτψ χαν βε δεριϖεδ υσινγ τηε πρεσχριπτιϖε ταβλε.

行 Ισ τηισ α πριοριτψ 1 (mαϕορ) ινχιδεντ?

行 Ιφ τηισ ισ α πριοριτψ 1 ινχιδεντ mεανινγ τηατ α σερϖιχε ισ υναϖαιλαβλε 

ιν παρτ ορ ωηολε, αλλ mιδ λεϖελ ανδ σενιορ ΡΕΑΝ Συππορτ 

mαναγεmεντ σηουλδ βε αλερτεδ το mακε χερταιν ανψ ρεσουρχεσ 

νεχεσσαρψ το τηε ρεσολυτιον ωιλλ βε ιmmεδιατελψ mαδε αϖαιλαβλε.

行 Ινιτιαλ διαγνοσισ 

Ιφ τηε ινχιδεντ ηασ βεεν ρουτεδ ϖια τηε Σερϖιχε Dεσκ, τηε Σερϖιχε 

Dεσκ αναλψστ mυστ χαρρψ ουτ ινιτιαλ διαγνοσισ, υσινγ διαγνοστιχ 

σχριπτσ ανδ κνοων ερρορ ινφορmατιον το τρψ το δισχοϖερ τηε φυλλ 

σψmπτοmσ οφ τηε ινχιδεντ ανδ το δετερmινε εξαχτλψ ωηατ ηασ 

γονε ωρονγ. Τηε Σερϖιχε Dεσκ ρεπρεσεντατιϖε ωιλλ υτιλιζε τηε 

χολλεχτεδ ινφορmατιον ον τηε σψmπτοmσ ανδ υσε τηατ ινφορmατιον 

το ινιτιατε α σεαρχη οφ τηε Ινφορmατιον Βασε το φινδ αν 

αππροπριατε σολυτιον. Ιφ ποσσιβλε, τηε Σερϖιχε Dεσκ Αναλψστ ωιλλ 

ρεσολϖε τηε ινχιδεντ ανδ χλοσε τηε ινχιδεντ ιφ τηε ρεσολυτιον ισ 

συχχεσσφυλ.

行 Ισ τηε νεχεσσαρψ ινφορmατιον ιν τηε Ινφορmατιον Βασε το ρεσολϖε 

τηε ινχιδεντ? Ιφ νοτ, τηε χασε σηουλδ τηεν βε ασσιγνεδ το τηε 

προϖιδερ γρουπ τηατ συππορτσ τηε σερϖιχε.

行 Ιφ τηε νεχεσσαρψ ινφορmατιον το ρεσολϖε τηε ινχιδεντ ισ νοτ ιν τηε 

Ινφορmατιον Βασε, τηε ινχιδεντ mυστ βε ιmmεδιατελψ ασσιγνεδ το 

αν αππροπριατε προϖιδερ γρουπ φορ φυρτηερ συππορτ. Τηε ασσιγνεε 

ωιλλ τηεν ρεσεαρχη τηε ισσυε το δετερmινε χαυσε ανδ ρεmεδιατιον 

οπτιονσ. 
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行 Αφτερ α ποσσιβλε ρεσολυτιον ηασ βεεν δετερmινεδ ειτηερ φροm τηε 

Ινφορmατιον Βασε ορ τηρουγη ρεσεαρχη, αττεmπτ τηε ρεσολυτιον.

行 ςεριφψ ωιτη τηε χυστοmερ τηατ τηε ρεσολυτιον ωασ σατισφαχτορψ ανδ 

τηε χυστοmερ ισ αβλε το περφορm τηειρ ωορκ. Αν ινχιδεντ 

ρεσολυτιον δοεσ νοτ ρεθυιρε τηατ τηε υνδερλψινγ χαυσε οφ τηε 

ινχιδεντ ηασ βεεν χορρεχτεδ. Τηε ρεσολυτιον ονλψ νεεδσ το mακε 

ιτ ποσσιβλε φορ τηε χυστοmερ το βε αβλε το χοντινυε τηειρ ωορκ. 

ΡΕΑΝ Συππορτ 行 Ιφ τηε χυστοmερ ισ σατισφιεδ ωιτη τηε ρεσολυτιον, προχεεδ το 
Σερϖιχε Dεσκ χλοσυρε, οτηερωισε χοντινυε ινϖεστιγατιον ανδ διαγνοσισ.

行 Ινχιδεντ Χλοσυρε 

Τηε Σερϖιχε Dεσκ σηουλδ χηεχκ τηατ τηε ινχιδεντ ισ φυλλψ ρεσολϖεδ 

ανδ τηατ τηε υσερσ αρε σατισφιεδ ανδ ωιλλινγ το αγρεε τηε ινχιδεντ 

χαν βε χλοσεδ. Τηε Σερϖιχε Dεσκ σηουλδ αλσο χηεχκ τηε φολλοωινγ: 

Χλοσυρε χατεγοριζατιον. Χηεχκ ανδ χονφιρm τηατ τηε ινιτιαλ 

ινχιδεντ χατεγοριζατιον ωασ χορρεχτ ορ, ωηερε τηε χατεγοριζατιον 

συβσεθυεντλψ τυρνεδ ουτ το βε ινχορρεχτ, υπδατε τηε ρεχορδ σο 

τηατ α χορρεχτ χλοσυρε χατεγοριζατιον ισ ρεχορδεδ φορ τηε ινχιδεντ 

� σεεκινγ αδϖιχε ορ γυιδανχε φροm τηε ρεσολϖινγ γρουπ(σ) ασ 

νεχεσσαρψ. 

Υσερ σατισφαχτιον συρϖεψ. Χαρρψ ουτ α υσερ σατισφαχτιον χαλλ−βαχκ 

ορ ε−mαιλ συρϖεψ φορ τηε αγρεεδ περχενταγε οφ ινχιδεντσ. 

Ινχιδεντ δοχυmεντατιον. Χηασε ανψ ουτστανδινγ δεταιλσ ανδ 

ενσυρε τηατ τηε Ινχιδεντ Ρεχορδ ισ φυλλψ δοχυmεντεδ σο τηατ α φυλλ 

ηιστοριχ ρεχορδ ατ α συφφιχιεντ λεϖελ οφ δεταιλ ισ χοmπλετε. 

Ονγοινγ ορ ρεχυρρινγ προβλεm? Dετερmινε (ιν χονϕυνχτιον ωιτη 

ρεσολϖερ γρουπσ) ωηετηερ ιτ ισ λικελψ τηατ τηε ινχιδεντ χουλδ ρεχυρ 

ανδ δεχιδε ωηετηερ ανψ πρεϖεντιϖε αχτιον ισ νεχεσσαρψ το αϖοιδ 

τηισ. Ιν χονϕυνχτιον ωιτη Προβλεm Μαναγεmεντ, ραισε α Προβλεm 

Ρεχορδ ιν αλλ συχη χασεσ σο τηατ πρεϖεντιϖε αχτιον ισ ινιτιατεδ. 

Φορmαλ χλοσυρε. Φορmαλλψ χλοσε τηε Ινχιδεντ Ρεχορδ. 

Esca lat ion 
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According to ITIL standards, although assignment m ay change, ownership of incidents always 
resides with the Service Desk. As a result , the responsibilit y of ensuring that an incident is 
escalated when appropr iate also resides with the Service Desk. 

The Service Desk will monitor all incidents, and escalate them based on the following guidelines: 

Πριοριτψ Τιmε Λιmιτ βεφορε Εσχαλατιον 

3 − Λοω 3 βυσινεσσ δαψσ Μαναγερ 

2 − 4 ηουρσ Μαναγερ 

Μεδιυm 
Ιφ ον−χαλλ χονταχτ χαννοτ βε ρεαχηεδ δυρινγ νον−βυσινεσσ ηουρσ Μαναγερ 

Ιφ νειτηερ ον−χαλλ χονταχτ ορ τηειρ mαναγερ χαννοτ βε ρεαχηεδ δυρινγ νον− 

βυσινεσσ ηουρσ 

Σενιορ 

Μγτ 

48 ηουρσ Σενιορ 

Μγτ 

1 − Ηιγη Ιmmεδιατε Μαναγερ 

Ιmmεδιατε Σενιορ 

Μγτ 

8 .6 .9 Offeror m ust descr ibe and ident ify w hether or not it has any secur it y 
cont rols, bot h physical and vir t ua l Zones of Cont rol Architectures ( ZOCA) , used 
to isolate hosted servers. 

I nsight Response: I nsight has described whether our CSP partners and service partner has any 
security cont rols. 

AW S: Am azon Virtual Private Cloud (Am azon VPC) lets the Part icipat ing State or Ent it y provision 
a logically isolated sect ion of the Am azon Web Services (AWS) Cloud where they can launch AWS 
resources in a virtual network that they define. They have com plete cont rol over their virtual 
networking environm ent , including select ion of their own IP address range, creat ion of subnets, 
and configurat ion of route tables and network gateways. 

The Part icipat ing State or Ent it y can easily custom ize the network configurat ion for their Am azon 
Virtual Private Cloud. For exam ple, they can create a public- facing subnet for their webservers 
that has access to the I nternet , and place their backend system s such as databases or applicat ion 
servers in a private- facing subnet with no Internet access. They can leverage m ult iple layers of 
security, including secur ity groups and network access cont rol lists, to help cont rol access to 
Am azon EC2 instances in each subnet . 

REAN Clou d: 

Adm inist rat ive Access, Cont rol of Provisioning 

This sect ion describes the access cont rols REAN helps im plem ent for AWS custom ers to m eet 
com pliance requirem ents. These include: 

1. Cloud infrast ructure access 

2. Privileged User (OS/ DB adm in) access 
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3. End user (applicat ion) access 

Cloud Infrast ructure Access 

Access to Cloud infrast ructure entails access to AWS resources that include virtual server (EC2 
instance) , virtual storage (EBS volum e) , virtual network ( rout ing tables and firewall rules) , and 
other AWS resources. AWS provides two types of access to provision and m anage these 
resources. 

1. AWS Console based access 

2. AWS API based access 

The following subsect ions describe the two m ethods of access and how REAN helps custom ers 
secures the access. 

AW S Console Access 

AWS provides a web console based access cont rol to provision cloud resources. This access is 
protected by using a two- factor authent icat ion m ethod that includes a password and a soft - token 
(Google Authent icator) generated one t im e access key. 

The picture below shows how REAN further secures this access by using another level of two 
factor authent icat ion mechanism to access AWS console. 

Figure 1 7 : AW S Console Access Diagram 

REAN provisions an AWS console (AWS IAM user) login account for each user that has adm in 
privileges and one read-only account for service desk personnel that perform init ial t riage. These 
credent ials are shared only through REAN credent ial m anagem ent tool LastPass. Each REAN 
support person would have to first access their LastPass account using another two factor 
authent icat ion (password and Google authent icator based one- t im e key) and gain access to their 
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AWS credent ials and then login to the AWS account . LastPass access is logged to a LastPass log 
and AWS/ IAM access is logged to AWS CloudTrail, which is then forwarded to Splunk ( log 
m onitoring and audit ing tool) for analysis and alert ing of m alicious login at tem pts. This process is 
further defined in the logging and audit ing procedure. 

This will be further enhanced with the addit ional security cont rols REAN will im plem ent above the 
hypervisor as the project progresses. 

Microsoft : Com plicat ion with at tem pt ing to use t radit ional network-based security cont rols 
exclusively is that m ost of these cont rols assum e the I P address is a good proxy for m achine or 
service ident it y. 

IP addresses are a poor proxy for ident it y outside of a corporate LAN that is using stat ic 
assignm ents, part icularly in a globally scaled Internet service such as Azure where IP addresses 
change rapidly. This typically creates significant challenges for organizat ions that are overly 
reliant on network secur ity m easures and are using stat ic IP addresses for server and service 
m apping. 

Review the guidance in the Microsoft Azure Security sect ion (specifically the Containm ent and 
Segm entat ion St rategy) for how to design com plete security containm ent st rategies that 
overcom e the lim itat ions of networking cont rols alone. 

Virtual Appliances are third-party-based virtual m achine solut ions that can be selected from the 
Azure Gallery or Marketplace to provide services like network firewall, applicat ion firewall and 
proxy, load balancing, and logging. 

As organizat ions m ove workloads to the cloud, they m ust address threats in new ways and shed 
legacy security pract ices that oft en have proven to be ineffect ive and burdensom e. I n som e 
cases, extending to the cloud provides an opportunity to im plem ent security cont rols and contain 
adversaries in ways that are m ore challenging to accom plish in exist ing on-prem ises 
environm ents. Although containm ent st rategies are not new, the t radit ional network- cent r ic 
approach has failed in several ways and needs to be updated. 

This sect ion defines the following term inology: 

• Containm ent st rategy - High- level st rategic approach designed to lim it the r isk and scope 
of any given com prom ise 

• Segm entat ion st rategy - Com ponent of the containm ent st rategy that separates 
com put ing assets into security zones that reflect significant ly different asset valuat ion, t rust 
levels, and/ or r isk exposure profiles 

• Security zone - Set of com put ing assets with a com m on asset valuat ion, t rust level, 
and/ or r isk exposure profile. 

The not ions of containm ent and segm entat ion have been around for a long t im e in IT security, 
though the interpretat ions of how to im plem ent them have varied in pract ice. This docum ent 
starts with an assum e breach m indset and calls for designing security cont rols to prevent 
propagat ion of breaches am ong enterprise assets. 

This requires architects and system designers to look at what a breached system or com prom ised 
account m eans to the environm ent so as to lim it the im pact of that breach, to m ake it detectable, 
and to enable the organizat ion to respond. 

This assum e breach approach com plem ents the t radit ional perim eter approach focused on 
prevent ing breaches for a com bined approach that results in a m ore resilient st rategy. 
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8 .6 .1 0 Provide Secur it y Technical Refer ence Architectures t hat support 
I nfrast ructure as a Service ( I aaS) , Softw are as a Serv ice ( SaaS) & Plat form as a 
Serv ice ( PaaS) 

I nsight Response: I nsight has provided docum entat ion that will be useful to NASPO ValuePoint 
and the State of Utah in understanding the CSP partner and service provider’s security 
architectures. 

AW S: AWS has two publicly available whitepapers that are helpful in providing answers to this 
quest ion. Both of these white papers have been subm it ted with the proposal response. Abst racts 
for each whitepaper are provided below. 

W hitepaper 1 : Arch it ect ing for t he AW S Cloud Best Prac t ices 

Abst ract : 
This whitepaper is intended for solut ions architects and developers who are building solut ions that 
will be deployed on Am azon Web Services (AWS) . I t provides architectural pat terns and advice on 
how to design system s that are secure, reliable, high perform ing, and cost efficient . I t includes a 
discussion on how to take advantage of at t r ibutes that are specific to the dynam ic nature of cloud 
com put ing (elast icit y, infrast ructure autom at ion, et c.) . I n addit ion, this whitepaper also covers 
general pat terns, explaining how these are evolving and how they are applied in the context of 
cloud com put ing. 

W hitepaper 2 : Managing Your AW S I nfrast ructure at Sca le 

Abst ract : 
Am azon Web Services (AWS) enables organizat ions to deploy large-scale applicat ion 
infrast ructures across m ult iple geographic locat ions. When deploying these large, cloudbased 
applicat ions, it ’s im portant to ensure that the cost and com plexity of operat ing such system s does 
not increase in direct proport ion to their size. 

This whitepaper is intended for exist ing and potent ial custom ers—especially architects, 
developers, and sysops adm inist rators—who want to deploy and m anage their infrast ructure in a 
scalable and predictable way on AWS. 

In this whitepaper, we describe tools and techniques to provision new instances, configure the 
instances to m eet your requirem ents, and deploy your applicat ion code. 

We also int roduce st rategies to ensure that your instances rem ain stateless, result ing in an 
architecture that is m ore scalable and fault tolerant . The techniques we describe allow you to 
scale your service from a single instance to thousands of instances while m aintaining a consistent 
set of processes and tools to m anage them . 
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For the purposes of 
this whitepaper, we 
assum e that you have 
knowledge of basic 
script ing and core 
services such as 
Am azon Elast ic 
Com pute Cloud 
(Am azon EC2) . 

Provided is a sam ple 
DR reference 
architecture for local 
applicat ions. 

REAN Cloud: REAN 
Cloud has been 
reselling AWS IaaS 
and providing 
Managed Services 
since 01 JAN 2014. 
REAN Managem ent 
and staff m em bers Figure 1 8 : AW S DR Reference Architecture Exam ple 
have been 
architect ing and m anaging solut ions in AWS since 2010. 

AWS offers a broad set of global com pute, storage, database, analyt ics, applicat ion, and 
deploym ent services, all of which are listed at : ht tp: / / aws.am azon.com / products/ . The following 
figure is a sim ple view of the set of services that AWS offers. AWS offerings are provided with a 
range of support ing com ponents like m anagem ent tools, networking services, and applicat ion 
augm entat ion services, with m ult iple interfaces to AWS API -based services, including SDKs, IDE 
Toolkits, and Com m and Line Tools. 

All AWS products are hosted within the AWS’ global data center footprint that allows the 
Part icipat ing State or Ent it y to consum e services without having to build or m anage facilit ies or 
equipm ent . 

Figure 1 9 : AW S Global Data Ceter 
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AW S Cloud Services Approach 

A core AWS offering is Am azon Elast ic Com pute Cloud (Am azon EC2) , a web service that provides 
resizable com pute capacity in the cloud. I t s sim ple interface allows custom ers to obtain and 
configure capacity with m inim al fr ict ion, providing com plete cont rol of com put ing resources. AWS 
is a language and operat ing system agnost ic plat form and custom ers receive a virtual 
environm ent with the choice of operat ing system , program m ing language, web applicat ion 
plat form , database, and other services needed. 

AWS cloud services are opt im ized to scale up to the dem ands of m illions of users across the 
Internet . For exam ple, Am azon S3 holds t r illions of obj ects and regularly peaks at 1.5 m illion 
requests per second. I n term s of com put ing capacity, according to the m ost recent Gartner Magic 
Quadrant report on Infrast ructure as a Service ( I aaS) , “ I t [ AWS] is the overwhelm ing m arket 
share leader, with m ore than five t im es the cloud I aaS com pute capacit y in use than the 
aggregate total of the other 14 providers in this Magic Quadrant .” 

Figure below shows the high level architecture for REAN S-VPC. The following sect ions explain 
virtual network, server, storage, access cont rol, and audit cont rols in further detail. 

Figure 2 0 : H igh Level Architecture for REAN S- VPC 

As cloud com put ing custom ers are building system s on top of cloud infrast ructure, the security 
and com pliance responsibilit ies are shared between the Cloud Service Provider (CSP) and cloud 
custom ers or partners. I n an Infrast ructure as a Service ( I aaS) m odel, custom ers cont rol how 
they architect and secure their applicat ions and data put on the infrast ructure, while CSPs are 
responsible for providing services on a highly secure and cont rolled plat form , providing a wide 
array of addit ional secur ity features. 

Microsoft : Microsoft provides security for the I aaS, SaaS and PaaS services that m ake up it s 
Cloud Solut ions. While it does not provide a public Technical Reference Architecture, it does 
provide the following inform at ion about it s m ethods for keeping these services and custom er data 
secure. 

Microsoft uses m ult iple safeguards to protect custom er and enterprise data. These secur it y 
pract ices and technolo gies include: 
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• I dent it y and access m anagem ent – Microsoft ’s Directory Synchronizat ion Services and 
Azure Act ive Directory helps ensure that only authorized users can access the Part icipat ing 
State or Ent it y’s environm ents, data, and applicat ions, and provides m ult i- factor 
authent icat ion for highly secure sign- in. 

• Encrypt ion – Microsoft uses indust ry-standard protocols to encrypt data as it t ravels 
between devices and Microsoft datacenters, and crosses within datacenters 

• Secure networks – Microsoft ’s Cloud infrast ructure relies on security pract ices and 
technologies to connect virtual m achines to each other and to on-prem ises datacenters, 
while blocking unauthorized t raffic. Azure Virtual Networks extend their on-prem ises 
network to the cloud via a site- to-site virtual private network (VPN) . The Part icipat ing 
State or Ent it y can also use ExpressRoute t o create a cross-prem ises connect ion when 
needing to use the Internet . 

• Threat m anagem ent – Microsoft Ant im alw are protects Microsoft Cloud services and 
virtual m achines. Microsoft also uses int rusion detect ion, denial-of-service at tack 
prevent ion, penet rat ion test ing, data analyt ics, and m achine learning to constant ly 
st rengthen it s defense and reduce r isks. 

• Com pliance – Microsoft com plies with both internat ional and indust ry-specific com pliance 
standards and part icipate in r igorous third-party audits, which verify it s security cont rols. 

Custom ers m aintain full ownership and cont rol over their own data. Microsoft is a leader in 
providing t ransparency about it s privacy pract ices—one reason they have adopted the world’s 
first code of pract ice for cloud privacy, ISO/ IEC 27018. 

8 .6 .1 1 Descr ibe secur it y procedures ( background checks, foot pr int logging, etc.) 
w hich are in place regarding Offeror ’s em ployees w ho have access to sensit ive 
data. 

I nsight Response: I nsight requires applicants to undergo a series of steps prior to being m ade 
an offer of em ploym ent . This includes a com pleted job applicat ion, r ight to work docum entat ion, 
background invest igat ion, and drug test . As a standard pract ice, I nsight conducts pre-hire 
background checks and drug test ing on all new em ployees. Background checks and drug test ing 
are perform ed after the candidate accepts an offer with us and prior to t heir official em ploym ent 
start date. 

The background checks consist of the following: 
• County Crim inal Checks for felonies and m isdem eanors going back as far as the State 
allows 
• Social Security Trace 
• Address Verificat ion 
• Motor Vehicle Regist rat ion (MVR) Check 
• Terrorist Watch List (Office of Foreign Assets Cont rol – OFAC) 

Insight will conduct current background checks on any Insight or subcont ractor personnel who 
work in an Ent it y owned/ leased/ rented facilit y, and provide proof and results of those background 
checks to the Ent it y. 

AW S: AWS operates under a shared security responsibilit y m odel, where AWS is responsible for 
the security of the underlying cloud infrast ructure and custom ers are responsible for securing the 
workloads they deploy in AWS. AWS has established form al policies and procedures to delineate 
the m inim um standards for logical access to AWS plat form and infrast ructure hosts. AWS 
conducts pre-em ploym ent crim inal background checks, as perm it ted by law, for em ployees 
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com m ensurate with their posit ion and level of access. The AWS SOC reports provides addit ional 
details regarding the cont rols in place for background verificat ion. 

8 .6 .1 2 Descr ibe Secur it y m easures and standards ( i.e .) N I ST w hich t he Offe ror 
has in place to secure conf ident ia lit y of data at rest and in t ransit . 

I nsight Response: As a Value Added Reseller, this requirem ent is not applicable to I nsight . 
However, we have described our CSP partner ’s security m easures. 

AW S: AWS offers the Part icipat ing State or Ent it y the abilit y to add a layer of security to their 
data at rest in the cloud, providing scalable and efficient encrypt ion features. These include: 

• Data encrypt ion capabilit ies available in AWS storage and database services, such 
as EBS, S3, Glacier, Oracle RDS, SQL Server RDS, and Redshift 

• Flexible key m anagem ent opt ions that allow the Part icipat ing State or Ent it y to 
choose whether t o have AWS m anage the encrypt ion keys or m aintain com plete 
cont rol over their keys 

• Dedicated, hardware-based cryptographic key storage opt ions for custom ers to 
help sat isfy com pliance requirem ents 

In addit ion, AWS provides APIs for the Part icipat ing State or Ent it y to integrate encrypt ion and 
data protect ion with any of the services their develop or deploy in an AWS environm ent . 

Microsoft : Out lined below is Microsoft ’s security m easures and standards that are in place for 
data at rest and in t ransit . 

Data at Rest : Perform ed by the custom er by encrypt ing the virtual hard disk (VHD) files. 
Microsoft and third-party m echanism s are used. 

Workloads (such as SQL Server) also support Transparent Data Encrypt ion (TDE) . 

Technologies that assist with this are: 

• Key Vault 
• SQL Server Transparent Data Encrypt ion 
• Azure Disk Encrypt ion 
Third-party virtual m achine volum e encrypt ion 

Data in Transit : Perform ed by the custom er by using t ransport encrypt ion of t raffic t raversing 
exposed virtual m achine network endpoints. Microsoft and third-party m echanism s are used. 

Act ions perform ed by Microsoft include disk encrypt ion using BitLocker Drive Encrypt ion for bulk 
im port / export operat ions and encrypt ing t raffic between Azure datacenters. 

Technologies that assist with this are: 

• HTTPS/ REST API 

• Azure endpoints 

• Azure Im port / Export service 

Data Access: Perform ed by the custom er by using nat ive protect ions within the installed 
operat ing system to authent icate and authorize access to the virtual hard disk (VHD) data that is 
exposed through the operat ing system and published endpoints ( for exam ple, operat ing system 
file shares) . 
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8 .6 .1 3 Descr ibe policies and procedures regarding not if icat ion t o both the State 
and the Cardholders of a data bre ach, as defined in th is RFP, and the m it igat ion 
of such a breach. 

I nsight Response: As a Value Added Reseller, this requirem ent is not applicable to I nsight . 
However, we have described how provides not ificat ions of data breaches. 

AW S: AWS Custom ers retain the responsibilit y to m onitor their own environm ent for privacy 
breaches. 

AWS has im plem ented a form al, docum ented incident response policy and program ( including 
inst ruct ions on how to report internal and external security incidents) . The policy addresses 
purpose, scope, roles, responsibilit ies, and m anagem ent com m itm ent . System s within AWS are 
extensively inst rum ented to m onitor key operat ional and security m et rics. Alarm s are configured 
to autom at ically not ify operat ions and m anagem ent personnel when early warning thresholds are 
crossed on key m et rics. When a threshold is crossed, the AWS incident response process is 
init iated. The Am azon I ncident Response team em ploys indust ry - standard diagnost ic procedures 
to drive resolut ion during business - im pact ing events. Staff operates 24x7x365 coverage to 
detect incidents and m anage the im pact to resolut ion. 

AWS ut ilizes a three-phased approach to m anage incidents: 

• Act ivat ion and Not ificat ion Phase: I ncidents for AWS begin with the detect ion of an event . This 
can com e from several sources including: 

a) Met rics and alarm s - AWS m aintains an except ional situat ional awareness capabilit y, m ost 
issues are rapidly detected from 24x7x365 m onitoring and alarm ing of real t im e m et rics 
and service dashboards. The m aj orit y of incidents are detected in this m anner. AWS 
ut ilizes early indicator alarm s to proact ively ident ify issues that m ay ult im ately im pact 
Custom ers. 

b) Trouble t icket entered by an AWS em ployee 
c) Calls to the 24X7X365 technical support hot line. I f the event m eets incident criteria, then 

the relevant on -call support engineer will start an engagem ent ut ilizing AWS Event 
Managem ent Tool system to start the engagem ent and page relevant program resolvers 
(e.g. Security team ) . The resolvers will perform an analysis of the incident to determ ine if 
addit ional resolvers should be engaged and to determ ine the approxim ate root cause. 

4) Recovery Phase - the relevant resolvers will perform break fix to address the incident . 
Once t roubleshoot ing, break fix and affected com ponents are addressed, the call leader will 
assign next steps in term s of follow -up docum entat ion and follow - up act ions and end the 
call engagem ent . 

5) Reconst itut ion Phase - Once the relevant fix act ivit ies are com plete the call leader will declare 
that the recovery phase is com plete. Post m ortem and deep root cause analysis of the 
incident will be assigned to the relevant team . The results of the post m ortem will be 
reviewed by relevant senior m anagem ent and relevant act ions such as design changes etc. 
will be captured in a Correct ion of Errors (COE) docum ent and t racked to com plet ion. 

I n addit ion to the internal com m unicat ion m echanism s detailed above, AWS has also 
im plem ented various m ethods of external com m unicat ion to support it s custom er base and 
com m unity. Mechanisms are in place to allow the custom er support team to be not ified of 
operat ional issues that im pact the custom er experience. A "Service Health Dashboard" is 
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available and m aintained by the custom er support t eam to alert custom ers to any issues that 
m ay be of broad im pact . 

AWS incident m anagem ent program reviewed by independent external auditors during audits for 
our SOC, PCI DSS, ISO 27001 and FedRAMP com pliance. 

8 .7 ( E) MI GRATI ON AND REDEPLOYMENT PLAN 

8 .7 .1 Offeror m ust descr ibe how it m anage s the end of life act iv it ies of closing 
dow n a serv ice to a Purchasing Ent it y and s afe ly deprovision ing it before the 
Offeror is no longer cont ractually obligated to m ainta in the service, include 
planned and unplanned act iv it ies. An Offeror ’s resp onse should include deta il on 
how an Offeror m ainta ins secur it y of the data dur ing t his phase of an SLA, if the 
Offeror provides for redundancy dur ing m igrat ion, and how port able t he data is 
dur ing m igrat ion. 

I nsight Response: As a Value Added Reseller, this requirem ent is not applicable to I nsight . 
However, we have described how our CSP partners and service partner m eets this requirem ent . 

Microsoft : As for return of data, Microsoft ’s approach is to provide self- service access to it s 
custom er’s adm inist rators t o ext ract data upon term inat ion. With regard to Office 365 Services, 
Microsoft Azure Core Services, Microsoft Dynam ics CRM Online Services, and Microsoft I ntune 
Online Services (as each is defined in the Microsoft Online Service Term s, or “OST” ) , Microsoft 
provides Custom er adm inist rators access to their Custom er Data in the Online Services at all 
t im es during the term the subscript ion, and for at least 90 days thereafter (but for no m ore than 
180 days) . Where the m odalit y of the Online Service is applicable and as described in the 
applicable service docum entat ion and service descript ions at the t im e, Custom er Data in the 
Online Services will be downloadable by the State in a com m on industry or published Microsoft 
form at (e.g. MS Out look PST files, MS Office docum ent files in the then-current form at ,, MS SQL 
Database files, CSV form at files) , during the term of each subscript ion and for a 90-day “ lim ited 
funct ionalit y” period following expirat ion (as set forth in the Online Services Term s) . For som e 
Online Services service com ponents (also variously described as workloads, services, or m odules 
in Microsoft docum entat ion) download is not possible (such as when the m odule provides for 
funct ionalit y to synchronize from prim ary copies of Custom er Data held and m aintained by the 
custom er) , or Custom er is intended by the com ponent design to prepare and develop or configure 
their own download m odalit y (such as when Microsoft provides a plat form for Custom ers own 
applicat ions to be run as a cloud service) . 

REAN Cloud: 

Storage Device Decom m issioning 
When a storage device has reached the end of it s useful life, AWS procedures include a 
decom m issioning process that is designed to prevent custom er data from being exposed to 
unauthorized individuals. AWS uses the techniques detailed in DoD 5220.22-M ( “Nat ional 
I ndust r ial Security Program Operat ing Manual “ ) or NIST 800-88 ( “Guidelines for Media 
Sanit izat ion” ) to dest roy data as part of the decom m issioning process. All decom m issioned 
m agnet ic storage devices are degaussed and physically dest royed in accordance with indust ry-
standard pract ices. 

Storage Protect ion 
REAN S-VPC provides dist inct ive data protect ion for inform at ion stored on elast ic block store 
volum es using encrypt ion with key m anagem ent system that enables policy based rest r ict ions to 
determ ine where and when encrypted data can be accessed. I n addit ion, server validat ion applies 
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ident it y and integrity rules when servers request access to secure storage volum es. Solut ion 
ensures that encrypt ion keys are delivered to valid devices without the need to deploy an ent ire 
file system and m anagem ent infrast ructure. This solut ion protects sensit ive inform at ion from 
theft , unauthorized exposure, or unapproved geographic m igrat ion to other data centers. 

AW S: AWS Custom ers m anage the creat ion and delet ion of their data on AWS, as well as 
m aintain cont rol of access perm issions. Custom ers are responsible for m aintaining appropriate 
data retent ion policies and procedures. Cont rols in place lim it access to system s and data and 
provide that access to system s or data is rest r icted and m onitored. I n addit ion, custom er data is 
and server instances are logically isolated from other custom ers by default . Privileged user access 
cont rol is reviewed by an independent auditor during the AWS SOC 1, I SO 27001, PCI , and 
FedRAMP audits. Refer t o the AWS SOC 1 audit report (available under AWS NDA) for m ore 
inform at ion and validat ion of the cont rol test ing related to access perm issions and data delet ion 
for AWS S3 Services. Refer t o the AWS PCI Com pliance Package (available under AWS NDA) for 
test ing perform ed to confirm data delet ion. Both the AWS SOC 1 audit report and the AWS PCI 
Com pliance Package can be requested. 

8 .7 .2 Offeror m ust descr ibe how it int ends to provide an order ly return of data 
back to the Purchasing Ent it y, include any descr ipt ion in your SLA that descr ibes 
the return of data t o a custom er. 

I nsight Response: This requirem ent does not apply to I nsight . As the reseller we are not 
involved in the returning of data. We have provided how our CSP partners and service partners 
do so below. 

Microsoft : See Microsoft response above. 

REAN Cloud: 

Get t ing Custom er Data back 
REAN facilitates this t ransit ion using CloudEndure. Custom er content , cont rol and 
ownership always rem ain with the custom er. Transit ion assistance to custom er on 
prem ises due to t erm inat ion or other reason is writ ten into standard REAN term s and 
condit ions. 

Setup Services W arranty 
REAN warrants that , for a period of 30 days from com plet ion of on boarding, it has 
perform ed the Setup Services in substant ial accordance with the SOW. Custom er m ust 
not ify REAN of any breach of this warranty no later than 30 days after com plet ion of the 
Setup Services. 

Custom er’s exclusive rem edy and REAN’s sole obligat ion under this warranty will be for 
REAN to re-perform any non-conform ing port ion of the Setup Services, or if REAN cannot 
rem edy the breach within 30 days, then refund the port ion of the fee at t r ibutable to such 
non-conform ing port ion of the Setup Services. This warranty will not apply to the extent 
Custom er, it s cont ractors or agents have m odified any item or t o the extent Custom er’s 
equipm ent does not m eet the specificat ions provided by REAN. 
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8 .8 ( E) SERVI CE OR DATA RECOVERY 

8 .8 .1 Descr ibe how you w ould respond to t he follow ing situat ions; include any 
cont ingency plan or policy. 

I nsight Response: I n the event of a situat ion such as those listed in the RFP, Insight ’s service 
partner would provide the first line of response for AWS solut ions. We have provided how REAN 
Cloud would respond to the situat ions. 

Serv ice Leve l Agreem ents 

Following are the service level agreem ents (SLAs) offered as part of REAN’s Managed Services 
Offering. 

Serv ices W arranty 

REAN warrants to Custom er that com m ercially reasonable efforts will be m ade to m aintain the 
online availabilit y of the Service for a m inimum availabilit y in any given m onth as provided in the 
chart below (excluding scheduled outages, force m ajeure, and outages that result from any 
Custom er technology issues or incorrect applicat ion configurat ions) 

Definit ions 

“Monthly Upt im e Percentage” is calculated by subt ract ing from 100% the percentage of m inutes 
during the m onth in which the service was unavailable. 

Αϖαιλαβιλιτψ Wαρραντψ Χρεδιτ 

Λεσσ τηαν 99.9% βυτ εθυαλ το ορ γρεατερ 

τηαν 99.0% 

10% οφ τηε mαναγεδ mοντηλψ φεε (βεψονδ τηε ωαρραντψ) 

Λεσσ τηαν 99.0% 20% οφ τηε mαναγεδ mοντηλψ φεε (βεψονδ τηε ωαρραντψ) 

Custom er’s exclusive rem edy and REAN’s sole obligat ion for it s failure to m eet the warranty 
defined above will be for REAN to provide a credit for the applicable m onth as provided in the 
chart above ( if this agreem ent is not renewed, t hen a refund) , for the m onth; provided that 
Custom er not ifies REAN of such breach within 30 days of the end of that m onth. 

“I ncident ” Service Levels 

I ncidents are the result of services failure or interrupt ions that m ay be im pact ing Custom er’s 
abilit y to conduct business. 

• I ncidents are assigned severity levels (e.g. P1, P2, P3) based on the im pact to the business. 

• Many incidents are autom at ically detected via m onitoring ut ilit ies. Addit ionally, Custom er 
can open Incidents by calling REAN direct ly. The guidelines below will be used for set t ing 
Incident Severity. 

Ινχιδεντ 

Σεϖεριτιεσ 

Ινιτιαλ 

Ρεσπονσε / 

Χασε 

Ασσιγνmεντ 

Ινχιδεντ 

Φολλοω Υπ / 

Υπδατεσ 

Τιmε Το 

Ρεσολυτιον 

Dεφινεδ 
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Π1 Υργεντ 

Φυλλ σιτε 

Ουταγε: 

ΧΑΛΛ (571)− 

252−9696 

15 Μινυτε 

60 Μινυτεσ 4 Ηουρσ Α mαϕορ σψστεm ορ χοmπονεντ ισ 

δοων; διρεχτ ορ ιmmινεντ 

βυσινεσσ ιmπαχτ; χλιεντ χαννοτ 

περφορm βυσινεσσ χριτιχαλ 

φυνχτιονσ. 

Π2 Ηιγη 

Παρτιαλ σιτε − 

Ουταγε: 

ΧΑΛΛ (571)− 

252−9696 

15 Μινυτε 

60 Μινυτεσ 8 Ηουρσ Α σψστεm ορ χοmπονεντ ισ 

δοων; χλιεντ mαψ βε 

εξπεριενχινγ δεγραδατιον οφ 

σερϖιχε, ορ λοσσ οφ ρεσιλιενχε. 

Π3 Λοω 

Νον− 

Βυσινεσσ 

Ιmπαχτινγ 

4 ηουρσ Υπον 

Χοmπλετιον 

Υπον 

Χοmπλετιον 

Α σψστεm ορ χοmπονεντ ισ 

εξπεριενχινγ mινορ ισσυεσ βυτ ισ 

νοτ χαυσινγ δεγραδατιον οφ 

σερϖιχε 

Standard “Request ” Service Leve ls 

A Request m ay be subm it ted via the t icket ing tool for changes or addit ions to the infrast ructure 
that are not associated with resolving a Break/ fix issue. Exam ples of Requests include: adding 
users, patching software and requests for inform at ion. Request ing this const itutes approval for 
REAN to conduct the work. Requests are assigned severity levels (e.g. P1, P2, P3) based on the 
urgency of the need to support the business. 

Ρεθυεστ 

Πριοριτιεσ 

Ινιτιαλ 

Ρεσπονσε / 

Χασε 

Ασσιγνmεντ 

Ρεθυεστ 

Φολλοω Υπ / 

Υπδατεσ 

Τιmε Το 

Φυλφιλλmεντ 

Dεφινεδ 

Π1 

(Εmεργενχψ) 

Σερϖιχε 

Ρεθυεστ 

ΧΑΛΛ φορ 

Ιmmεδιατε 

Ρεσπονσε 

(571) 252− 

9696 

60 Μινυτεσ 60 Μινυτεσ Εmεργενχψ χηανγε το αϖοιδ ορ 

χυρε ποτεντιαλ βυσινεσσ ιmπαχτ 

Σερϖιχε Ρεθυεστσ τηατ 

αρε ινχλυδεδ ασ Εmεργενχψ 

ινχλυδε: 

Εmεργενχψ αχχεσσ ρεϖοχατιον 

Χερταιν φιρεωαλλ χηανγεσ 

δεσιγνατεδ βψ Χυστοmερ ασ 

March 10, 2016 Request for Proposal Response # CH16012 6-110 



   
   

     
  

 

 

         

    

    

  

    

    

    

    

  

  

 

 

        

    

    

  

  

   

  

 

   

    

   

     

  

    

    

   

     

 

  

 

 

   

 

 

 

     

 

   

                  
              
                 

               

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Εmεργενχψ βασεδ ον τηε 

ιmπαχτ ανδ υργενχψ το τηε 

Χυστοmερ Βυσινεσσ 

Χερταιν οτηερ Σερϖιχε Ρεθυεστ 

δεσιγνατεδ βψ Χυστοmερ ασ 

Εmεργενχψ βασεδ ον τηε 

ιmπαχτ ανδ υργενχψ το τηε 

Χυστοmερ Βυσινεσσ. 

Π2 Υργεντ 2 Ηουρσ 8 Ηουρσ 24 Ηουρσ Νον−Στανδαρδ σερϖιχε ρεθυεστ 

Βυσινεσσ τηατ τηε χυστοmερ ρεθυιρεσ ιν 

Ιmπαχτσ ορδερ το χοmπλετε δαψ−το−δαψ 

βυσινεσσ αχτιϖιτψ 

Σερϖιχε Ρεθυεστσ τηατ 

αρε Υργεντ ινχλυδε: 

Νον−εmεργενχψ αχχεσσ 

ρεϖοχατιον, 

Χερταιν φιρεωαλλ χηανγεσ 

δεσιγνατεδ βψ Χυστοmερ ασ 

Υργεντ βασεδ ον τηε ιmπαχτ 

ανδ υργενχψ το τηε Χυστοmερ 

Βυσινεσσ, ανδ 

Χερταιν οτηερ Σερϖιχε Ρεθυεστ 

δεσιγνατεδ βψ Χυστοmερ ασ 

Υργεντ βασεδ ον τηε ιmπαχτ 

ανδ υργενχψ το τηε Χυστοmερ 

Βυσινεσσ. 

Π3 Λοω 

Νον−Βυσινεσσ 

Ιmπαχτσ 

6 Ηουρσ Υπον 

Χοmπλετιον 

Υπον 

Χοmπλετιον 

Μινορ σερϖιχε ρεθυεστ ωιτη νο 

υργενχψ 

Setup Services W arranty 

REAN warrants that , for a period of 30 days from com plet ion of on boarding, it has perform ed the 
Setup Services in substant ial accordance with the SOW. Custom er m ust not ify REAN of any 
breach of this warranty no later than 30 days after com plet ion of the Setup Services. Custom er’s 
exclusive rem edy and REAN’s sole obligat ion under this warranty will be for REAN to re-perform 
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any non-conform ing port ion of the Setup Services, or if REAN cannot rem edy the breach within 
30 days, then refund the port ion of the fee at t r ibutable to such non-conform ing port ion of the 
Setup Services. This warranty will not apply to the extent Custom er, it s cont ractors or agents 
have m odified any item or t o the extent Custom er’s equipm ent does not m eet the specificat ions 
provided by REAN. 

Help Desk 

All our clients have direct access to support for technical issues both m inor and m aj or and the 
abilit y to review exist ing t ickets and request support based on the Service Level Agreem ent 
(SLA)supported from our 24/ 7 global helpdesk. REAN can be reached through an online t icket ing 
system . 

a. Ex tended dow nt im e. 

REAN Cloud: REAN will com ply with 2 week advanced not ice for scheduled down t im es per the 
requirem ents. They expect near zero downt im e in the event of an outage at the prim ary facilit y. 

b. Suffe rs an unrecoverable loss of dat a. 
REAN Cloud: Am azon S3 provides a highly durable storage infrast ructure designed for m ission-
crit ical and prim ary data storage. Am azon S3 redundant ly stores data in m ult iple facilit ies and on 
m ult iple devices within each facilit y. To increase durabilit y, Am azon S3 synchronously stores the 
Part icipat ing State or Ent it y’s data across m ult iple facilit ies before confirm ing that the data has 
been successfully stored. I n addit ion, Am azon S3 calculates checksum s on all network t raffic to 
detect corrupt ion of data packets when storing or ret r ieving data. Unlike t radit ional system s, 
which can require laborious data verificat ion and m anual repair, Am azon S3 perform s regular, 
system at ic data integrity checks and is built to be autom at ically self-healing. 
Am azon S3’s standard storage is: 

• Backed with the Am azon S3 Service Level Agreem ent for availabilit y 

• Designed for 99.999999999% durabilit y and 99.99% availabilit y of objects over a year 

• Designed to sustain the concurrent loss of data in two facilit ies 

c. Offeror exper iences a system fa ilure. 
REAN Cloud: Refer the Service Level Agreem ents in sect ion 8.8.1. 

d. Abilit y to recover and restore data w it hin 4 business hours in the event of 
a severe system outage. 

REAN Cloud: Refer the Service Level Agreem ents in sect ion 8.8.1. 

e. Descr ibe your Recovery Point Object ive ( RPO) and Recovery Tim e 
Object ive ( RTO) . 

REAN Standard RTO/ RPO 
REAN uses a product called CloudEndure to t est and enable disaster recovery, and to seam lessly 
m igrate on-prem ises applicat ions to the Cloud in the first place. They enable cloud workload 
m obilit y using cont inuous replicat ion of the ent ire cloud applicat ion stack. A single click creates 
an exact replica of the ent ire workload, including it s up- to- the-second consistent state at a target 
cloud locat ion within m inutes, com plete with instances, at tached volum es containing all the data, 
network topology, firewalls, and m ore. 

While snapshot -based and backup solut ions result in high RPO and degrade perform ance of the 
replicated m achines, CloudEndure’s real- t im e, cont inuous block- level data protect ion (CDP) 
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ensures m axim um up t im e and m inim al loss of data without consum ing addit ional resources at 
the source applicat ion. REAN then creates a fully funct ioning, up- to-date copy of the applicat ion 
within m inutes. The result is 1-click, fail- safe replicat ion of the ent ire applicat ion to, across, and 
between m ult iple cloud locat ions. CloudEndure autom at ically discovers the network topology of 
the workload ( IP addresses, subnets, load balancers, firewalls) and t ransform s it to the 
com pat ible form at of the target cloud. This ensures that the funct ionalit y of the replica workload 
is ident ical to the source. 

Microsoft : Azure Backup can now back up custom er’s on-prem ises applicat ion workloads, 
including Microsoft SQL Server, Hyper-V virtual m achines, Microsoft SharePoint , and Microsoft 
Exchange. They can back up their applicat ions to a local disk or to Azure, allowing them to 
elim inate local tape libraries and leverage the unlim ited storage capabilit y of Azure. 

Part icipat ing State or Ent it ies can also m anage all their on-prem ises backups from a single user 
interface. Backup cont inues to support backups of their product ion IaaS virtual m achines in Azure 
and to help protect their Windows client data and their shared files and folders. 

System Center Data Protect ion Manager is an opt ion for on-prem ises, Azure, or Cloud Only 
backup and recovery. 

Azure Site Recovery: ASR’s enhanced VMware to Azure scenario is now Generally Available. 

This GA release, am ong other enhancem ents, is designed to help custom ers benefit from the 
following key funct ionalit y: 

• Elim inat ion of I aaS-based replicat ion and orchest rat ion com ponents/ appliance 

• MSI -based unified setup of on-prem ises com ponents, which significant ly reduces the t im e and 
com plexity to onboard to the scenario 

• Non-disrupt ive disaster recovery test ing with Test Failover 

• ASR- integrated failback experience without vCont inuum , with support for alternate locat ion 
recovery, and original locat ion recovery 

• Disk-based replicat ion from source m achines, and driver installat ion without needing a source 
reboot 

• Mult i-VM Applicat ion and Crash-Consistent Replicat ion for Windows and Linux 

• Migrat ion of protected m achines from the in-market – Legacy – VMware to Azure scenario to t he 
Enhanced VMware to Azure scenario 

• Enterprise-grade enhancem ents such as support for FQDNs, custom ports, and installat ion paths 

• Support for CentOS & RHEL 6.7, vCenter Server 6.0 
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8 .8 .2 Descr ibe your m ethodologies for t he follow ing backup and restore services: 

a. Method of data backups 
b. Method of server im age backups 
c. Digit a l locat ion of backup storage ( secondary storage, t ape, etc.) 
d. Alte rnate data center st rategies for pr im ary data centers w it h in the 

cont inenta l Unit ed States. 

I nsight Response: I nsight has described how our CSP partners provide backup and restorat ion 
services. 

AW S: The AWS plat form enables a lightweight approach to backup and recovery due, in part , to 
the following characterist ics: 

• Com puters are now virtual abst ract resources instant iated via code rather than being 
hardware based. 

• Capacity is available at increm ental cost rather t han up- front cost . 
• Resource provisioning takes place in m inutes, lending it self to real- t ime configurat ion. 
• Server im ages are available on dem and, can be m aintained by an organizat ion, and can be 

act ivated im m ediately. 

These characterist ics offer custom ers opportunit ies to recover deleted or corrupted data with less 
infrast ructure overhead. 

The Am azon Elast ic Com pute Cloud (Am azon EC2) service enables the backup and recovery of a 
standard server, such as a web server or applicat ion server, so that custom ers can focus on 
protect ing their configurat ion and the state of data rather than the server it self. This set of data 
is m uch sm aller than the aggregate set of server data, which typically includes various applicat ion 
files, operat ing system files, tem porary files, and so on. This change of approach m eans that 
regular night ly increm ental or weekly full backups can take far less t im e and consum e less 
storage space. 

When a com pute instance is started in Am azon EC2, it is based upon an Am azon Machine Im age 
(AMI ) and can also connect t o exist ing storage volum es—for exam ple, Am azon Elast ic Block Store 
(Am azon EBS) . I n addit ion, when launching a new instance, it is possible to pass user data to t he 
instance that can be accessed internally as dynam ic configurat ion param eters. 

A sam ple workflow is as follows: 

• Launch a new instance of a web server, passing it the ident it y of the web server and any 
security credent ials required for init ial setup. The instance is based upon a pre-built AMI that 
contains the operat ing system and relevant web server applicat ion (e.g., Apache or I IS) . 

• Upon startup, a boot scr ipt accesses a designated and secured Am azon Sim ple Storage 
Service (Am azon S3) bucket that contains the specified configurat ion file(s) . 

• The configurat ion file contains various inst ruct ions for set t ing up the server (e.g., web server 
param eters, locat ions of related servers, addit ional software to install, and patch updates) . 

• The server executes the specified configurat ion and is ready for service. An open-source tool 
for perform ing this process called cloud- init is already installed on Am azon Linux AMIs and is 
also available for a num ber of other Linux dist r ibut ions. 
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The first figure depicts a t radit ional backup approach and the second figure depicts an Am azon 
EC2 backup approach. 

Figure 2 1 : Tradit ional AW S Backu p Approach 

Figure 2 2 : AW S EC2 Backup Approach 
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In this case, there is no need to back up the server it self. The relevant configurat ion is contained 
in the com binat ion of the AMI and the configurat ion file(s) . So, the only com ponents requir ing 
backup and recovery are the AMI and configurat ion file(s) . 

Am azon Machine I m age ( AMI ) 
AMI s that custom ers register are autom at ically stored in their account using Am azon EBS 
snapshots. These snapshots reside in Am azon S3 and are highly durable. This m eans that the 
underlying storage m echanism for the AMIs is protected from m ult iple failure scenarios. 

I t is also possible to share AMIs between separate AWS accounts. Consequent ly, custom ers can 
create totally independent copies of the AMI by: 

• Sharing the original AMI to another specified AWS account cont rolled by the custom er. 
• Start ing a new instance based upon the shared AMI . 
• Creat ing a new AMI from that running instance. 

The new AMI is then stored in the second account and is an independent copy of the original AMI . 
Of course, custom ers can also create m ult iple copies of the AMI within the sam e account . 

Conf igurat ion Files 
Custom ers use a variety of version m anagem ent approaches for configurat ion files, and they can 
follow the sam e regim e for the files used to configure their Am azon EC2 instances. For exam ple, 
a custom er could store different versions of configurat ion files in designated locat ions and 
securely cont rol them like any other code. That custom er could then back up these code 
repositories using the appropriate backup cycle (e.g., daily, weekly, m onthly) and snapshots to 
protected locat ions. Furtherm ore, custom ers can use Am azon S3 to store their configurat ion files, 
taking advantage of the durabilit y of the service in addit ion to backing up the files to an alternate 
locat ion on a regular basis. 

Database and File Servers 
Backing up data for database and file servers differs from the web and applicat ion layers. I n 
general, database and file servers contain larger am ounts of business data ( tens of GB to m ult iple 
TB) that m ust be retained and protected at all t im es. I n these cases, custom ers can leverage 
efficient data m ovem ent techniques such as snapshots to create backups that are fast , reliable, 
and space efficient . 

For databases that are built upon RAID sets of Am azon EBS volum es (and have total storage less 
than 1 TB) , an alternat ive backup approach is to asynchronously replicate data to another 
database instance built using a single Am azon EBS volum e. While the dest inat ion Am azon EBS 
volum e will have slower perform ance, it is not being used for data access and can be easily 
snapshot ted to Am azon S3 using the Am azon EBS snapshot capabilit y. 

Disaster Recovery 
The AWS cloud supports m any popular DR architectures from “pilot light ” environm ents that are 
ready to scale up at a m om ent ’s not ice to “hot standby” environm ents that enable rapid failover. 
With data centers in 12 regions around the world (4 in the United States) , AWS provides a set of 
cloud-based DR services that enable rapid recovery of I T infrast ructure and data. 

AW S Capabilit ies for DR/ COOP/ Backup Solut ions 
With AWS, custom ers can elim inate the need for addit ional physical infrast ructure, off- site data 
replicat ion, and upkeep of spare capacity. AWS uses dist inct and geographically diverse 
Availabilit y Zones (AZs) that are engineered to be isolated from failures in other AZs. This 
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innovat ive and unique AWS feature enables custom ers to protect applicat ions from the failure of 
a single locat ion, result ing in significant cost savings and increased agilit y to change and opt im ize 
resources during a DR scenario. 

AWS offers the following high- level DR capabilit ies: 

• Fast Perform ance : Fast , disk-based storage and ret r ieval of files. 
• No Tape : Elim inate costs associated with t ransport ing, storing, and ret r ieving tape m edia and 

associated tape backup software. 
• Com pliance : Minim ize downt im e to avoid breaching Service Level Agreem ents (SLAs) . 
• Elast icit y : Add any am ount of data, quickly. Easily expire and delete without handling m edia. 
• Secur it y : Secure and durable cloud DR plat form with indust ry- recognized cert ificat ions and 

audits. 
• Partners : AWS solut ion providers and system integrat ion partners to help with deploym ents. 

Solut ion Use Cases 

AWS can enable custom ers to cost -effect ively operate m ult iple DR scenarios to include ”backup & 
restore,” “pilot light ,” “warm standby,” and “m ult i- site” . The classificat ions are arranged by how 
quickly a system can be available to users after a DR event . 

Each DR opt ion is discussed in m ore detail below: 

• Back up and Restore : I n m ost t radit ional environm ents, data is backed up to tape and sent 
off- site regularly. Recovery t im e will be the longest using this m ethod, and lack of autom at ion 
leads to increased costs. Using Am azon Sim ple Storage Service (Am azon S3) is ideal for 
backup data, as it is designed to provide 99.999999999% durabilit y of objects over a given 
year. Transferr ing data to and from Am azon S3 is typically done via the network, and it is 
therefore accessible from any locat ion. Also, with AWS Storage Gateway, custom ers 
can autom at ically back up on-prem ises data to Am azon S3. 

• Pilot Light for Sim ple Recovery into AW S W arm Standby Solut ion : The idea of the pilot 
light is an analogy that com es from the gas heater. I n a gas heater, a sm all idle flam e that ’s 
always on can quickly ignite the ent ire furnace to heat up a house as needed. This scenario is 
analogous to a backup and restore scenario; however, custom ers m ust ensure that they have 
the m ost crit ical core elem ents of their system already configured and running in AWS ( the 
pilot light ) . When the t im e com es for recovery, custom ers would rapidly provision a full- scale 
product ion environm ent around the crit ical core. 

• W arm Standby Solut ion in AW S : The term “warm standby” is used to describe a DR 
scenario in which a scaled-down version of a fully funct ional environm ent is always running in 
the cloud. I t further decreases recovery t im e because, in this case, som e services are always 
running. By ident ifying business-crit ical system s, custom ers could fully duplicate these 
system s on AWS and have them always on. 

• Mult i - Site Solut ion Deployed on AW S and On- Site : A m ult i- site solut ion runs in AWS as 
well as on a custom er’s exist ing on-prem ise infrast ructure in an act ive-act ive configurat ion. 
During a disaster situat ion, an organizat ion can sim ply send all t raffic to AWS servers, which 
can scale to handle their full product ion load. 
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Microsoft : For it s Governm ent Com m unity Cloud Services (as defined in Microsoft ’s service 
term s and condit ions) , or “GCC,” Custom er Content is stored at rest in the United States. I n t he 
cases of the GCC versions of Exchange Online, SharePoint Online, Skype for Business, and 
Dynam ics CRM Online, the Custom er Content is stored in encrypted form at , whereas in the GCC 
version of Azure Core Services, custom ers are given the opt ion to encrypt non-public Custom er 
Content . 

For the non-GCC (public) versions of the equivalent services, as well as for Microsoft I ntune 
Online Services, certain types of Custom er Content are stored at rest in the United States, if set 
up by the users in the United States. The term s and condit ions governing where Custom er Data 
will be stored m ay be found in the Microsoft Online Services Term s. Finally, for the non-GCC 
version of Azure Core Services, custom ers are given the choice of which of Microsoft ’s worldwide 
data centers to store and/ or process data in. 

For purposes of the above, “Custom er Content ” m eans the subset of Custom er Data created by 
users. For Office 365 Services, Custom er Content shall at least include Exchange Online m ailbox 
content ( e-m ail body, calendar ent r ies, and the content of e-m ail at tachm ents) , SharePoint 
Online site content and the files stored within that site, and Skype for Business Online archived 
conversat ions. For Microsoft Dynam ics CRM Online Services, Custom er Content shall be the 
ent it ies of Custom er Data m anaged by the Microsoft Dynam ics CRM Online Services. 

8 .9 ( E) DATA PROTECTI ON 

8 .9 .1 Specify standard encrypt ion technologies and opt ions t o protect sensit ive 
data, dependi ng on t he part icu lar service m odel that you int end to prov ide under 
th is Master Agreem ent , w hile in t ransit or at rest . 

I nsight Response: As a Value-Added Reseller, I nsight is not responsible for encrypt ing or 
protect ing data. However, we have provided detail on how our CSP partners do protect data, 
while in t ransit or at rest . 

REAN : 

Encrypt ion in Transit 
Users will access cloud solut ions using their web browsers, m obile devices, or desktop software. 
I n all the cases, the data can be t ransferred on HTTPS connect ion to ensure encrypt ion in t ransit . 

I n addit ion, users on the go requir ing easy but secure rem ote access to their custom er network 
can ut ilize VPN capability of S-VPC. S-VPC uses Sophos to provide a broad set of indust ry-
standard VPN technologies including IPSec, SSL, Cisco VPN, iOS and nat ive Windows VPN clients. 
The custom er can set up the content to be accessible only when the m obile devices are on the 
VPN using the X.509 cert ificates deployed to their m obile devices using a Mobile Device 
Managem ent (MDM) solut ion. 

By enabling easy and convenient VPN only access to users, the custom er will be able to ensure 
that only legit im ate users with proper credent ials are able to access the server. Then they will be 
required to produce a second factor authent icat ion to access the content securely on HTTPS. This 
com binat ion provides addit ional security of content and provides the network level access logs for 
com pliance. 
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This also ensures that t he servers are not exposed to the Internet , which great ly reduces the r isk 
of loss or inadvertent use of data. 

Encrypt ion at Rest 
The files in the cloud, Meta data in the database, and any other data can be stored encrypted at 
all t im es. The encrypt ion keys used to encrypt data are stored in tam per resistant hardware 
security m odules outside the AWS data centers in a Safenet DataSecure Appliance. Safenet 
DataSecure appliance key m anagem ent and policy m anagem ent is provided to ensure 
com pliance, and m axim ize security. 

ProtectV: With SafeNet ProtectV, the custom er can encrypt and secure ent ire virtual 
m achines, protect ing these assets from theft or exposure. Further, ProtectV helps encrypt 
virtual storage, ensuring cloud data is isolated and secured— even in shared, m ult i- tenant 
cloud environm ents used for applicat ion host ing, data storage, or disaster recovery. 

Key Managem ent : With DataSecure, all cryptographic keys are kept in the cent ralized, 
hardened appliance to sim plify administ rat ion while ensuring t ight secur ity for the 
broadest array of data t ypes. Key versioning st ream lines the t im e-consum ing task of key 
rotat ion. 

Policy Managem ent : Adm inist rators can set authent icat ion and authorizat ion policies 
that dictate which applicat ions, databases, or file servers can be accessed by part icular 
users in the clear. When com bined with st rong authent icat ion, this policy-driven security 
provides a vital layer of protect ion. DataSecure also offers granular access cont rols to help 
custom ers com ply with the separat ion of dut ies required in m any secur ity m andates. 

An adm inist rator can create a policy that prevents certain users from accessing sensit ive 
data without interfering with their day- to-day system adm inist rat ion dut ies. 

Logging, Audit ing, and Report ing: When encrypt ing data within an enterprise, data, keys, 
and logs are often accessed, encrypted, m anaged, and generated on m ult iple devices, in 
m ult iple locat ions. To reduce the cost and com plexity of security m anagem ent , 
DataSecure provides a single, cent ralized interface for logging, audit ing, and report ing 
access to data and keys. A cent ralized m echanism increases security and helps custom ers 
ensure com pliance with indust ry m andates and governm ent regulat ions. 

Sophos: Sophos is offered as an annual license based on the num ber of users that the 
device sees. A user in the sense of Sophos UTM software licensing, are workstat ions, 
clients, servers, and other devices that have an IP address and are protected by or receive 
service from the UTM appliance. As soon as a user com m unicates with or through the UTM 
appliance, their IP address is added to the list of licensed devices in the appliance’s local 
database. No dist inct ion is m ade if the user com m unicates with the Internet or with a 
device in another LAN segm ent . DNS or DHCP queries to the UTM appliance are also 
counted. I f several users com m unicate through a single device with only one IP address 
(e.g., m ail server or web proxy) , every user is counted as a separate user. The license 
m echanism only uses data from the last seven days. I f an IP address has not been used in 
the last seven days, it is rem oved from the database. REAN Cloud solut ions can ut ilize an 
unlim ited user license, or other appropriate license, from Sophos. 
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AW S: AWS custom ers retain cont rol and ownership of their data, and all data stored by AWS on 
behalf of custom ers has st rong tenant isolat ion security and cont rol capabilit ies. Custom ers 
should consider the sensit ivit y of their data and decide if and how they will encrypt data while it 
is in t ransit and while it is at rest . 

Secur ing Data at Rest 
There are several opt ions for encrypt ing data at rest , ranging from com pletely autom ated 
AWS encrypt ion solut ions to m anual, client -side opt ions. Choosing the r ight solut ions 
depends on which AWS cloud services are being used and custom er requirem ents for key 
m anagem ent . I nform at ion on protect ing data at rest using encrypt ion can be found in the 
Protect ing Data Using Encrypt ion sect ion of the Am azon Sim ple Storage Service 
(Am azon S3) Developer Guide. 

Secur ing Data in Transit 
Protect ing data in t ransit when running applicat ions in the cloud involves protect ing 
network t raffic between clients and servers and network t raffic betwen servers. 

Services from AWS provide support for both Internet Protocol Security ( IPSec) and Secure 
Sockets Layer/ Transport Layer Security (SSL/ TLS) for protect ion of data in t ransit . IPSec 
is a protocol that extends the I P protocol stack, oft en in network infrast ructure, and allows 
applicat ions on upper layers to com m unicate securely without m odificat ion. SSL/ TLS, on 
the other hand, operates at the session layer, and while there are third-party SSL/ TLS 
wrappers, it often requires support at the applicat ion layer as well. 

Microsoft : Out lined below is how data in t ransit and at rest is protected in the Microsoft 
environm ent . 

Data at Rest : Perform ed by the custom er by encrypt ing the virtual hard disk (VHD) files. 
Microsoft and third-party m echanism s are used. 

Workloads (such as SQL Server) also support Transparent Data Encrypt ion (TDE) . 

Technologies that assist with this are: 

• Key Vault 
• SQL Server Transparent Data Encrypt ion 
• Azure Disk Encrypt ion 
Third-party virtual m achine volum e encrypt ion 

Data in Transit : Perform ed by the custom er by using t ransport encrypt ion of t raffic t raversing 
exposed virtual m achine network endpoints. Microsoft and third-party m echanism s are used. 

Act ions perform ed by Microsoft include disk encrypt ion using BitLocker Drive Encrypt ion for bulk 
im port / export operat ions and encrypt ing t raffic between Azure datacenters. 

Technologies that assist with this are: 

• HTTPS/ REST API 

• Azure endpoints 

• Azure Im port / Export service 

Data Access: Perform ed by the custom er by using nat ive protect ions within the installed 
operat ing system to authent icate and authorize access to the virtual hard disk (VHD) data that is 
exposed through the operat ing system and published endpoints ( for exam ple, operat ing system 
file shares) . 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

8 .9 .2 Descr ibe w hether or not it is w illing to sign re levant and applicable 
Business Associa te Agreem ent or any other agreem ent t hat m ay be necessary to 
protec t data w ith a Purchasing Ent it y . 

Microsoft : Microsoft ’s BAA is not negot iable, as they adm inister their HIPAA-based cont rols in a 
uniform m anner. However, Microsoft believes that their BAA m eets this requirem ent , such that 
no except ion is required for this sect ion 8.9.2. 

AW S: Yes, I nsight is willing to sign a BAA and I nsight will work with the Part icipat ing State or 
Ent it y as needed. 

8 .9 .3 Offeror m ust descr ibe how it w ill on ly use data f or purposes def ined in t he 
Master Agreem ent , par t icipat ing addendum , or re lated serv ice leve l agreem ent . 
Offeror shall not use the governm ent data or governm ent re lated data for any 
other purpose including but not lim ited to data m in ing. Offe ror or it s 
subcont ractors shall not resell nor otherw ise redist r ibute in form at ion ga ined 
from it s access to the data received as a result of th is RFP. 

I nsight Response: This requirem ent is not applicable to insight as we will not access the 
custom er’s data. Provided below is Microsoft ’s explanat ion of use of custom er data. 

Microsoft : Custom er Data will be used only to provide a Purchasing Ent it y the Online Services 
including purposes com pat ible with providing those services. Offeror and Microsoft will not use 
Custom er Data or derive inform at ion from it for any advert ising or sim ilar com m ercial purposes. 
As between the part ies, the Purchasing Ent it y retains all right , t it le and interest in and to 
Custom er Data. Neither Offeror nor Microsoft acquires any r ights in Custom er Data, other than 
the r ights Custom er grants to Offeror and it s subcont ractor, Microsoft , to provide the Online 
Services to Custom er. This paragraph does not affect Microsoft ’s r ights in software or Online 
Services Microsoft licenses to Purchasing Ent it y. 

For DPT Services, Offeror and Microsoft use data m ining solely for the purposes of providing 
those cloud services, subject to the above-m ent ioned rest r ict ions. Microsoft will not use data 
m ining in the DPT Services for unrelated com m ercial purposes, advert ising or advert ising- related 
purposes, or for any other purpose other than security or service delivery analysis that is not 
explicit ly authorized. 
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NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

8 .1 0 ( E) SERVI CE LEVEL AGREEMENTS 

8 .1 0 .1 Offe ror m ust descr ibe w hether your sam ple Service Leve l Agreem ent is 
negot iable. I f not descr ibe how it benefit s purchasing ent it y ’s not to negot iate 
your Service Level Agreem ent . 

AW S: AWS’ Service level Agreem ent for each of it s product offerings is non-negot iable because 
of the rapidly evolving nature of AWS’s product offerings. 

AWS innovates ext rem ely quickly, and released over 700 new features or Services in 2015. 
AWS has over a m illion act ive Custom ers and AWS offers the sam e port folio of self- service, highly 
autom ated web services to it s Custom ers on a one- to-m any basis. Because of this AWS cannot 
com m it to keep the Services or SLAs the sam e for certain custom ers but im prove or change them 
for others. AWS needs the r ight to m ake changes across it s custom er base, and is not able to 
offer a Part icipat ing State or Ent it y a custom not ice period. 

Microsoft : The Service Level Agreem ent for Microsoft Online Services is not negot iable, as it 
pertains to standardized m ult itenant cloud services, uniform ly delivered to m any thousands of 
custom ers and m illions of users, and relies upon autom ated processes and standard operat ing 
procedures. Purchasing Ent it ies benefit to the extent that Microsoft ’s SLA is com pet it ive and of 
indust ry standard quality, and also benefit from the cost savings which standardized m ult itenant 
cloud services provide over the t ypes of custom ized outsourcing services that would allow for 
such a negot iat ion. 

8 .1 0 .2 Offe ror , as par t of it s proposal, m ust prov ide a sam ple of it s Service Leve l 
Agreem ent , w hich should de fine t he per form ance and o ther operat ing 
param eters w it hin w hich the infrast ructure m ust operate to m eet I T System and 
Purchasing Ent it y ’s requirem ents. . 

Microsoft : Enclosed within I nsight ’s response is Microsoft ’s Service Level Agreem ent for 
Microsoft ’s Online Services. I nsight is unable to negot iate Microsoft ’s SLA or subm it to a 
Purchasing Ent ity 's SLA requirem ents due to corporate policies surrounding the operat ional and 
security cont rols of it s cloud service. For clarit y, Microsoft ’s SLAs are adm inistered in a consistent 
and in som e cases autom ated way for all it s custom ers, and m ay therefore not be custom ized. 
For any given cloud service, our SLA in effect as of the t im e a subscript ion order is first placed is 
locked and will not change during the term of a subscript ion order. Upon renewal of a Purchasing 
Ent it y’s subscript ion order, Microsoft ’s then-current SLA will supersede the previous SLA. The 
Purchasing Ent it y’s renewal of it s subscript ion will const itute it s writ ten approval of the then-
current (new) SLA. Microsoft ’s historical pract ice has been to im prove it s SLAs over t im e, and 
they have never before adversely changed any SLA term s. 

AW S: AWS current ly provides Service Level Agreem ents (SLAs) for several products. Due to the 
rapidly evolving nature of AWS’s product offerings, SLAs are best reviewed direct ly on our 
website via the links below: 

• Am azon EC2 SLA: ht tp:/ / aw s.am azon.com / ec2 - sla / 
• Am azon S3 SLA: ht tp:/ / aw s.am azon.com / s3 - sla 
• Am azon CloudFront SLA: ht tp:/ / aw s.am azon.com / cloudfront / sla/ 
• Am azon Route 53 SLA: ht tp:/ / aw s.am azon.com / route5 3 / sla/ 
• Am azon RDS SLA: ht tp:/ / aw s.am azon.com / rds - sla/ 

SLAs m ust rem ain fluid for AWS because innovates ext rem ely quickly. I n 2015 alone, AWS 
released over 700 new features or Services. 
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ice Commn:ment 

AWS wil use commercially reasoll!lble efforts 10 rrake AmflZoo EC2 and Amazon EBS each available wilh a Monthly Up ·me Percentage 

{defined be/a~" ol at f,;asr 99.!l5%, in each case during any montllly bimng cycle (lh<i "Se!vice Commment"). In the evem Amazon EC2 

-Of Amazon EBS does not meer 100 Sernce Commitment, you 1.,;11 be eliglbh:1. ro naceive a Serw:e Credit as dascflbed below. 

Definttfons 

• "Monthly Upume Peroentage" is cafculatf!d by subtracting from 100% the l)erollllage. of ITll1U!.es dufim the month in which Amazon 

EC2 or Amazon EBS, as applicable, was in the state. of "Fl.egion Unal'llllable. • Monthly Upume Percentag,!t measuremoJl!S exclude 

do'Mllime resullfng directly or lnd!rectly from any Amazon EC2 SlA Exclusiot1 {dg,firoo below}. 

• "Regan UnavBiilable" and "Flegion Unavailabifiry" mean ihaL more ihan oooAvr.ilabiflty Zooe in wtich you are running fill instance,. 

within the same. Region, is. ~Unavallable." to you. 

• "UMVallab~ and "Una\'l'lilabmr:y" me.an: 
• For Amazon EC2, whM all of your r1IV1ing instances hasm no external oonnec1Mty. 

• For Amazon EBS, wllen all o · ~oor attached volUmes pa...rform zero read wnte 10, with pev:ing 10 in too~ 

• A "Ser\rioe Credit" is a dollar credit, calculated as set forth below, lhmvl'a may credit back to an eigible acc<Xll1L 

Service Commitments and Service Credits 

Service Credits are cafculmed as a percenrage of the 1otal charg,o_s paid by you (excluding one-time Pfl)'T1Jalts such as upfront payments 

f11IIOO ior R~'Sd I llSl&nees} for either Amazon EC2 or Arnazoo EBS (whicheltef was Unav8llable, or both if both W'effi Unaval[abl~ in 

the Regron affected tor the monthly bllling cych:1. in which the fleg\on Unavmlability occllITed m accordance with ihe schMlie below. 

Monthly Uptime Percentage Service Cre<frt Percentage 

less thanW.95% bUI equal to or r,ea!!lr than 99.0% 10% 

Less thBll 99.0% 

We wiU apply any &!!vice Credits only again.st future AmflZon EC2 or Amazon EES payments oltlerw1se due from you_ AJ. Ota" discretioo, 

we may issue Ill!:! SeNioe Croot to the credct card ycu used to pay for the billing cycle in which the Uf1EIV8llability oocurred. 5£<vroo 

Credils \>iill no 9/ltitle you to imy refund or omer- pB'ymQ(lt from AWS. A Servloo Credit win be applicable and issued only if the credit 

amount fer the applicable monthly b!lltng cycle is graater than one dollar($ USO). SFJVice Credils may not be trans!erred °' appl~ 10 

any ether accotm. Unless Olherwise provided in the AWS .Agree,-,em:, )'Otll" sole and exdusive remedy · or-any unavailability, non

pe,ytoonance, ornthEr "Bilure by us to provida Amazon EC2 or Amazon EBS is the receipt of a Ssvice Ci-edit Of eligible) ln accordance 

with Ille IPJmS of this SLA 

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

AWS has over a m illion act ive Custom ers and AWS offers the sam e port folio of self- service, highly 
autom ated web services to it s Custom ers on a one- to-m any basis. Because of this AWS cannot 
com m it to keep the Services or SLAs the sam e for certain custom ers but im prove or change them 
for others. AWS needs the r ight to m ake changes across it s custom er base, and is not able to 
offer a Part icipat ing State or Ent it y a custom not ice period. Relevant ly: AWS will provide 90 days 
prior not ice before m aterially reducing benefits under a SLA. 

Provided below is a sam ple of AWS’s SLA for Am azon EC2. 
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Request and Payment Procedures 

To receive aSef\iica Credit, you must.submt a claim by opening a ca.:.--e. • thfl AVVS Stlppoit Cffit"M'. To be eligib"' me crroi re.quest 

mLJSt b<:! raceived by us by thia, 8ld of the .second bl ling cycle aft,er whlch ttle incidem. OCCUfFed and must incJude:: 

1. the wo,ds ~SlA Cradit Request' in tile subject J 

2. the dates and times 0-f each Lmavailabinty Incident tllat. you are daming; 

3 . the - ected Ea;! · stance IDs_-0r me aff,ect~,EBS volume JDs;and 

4. yo1..1r request logs that doctJm!Ylt the @ITOl"S and COJTdborate your claimEci outage (any confidential or sensru"ll't;Iinforni.ation [n lhese, 

IDgs.9101.Jld be~ or rept~ -v.ith 6Stensks). 

If too Monthly Uptime. Pscemage. of suet, req es iis coo.rrrmed by us filnd is less Ulan the.~ Ccovmment, the, we will issue- the 

Service- Cremt to '.!''OU ·o\lithin Oru<.! bell~ c;,ue following the moo: ir, vmicll yoor request is con 1rmoo by us. VOi.if aifllle. to prowde thE 

request and oth,;,r in 01T11B:tion as reqwred above wm drsquali,iy you from rece,vil'lg. a Serv.lc-e Crecfn.. 

Amazon EC2 SLA Exclusions 

Tiie ~ Comnitme-nt does oot apply to any uriav ·1abi :lfy, suspension or temiination o · AnlfiZan EG! or Amazon EES, or any o er 

Almzon EC2 ar Amazon EBS pertmma,;ioe ~es: (i) l:h!ii rao.--W from a . suspef!Sjon deroibed ·r; 5ecnaa !:i.1 of the AWS Agr-eeme t; fn) 
caused l:Jy factors outside a,f our reasonable oaJrltrol, including, any force mejaire e,~n or lnte-r,m.s:cess or related problems beyond the 

oomrca!fon point o Amazoo EC2 or Amazon EESi Oii) tha. resul from any acti(:)flS or inactiors of-'jolJ or any1hi d party, incJuding fal lur@ 

to .~ a t'Qrovery 110.hmlQ: r~ that resot: rom yoir equipment, software or other tooinafogy ,and'or ·rd party equipment, 

soil:ware or oth£f technology (other thml lhifd, party equipment Viii ·n our direct con!roij; M lhat restll: from 'faflures of jndNidual ir.starnces 

or voflEl!!S no aitnllutable to Regioo Unavailability; {vi") that TP..sult from ar;y 1116!1tteiance ~ pro.ided for pursu.rrt. o ttie AWS. 

~nt; or {viij a,lsi~ from our susp~on mid tgrminaticn of yourri to ,~ Amazon E'C2 cr Amliz:oo EB5 · a.ccon:faoce. wi1h 

AWS Agreement (collectively, the ~Amiizon "EC2 31..A Exc:ILJSions"). If aNailabiJity is impacted by factors other ttlaJ1I thoSa used in Oll' 

Monthly U p ·me Pero.ntag~ calcol · n, ~llel:l we may issue a Ser\lice Cr€dii: oorn.idering such ra.ctol'S' at ,our dioor,P.etion. 

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Figure 2 3 : Sam ple SLA for AW S EC2 

8 .1 1 ( E) DATA DI SPOSAL 
Specify your data disposal procedures and policies and de st ruct ion conf irm at ion 
process. 

I nsight Response: I nsight does not have access to data that would require us to have data 
disposal policies and procedures. However, we have described how our CSP partners address this 
requirem ent . 

AW S: I t is im portant that custom ers understand som e im portant basics regarding data ownership 
and m anagem ent in the cloud shared responsibilit y m odel: 

1. Custom ers cont inue to own their data. 
2. Custom ers choose the geographic locat ion(s) in which to store their data—it does not 

m ove unless the custom er decides to m ove it . 
3. Custom ers can download or delete their data whenever they like. 
4. Custom ers should consider the sensit ivit y of their data, and decide if and how to 

encrypt the data while it is in t ransit and at rest . 
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AWS provides custom ers with the abilit y to delete their data. However, AWS custom ers retain 
cont rol and ownership of their data, and it is the custom er 's responsibilit y to m anage their data 

AW S Storage Device Decom m issioning 
When a storage device has reached the end of it s useful life, AWS procedures include a 
decom m issioning process that is designed to prevent custom er data from being exposed to 
unauthorized individuals. AWS uses the techniques detailed in DoD 5220.22-M ( “Nat ional 
I ndust r ial Security Program Operat ing Manual “ ) or NIST 800-88 ( “Guidelines for Media 
Sanit izat ion” ) to dest roy data as part of the decom m issioning process. All decom m issioned 
m agnet ic storage devices are degaussed and physically dest royed in accordance with indust ry-
standard pract ices. 

REAN : I n alignm ent with I SO 27001 standards, when a storage device has reached the end of it s 
useful life, AWS procedures include a decom m issioning process that is designed to prevent custom er 
data from being exposed to unauthor ized individuals. AWS uses the techniques detailed in DoD 
5220.22-M ( “Nat ional I ndust r ial Security Program Operat ing Manual “ ) or NI ST 800-88 ( “Guidelines for 
Media Sanit izat ion” ) to dest roy data as part of the decom m issioning process. 
I f a hardware device is unable to be decom m issioned using these procedures, the device will be 
degaussed or physically dest royed in accordance with indust ry-standard pract ices. 

Microsoft : Microsoft Azure support s best pract ice procedures and a data rem oval solut ion which 
is NIST 800-88 com pliant . Disk drives that can’t be cleaned a dest ruct ion process that dest roys it 
( i.e. shredding) and renders the recovery of inform at ion im possible (e.g., disintegrate, shred, 
pulverize, or incinerate) . The appropriate m eans of disposal is determ ined by the asset type. 
Records of the types of m edia and other t racking inform at ion pertaining to the dest ruct ion are 
recorded. All Microsoft Azure services ut ilize approved m edia storage and disposal m anagem ent 
services. Paper docum ents are dest royed by approved m eans at the pre-determ ined end-of- life 
cycle. 

Microsoft Azure support s NIST 800-88 Guidelines on Media Sanit izat ion, which address the m ajor 
concern of ensuring that data is not released unexpectedly. Microsoft Azure guidelines encom pass 
both physical and digital sanit izat ion. 

8 .1 2 ( E) PERFORMANCE MEASURES AND REPORTI NG 

I nsight Response: I nsight has provided responses for quest ion 8.12 as they pertain to our CSP 
partner solut ion. 

8 .1 2 .1 Descr ibe your abilit y to guarantee re liabilit y and upt im e greater than 
9 9 .5 % . Addit ional points w ill be aw arded for 9 9 .9 % or greater ava ilabilit y. 

Am azon: Am azon S3’s standard storage is based by Am azon S3’s SLA for availabilit y and is 
designed for 99.999999999% durabilit y and 99.99% availabilit y of objects over a year. 

Microsoft : Microsoft Azure virtual m achine (VM) can be m ade highly available by creat ing an 
Azure Availabilit y Set . All data is replicated three t im es within each datacenter. Custom ers have 
the opt ion to enable Geo- redundant storage for addit ional failover capabilit ies. Geo- redundant 
storage insures data is replicated three t im es in a local datacenter and another three copies in a 
datacenter a several hundred m iles away. 

8 .1 2 .2 Provide your st andard upt im e serv ice and re lated Serv ice Leve l 
Agreem ent ( SLA) cr it er ia . 
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Microsoft : Microsoft has com m itm ents for upt im e and connect ivit y for the individual Azure 
Services. These SLAs are out lined in depth in the Microsoft Online Services SLA docum ent that 
are provided with the response. 

AW S: AWS has com m itm ents for upt im e and connect ivit y for the individual services. These SLAs 
are out lined in depth by following the links provided below. 
• Am azon EC2 SLA: ht tp:/ / aw s.am azon.com / ec2 - sla / 
• Am azon S3 SLA: ht tp:/ / aw s.am azon.com / s3 - sla 
• Am azon CloudFront SLA: ht tp:/ / aw s.am azon.com / cloudfront / sla/ 
• Am azon Route 53 SLA: ht tp:/ / aw s.am azon.com / route5 3 / sla/ 
• Am azon RDS SLA: ht tp: / / aw s.am azon.com / rds - sla/ 

8 .1 2 .3 Specify and provide t he process to be used for the part icipat ing ent it y to 
call/ contact you for support , w ho w ill be providing the support , and descr ibe the 
basis of ava ilabilit y. 

Microsoft : Support is provided 24x7x365 with opt ions for telephone and em ail. Microsoft will be 
providing technical support through Microsoft Prem ier Services. 

AW S: AWS Support is a one-on-one, fast - response support channel that is staffed 24x7x365 with 
experienced and technical support engineers to help custom ers of all sizes and technical abilit ies 
successfully ut ilize the products and features provided by AWS. 

8 .1 2 .4 Descr ibe t he consequences/ SLA rem edies if the Respondent fa ils t o m eet 
incident response t im e and incident f ix t im e. 

Micros oft : Microsoft provides financially backed SLA’s described in response 8.10. I f Service 
Levels are not m et , the Purchasing Ent it y will be ent it led to a Service Credit . Service credit 
am ounts vary by the Azure Service and are out lined in the Online Services SLA subm it ted with 
this response. Microsoft requires that custom ers subm it an SLA breach claim to custom er support 
by the end of the calendar m onth after the event has happened. 

AW S: AWS does not offer incident response t im e SLAs at this point in t im e. 

8 .1 2 .5 Descr ibe t he f irm ’s procedures and schedules for any planned dow nt im e. 

Microsoft : Microsoft provides financially backed SLA’s described in response 8.10. Microsoft 
requires that custom ers subm it an SLA breach claim to custom er support by the end of the 
calendar m onth after the event has happened. 

AW S: AWS does not require system s to be brought offline to perform regular m aintenance and 
system patching, and AWS’s own m aintenance and system patching generally do not im pact 
custom ers. There m ay be occasions when AWS m ight schedule a custom er instance for a reboot 
for necessary m aintenance, such as to apply updates that require a reboot . No act ion is required 
on the custom er 's part ; Am azon recom m ends that custom ers wait for the reboot t o occur within 
it s scheduled window. These scheduled events are not frequent and if a custom er instance will be 
affected by a scheduled event , they will receive an em ail prior to the scheduled event with details 
about the event , as well as a start and end date. Custom ers can also view scheduled events for 
their instance(s) by using the Am azon EC2 Console, API , or CLI . AWS will com m unicate with 
custom ers, either via em ail, or through the AWS Service Health Dashboard if service use is likely 
to be adversely affected. 
Rout ine, em ergency, and configurat ion changes to exist ing AWS infrast ructure are authorized, 
logged, tested, approved, and docum ented in accordance with indust ry norm s for sim ilar 
system s. 
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8 .1 2 .6 Descr ibe t he consequences/ SLA rem edies if disaster recovery m et r ic s are 
not m et . 

Microsoft : Azure som et im es restart s custom er’s VM as part of regular, planned m aintenance 
updates in the Azure datacenters. Unplanned m aintenance events can occur when Azure detects 
a serious hardware problem that affect s their VM. For unplanned events, Azure autom at ically 
m igrates the VM to a healthy host and restarts t he VM. 

Single VM, not part of an availabilit y set , Azure not ifies the subscript ion’s Service Adm inist rator 
by em ail at least one week before planned m aintenance because the VMs could be restarted 
during the update. Applicat ions running on the VMs could experience downt im e. 

Use Azure PowerShell to view the reboot logs when the reboot occurred due to planned 
m aintenance. For details, see Viewing VM Reboot Logs. 

AW S: The Shared Responsibilit y nature of the AWS solut ion dictates that the custom er owns 
their architecture design for fault tolerance when using AWS. AWS Shared Responsibilit y 
provides 5 SLA’s for disaster or problem s with the Infrast ructure. 

Businesses are using the AWS cloud to enable faster disaster recovery of their cr it ical IT system s 
without incurring the infrast ructure expense of a second physical site. The AWS cloud supports 
m any popular disaster recovery (DR) architectures from “pilot light ” environm ents that are ready 
to scale up at a m om ent ’s not ice to “hot standby” environm ents that enable rapid failover. With 
data centers in 12 regions around the world, AWS provides a set of cloud-based disaster recovery 
services that enable rapid recovery of Part icipat ing States and Ent it y’s I T infrast ructure and data. 

Best Pract ices noted below: 

• Disaster Recovery and Business Cont inuity: The cloud provides a lower cost opt ion for 
m aintaining a fleet of disaster recovery servers and data storage. With the cloud, 
custom ers can take advantage of geo-dist r ibut ion and replicate the environm ent in other 
locat ions within m inutes. 

AWS m akes available to custom ers m ult iple resources to help organizat ions start using AWS for a 
DR/ COOP and backup solut ion, including AWS produced whitepapers, indust ry reports such as 
Forrester, sam ple DR architecture drawings, and inform at ional pages on the web. 
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8 .1 2 .7 Provide a sam ple of per form ance reports and specify if t hey are ava ilable 
over t he W eb and if t hey are real - t im e stat ist ics or batch stat ist ics. 

AW S: AWS has a num ber of perform ance reports available for each of the com ponents of the 
AWS product stack. A descript ion and exam ple of the reports for each is provided below. 

AW S – EC2 Usage Reports 

The usage report s provided by Am azon EC2 enable custom ers to analyze the usage of their 
instances in depth. The data in the usage report s is updated m ult iple t im es each day. Custom ers 
can filter the reports by AWS account , region, Availabilit y Zone, operat ing system , instance type, 
purchasing opt ion, tenancy, and tags. The report is available over the web via Am azon AWS 
Managem ent Console. An exam ple of this report is provided below. 

Figure 2 4 : AW S EC2 Usage Report Screenshot 

AW S CloudFront Usage Report 

The Am azon CloudFront console can display a graphical representat ion of the client ’s CloudFront 
usage that is based on a subset of the usage report data. They can display charts for a specified 
date range in the last 60 days, with data points every hour or every day. They can usually view 
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data about requests that CloudFront received as recent ly as four hours ago, but data can 
occasionally be delayed by as m uch as 24 hours. This report is available over the web via the 
Am azon AWS Managem ent Console. An exam ple of the usage reports is provided below. 

Figure 2 5 : CloudFront Usage Report Exam ples 

AW S Billing Report s – ( Ava ilable over t he w eb via the Am azon AW S Managem ent 
Console) 

Billing reports provide inform at ion about custom er’s usage of AWS resources and est im ated costs 
for that usage. Custom ers can have AWS generate billing report s that break down their est im ated 
costs in different ways: 

• By the hour, day, or m onth 
• By each account in the Part icipat ing States and Ent it y’s organizat ion 
• By product or product resource 
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• By tags that the Part icipat ing State or Ent it y defines it self 

8 .1 2 .8 Abilit y to pr int h istor ica l, st at ist ica l, and usage report s locally. 

Microsoft : Azure provides a current dashboard of service health which is updated in 10 m inutes 
intervals. As a subscriber to Azure services, users with access to the Azure adm inist rat ive portal 
are provided real t im e perform ance stat ics of all services with the abilit y to drill down into each 
com ponent and service. An exam ple of this dashboard is provided below. 

Figure 2 6 : Microsoft Online Azure Status Dashboard 
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All raw data can be downloaded from the Azure portal and im ported into a report ing tool, such as 
Excel. These report s can then be dissected to support any num ber of historical usage reports 
required. Addit ionally Power BI is an opt ion to provided visualized data points and build KPIs 
across the custom ers Azure subscript ion. This enables clients to build Business Intelligent reports 
and analyt ics on a real t im e or historical basis. Power BI is accessed through a portal and the 
report s can be downloaded locally. 

AW S: Below are addit ional exam ples of AWS Billing Report s, EC2 Usage Reports and CloudFront 
Reports and Analyt ics. The exam ples display how the custom er can access and print the report s. 

Billing Reports: 

EC2 Usage Report s: 

CloudFront Reports & Ana lyt ics: The following m et rics can be printed form CloudWatch 
stat ist ics: Cache Stat ist ics, Monitoring and Alarm s, Top Referrers, Usage, Viewers 

March 10, 2016 Request for Proposal Response # CH16012 6-131 



   
   

     
  

 

 

         

           
  

         

               
           

     

              
              

   

            
  

         

                
             

            
               

                 
              

             
                
          

  

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

8 .1 2 .9 Offe ror m ust descr ibe w hether or not it s on - dem and deploym ent is 
supported 2 4 x3 6 5 . 

Microsoft : On dem and, scheduled autom at ion deploym ent is offered 24x365 

AW S: All custom ers receive Basic Support that is included with all AWS accounts. All plans, 
including Basic Support , provide 24x7 access to custom er services, AWS docum entat ion, 
whitepapers, and support forum s. 

I f the Part icipat ing Ent ity should choose, higher level support plans are available – Developer, 
Business, and Enterprise. The higher the level, the m ore advanced support the custom er will 
receive. 

8 .1 2 .1 0 Offeror m ust descr ibe it s scale - up and scale - dow n, and w hether it is 
ava ilable 2 4 x3 6 5 . 

Microsoft : On dem and, scheduled autom at ion deploym ent is offered 24x365. 

AW S: The Part icipat ing State or Ent it y will be responsible for architect ing the scale up and scale 
down. However, this process is m ade easy with Am azon’s auto scaling funct ionalit y. 

Auto Scaling helps Part icipat ing States and Ent it ies m aintain applicat ion availabilit y and allows 
the user t o scale their Am azon EC2 capacity up or down autom at ically according to condit ions 
they define. They can use Auto Scaling to help ensure that they are running their desired num ber 
of Am azon EC2 instances. Auto Scaling can also autom at ically increase the num ber of Am azon 
EC2 instances during dem and spikes to m aintain perform ance and decrease capacity during lulls 
to reduce costs. Auto Scaling is well suited both to applicat ions that have stable dem and pat terns 
or that experience hourly, daily, or weekly variabilit y in usage. 
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8 .1 3 ( E) CLOUD SECURI TY ALLI ANCE 
Descr ibe your leve l d isclosure of com pliance w ith CSA Star Regist ry for each 
Cloud solut ions offered. 
a. Com plet ion of a CSA STAR Self - Assessm ent , as descr ibed in Sect ion 5 .5 .3 
b. Com plet i on of Exhibit s 1 and 2 to At tachm ent B. 
c. Com plet ion of a CSA STAR At testat ion, Cer t if icat ion, or Assessm ent . 
d. Com plet ion CSA STAR Cont inuous Monitor ing. 

I nsight Response: This requirem ent is not applicable to I nsight because we do not m anage the 
environm ent ; however, we have provided disclosure statem ents for each of our CSP partners. 

AW S: 

a. AWS is com pliant with Level 1 CSA STAR Regist ry Self-Assessm ent . I nsight has enclosed AWS’ 
self- assessm ent found within AWS’ Risk and Com pliance Whitepaper. The inform at ion requested 
can be located on pages 25-61. Please refer to AWS’ self-assessm ent found within their Risk and 
Com pliance Whitepaper, page 25-61. This is the latest CAIQ ( v3) released by the CSA. 

b . There is no response required for Exhibit B. Exhibit A quest ions refer to the Exhibit B for 
m apping references to com m on standards. Please refer t o the com pleted AWS’ self-assessm ent 
found within AWS’ Risk and Com pliance Whitepaper, page 25-61. This is the latest CAI Q ( v3) 
released by the CSA. 

c. Per the CSA definit ions, AWS aligns with Level 2 via the determ inat ions in their third party 
audits for SOC and ISO: 

• Level 2 At testat ion is based on SOC2, which can be requested under NDA. The SOC 2 report 
audit at tests that AWS has been validated by a third party auditor to confirm that AWS’ 
cont rol object ives are appropriately designed and operat ing effect ively. 

• Level 2 Cert ificat ion is based on ISO 27001: 2005 – the AWS ISO 27001: 2005 cert ificat ion has 
been subm it ted with the proposal response. 

All of the AWS self-assessed assert ions within the CSA STAR Regist ry Self-Assessm ent are 
backed by independent , third party audits across m ult iple com pliance program s. They cont inue to 
assert they raise the bar on CSA’s “at testat ion” and “cert ificat ion” program . 

d. Per the CSA website, CSA Level 3 Cont inuous Monitoring is st ill under developm ent . AWS has 
im plem ented and docum ented a Cont inuous Monitoring Plan which defines AWS’ approach to 
conduct ing cont inuous m onitoring with it s authorizing officials within the FedRAMP Security 
Assessm ent Fram ework. I t is based on the cont inuous m onitoring process described in NIST SP 
800-137, I nform at ion Security Cont inuous Monitoring for Federal I nform at ion System s and 
Organizat ion, and has been reviewed and validated by a third-party assessor as part of our 
annual FedRAMP Assessm ent . I t is m ade available to custom ers within the AWS FedRAMP 
Package which can be obtained under NDA. 
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ienne Hall 

General Manager for Issues & Crisis Management at Microsoft 

Adrienne Hall is the General Manager for Issues & Crisis Management at Microsoft. overseeing 
communication regarding a wide range of topics. Hall works closely with colleagues to ensure 
accurate and timely information is delivered. providing the details for customers and partners to 
take action, If or when. needed. She represents Microsoft as a board member of the Cloud 
Security Alliance, is a recognized speaker on cloud computing. cybersecurity, and is a recurring 
author on the Microsoft Cyber Trust Blog. Hall also regularly meets with customers, law 
enforcement. and government agencies to share best practices for the protection of critical 
infrastructure and information technology systems. Hall is a recipient of awards and recognition 
from global organizations, including several from international law enforcement agencies for her 
collaboration on disrupting cybercrime. In 2013, Hall received the Women in Security Award from 
Professional Security Magazine UK for her contributions to the field of cybersecurity and in 2014. 
received a ten-year service award from the Executive Women's Forum for Security, Privacy. and 
Risk Management Professionals. Hall is a graduate of the University of British Columbia and the 
Michael G. Foster School of Business at the University of Washington. 
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Microsoft : 

I nsight ’s subcont ractor, Microsoft , is 
on the Board of Directors of the Cloud 
Security Alliance (CSA) . 

The responses below are intended to 
provide inform at ion on how Microsoft 
operates Azure services; custom ers 
have accountabilit y to cont rol and 
m aintain their cloud environm ent once 
the service has been provisioned ( for 
exam ple, user access m anagem ent 
with appropriate policies and 
procedures in accordance with 
regulatory requirem ents) . 

Subm it ted with I nsight ’s proposal is Microsoft ’s Cloud Cont rols Mat rix (CCM) and Consensus 
Assessm ents Init iat ive Quest ionnaire (CAIQ) for Microsoft Azure. 

Azure’s CCM responses are scoped to Azure services in alignm ent with their ISO 27001 
and PCI DSS at testat ions, including Microsoft ’s physical datacenters: 

• Com pute (Virtual Machines, Cloud Services, Rem oteApp) 
• Web and Mobile (App Service, Mobile Apps, API Managem ent ) 
• Data and Storage (SQL Database, Storage, StorSim ple) 
• Analyt ics (HDInsight , Data Factory) 
• Networking (Virtual Networks) 
• Hybrid I ntegrat ion (BizTalk Services, Service Bus, Backup, Site Recovery) 
• I dent it y and Access Managem ent (Azure Act ive Directory, Mult i-Factor 

Authent icat ion) 
• Developer Services (Visual Studio Online) 
• Managem ent (Preview Portal, Scheduler, Key Vault ) 

Azure validates services using third party penet rat ion test ing based upon the OWASP (Open Web 
Applicat ion Security Project ) top ten and CREST-cert ified testers. The outputs of test ing are 
t racked through the r isk register, which is audited and reviewed on a regular basis to ensure 
com pliance to Microsoft security pract ices. 

8 .1 4 ( E) SERVI CE PROVI SI ONI NG 

8 .1 4 . 1 Descr ibe in deta il how your f irm processes em ergency or rush 
serv ices im plem entat ion requests by a Purchasing Ent it y. 

I nsight Response: I n m ost cases, I nsight is not involved in the im plem entat ion and ongoing 
m anagem ent of the Cloud Solut ions. Those are self-m anaged by the Purchasing Ent it y, with 
support from Microsoft . Microsoft does provide technical support through the cloud portals and 
adm inist rat ive site, and generally responds to incidents in just a few hours. But unless Insight is 
engaged to provide technical or consult ing services around the im plem entat ion of these Cloud 
Solut ions, I nsight is not involved. ( I f I nsight is engaged to provide such services, em ergency 
procedures and service level agreem ents will be included in Statem ents of Work that define the 
service provided.) 
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REAN: 

Standard “Request ” Service Leve ls 
A Request m ay be subm it ted via the t icket ing tool for changes or addit ions to the infrast ructure 
that are not associated with resolving a Break/ fix issue. Exam ples of Requests include: adding 
users, patching software and requests for inform at ion. Request ing this const itutes approval for 
REAN to conduct the work. Requests are assigned severity levels (e.g. P1, P2, P3) based on the 
urgency of the need to support the business. 

Ρεθυεστ 

Πριοριτιεσ 

Π1 

(Εmεργενχψ) 

Σερϖιχε 

Ρεθυεστ 

Π2 Υργεντ 

Βυσινεσσ 

Ιmπαχτσ 

Ινιτιαλ Ρεσπονσε 

/Χασε 

Ασσιγνmεντ 

ΧΑΛΛ φορ 

Ιmmεδιατε 

Ρεσπονσε 

(571) 252−9696 

2 Ηουρσ 

Ρεθυεστ Φολλοω 

Υπ / Υπδατεσ 

60 Μινυτεσ 

8 Ηουρσ 

Τιmε το 

Φυλφιλλmεντ 

60 Μινυτεσ 

24 Ηουρσ 

Dεφινεδ 

Εmεργενχψ χηανγε το αϖοιδ ορ χυρε 

ποτεντιαλ βυσινεσσ ιmπαχτ 

Σερϖιχε Ρεθυεστσ τηατ αρε ινχλυδεδ ασ 

Εmεργενχψ ινχλυδε: 

Εmεργενχψ αχχεσσ ρεϖοχατιον 

Χερταιν φιρεωαλλ χηανγεσ δεσιγνατεδ βψ 

Χυστοmερ ασ Εmεργενχψ βασεδ ον τηε 

ιmπαχτ ανδ υργενχψ το τηε Χυστοmερ 

Βυσινεσσ 

Χερταιν οτηερ Σερϖιχε Ρεθυεστ δεσιγνατεδ 

βψ Χυστοmερ ασ Εmεργενχψ βασεδ ον τηε 

ιmπαχτ ανδ υργενχψ το τηε Χυστοmερ 

Βυσινεσσ. 

Νον−Στανδαρδ σερϖιχε ρεθυεστ τηατ τηε 

χυστοmερ ρεθυιρεσ ιν ορδερ το χοmπλετε 

δαψ−το−δαψ βυσινεσσ αχτιϖιτψ 

Σερϖιχε Ρεθυεστσ τηατ αρε Υργεντ ινχλυδε: 

Νον−εmεργενχψ αχχεσσ ρεϖοχατιον, 

Χερταιν φιρεωαλλ χηανγεσ δεσιγνατεδ βψ 

Χυστοmερ ασ Υργεντ βασεδ ον τηε ιmπαχτ 

ανδ υργενχψ το τηε Χυστοmερ Βυσινεσσ, ανδ 

Χερταιν οτηερ Σερϖιχε Ρεθυεστ δεσιγνατεδ 

βψ Χυστοmερ ασ Υργεντ βασεδ ον τηε 

ιmπαχτ ανδ υργενχψ το τηε Χυστοmερ 

Βυσινεσσ. 
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Π3 Λοω 6 Ηουρσ Υπον Υπον Μινορ σερϖιχε ρεθυεστ ωιτη νο υργενχψ 

Χοmπλετιον Χοmπλετιον 

Νον−Βυσινεσσ 

Ιmπαχτσ 

8 .1 4 .2 Descr ibe in deta il the standard lead - t im e for pro v ision ing your Solut ions . 

I nsight Response: There is no standard lead- t im e for provisioning Cloud Solut ions. The t im e 
needed is based on a num ber of factors, including the scope and com plexity of such provisioning. 
For exam ple, the t im e needed to stand up a sm all num ber of Exchange Online m ailboxes is m uch 
less than the t im e needed to m igrate a larger num ber of exist ing m ailboxes to Exchange online, 
especially when the provisioning includes full redundancy, failover and advanced Exchange 
features. 

However, I nsight has a great deal of experience in provisioning Microsoft Cloud Solut ions to a 
wide variety of organizat ions, and once the scope and nature of the work is assessed, we can 
provide a detailed and accurate forecast of the lead- t im e required for the provisioning. We can 
also m ake recom m endat ions of opt ions that will reduce the lead- t im e needed. 

8 .1 5 ( E) BACK UP AND DI SASTER PLAN 

8 .1 5 .1 Abilit y to apply lega l retent ion per iods and disposit ion by agency per 
purchasing ent it y policy and/ or lega l r equirem ents. 

I nsight Response: Retent ion policies for m ailboxes are applied at the m ailbox level, and can be 
done individually or in bulk. A default retent ion policy exists, which applies to every m ailbox as it 
is created, and can be edited to suit agency needs. 

Retent ion policies for SharePoint can be applied at the site level, and can be m ade to suit agency 
needs 

A part icular administ rat ive role will be required when configuring or report ing on policy. Office 
365 services are delineated by tenant ; and a defined adm inist rat ive role will span the tenant . 

I f a security funct ional boundary needs to be im posed rest r ict ing the scope of an adm inist rator to 
a DNS dom ain, it m ust be done by separat ing the dom ain into it s own tenant . 

For Office 365, there is current ly no boundary that can be set around a purchasing ent it y if m ore 
than one ent it y exists for a single DNS dom ain. However, roles can be separated by scope of 
funct ion, even if that scope can’t be focused on a single dom ain. 

8 .1 5 .2 Descr ibe any know n inherent disaster recovery r isks and provide potent ia l 
m it igat ion st rategies. 

I nsight Response: Disasters are m it igated to t he extent of the custom er’s r isk appet ite, 
m eaning Azure’s nat ive Disaster Recovery m echanism s take into account the ordinary failure rate 
of com m odity hardware by using redundant system s for even the m ost basic consum er-oriented 
account . Addit ional redundancy within the sam e datacenter (or region) is available at addit ional 
cost for any account that provisions those opt ions. Finally, all accounts can elect to configure 
Azure to be excessively redundant using m ult iple datacenters, m ult iple geographic regions and 
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m ult iple services ( including Availabilit y Sets, Recovery Groups, Site Recovery Vaults, Managed 
DNS, Traffic Managem ent , and Scaling) to provide a near-zero RTO and RPO for any given service 
regardless if a failure is system ic or geographic. 

8 .1 5 .3 Descr ibe the infrast ructure t hat support s m ult iple data centers w ith in t he 
United States, each of w hich supports redundancy, fa ilover capabilit y, and the 
abilit y to run la rge scale applicat ions independent ly i n case one data center is 
lost . 

I nsight Response: Azure is built in over 100 datacenters in 28 regions worldwide. Each 
datacenter provides redundant infrast ructure and server plat form s to custom ers, with the opt ion 
to extend redundancy to an addit ional datacenter for failover, whether declared by Microsoft or 
the custom er. Azure has the abilit y to scale to over 100,000 CPU cores for any given applicat ion, 
and that scaling is not lim ited to any single datacenter. 

AW S: Am azon’s infrast ructure has a high level of availabilit y and provides custom ers the 
features to deploy a resilient IT architecture. AWS has designed it s system s to tolerate system or 
hardware failures with m inim al custom er im pact . Data center Business Cont inuity Managem ent at 
AWS is under the direct ion of the Am azon Infrast ructure Group. AWS’ availabilit y and fault -
tolerant design are out lined below. 

Availabilit y : Data centers are built in clusters in various global regions. All data centers 
are online and serving custom ers; no data center is “cold.” I n case of failure, autom ated 
processes m ove custom er data t raffic away from the affected area. Core applicat ions are 
deployed in an N+ 1 configurat ion, so that in the event of a data center failure, there is 
sufficient capacity to enable t raffic to be load-balanced to the rem aining sites. 

AWS provides Part icipat ing States and Ent it ies with the flexibilit y to place instances and 
store data within m ult iple geographic regions as well as across m ult iple availabilit y zones 
within each region. Each availabilit y zone is designed as an independent failure zone. This 
m eans that availabilit y zones are physically separated within a typical m et ropolitan region 
and are located in lower r isk flood plains (specific flood zone categorizat ion varies by 
Region) . I n addit ion to discrete uninterruptable power supply (UPS) and onsite backup 
generat ion facilit ies, they are each fed via different grids from independent ut ilit ies to 
further reduce single points of failure. Availability zones are all redundant ly connected to 
m ult iple t ier-1 t ransit providers. 

Part icipat ing States and Ent it ies should architect their AWS usage to take advantage of 
m ult iple regions and availabilit y zones. Dist r ibut ing applicat ions across m ult iple availabilit y 
zones provides the ability to rem ain resilient in the face of m ost failure m odes, including 
natural disasters or system failures. 

Fault - Tolerant Design: Am azon’s infrast ructure has a high level of availabilit y and 
provides Part icipat ing States and Ent it ies with the capabilit y to deploy a resilient IT 
architecture. AWS has designed it s system s to tolerate system or hardware failures with 
m inim al custom er im pact . 

Data centers are built in clusters in various global regions. All data centers are online and 
serving custom ers; no data center is “ cold.” I n case of failure, autom ated processes m ove 
custom er data t raffic away from the affected area. Core applicat ions are deployed in an 
N+ 1 configurat ion, so that in the event of a data center failure, there is sufficient capacity 
to enable t raffic to be load-balanced to the rem aining sites. 

March 10, 2016 Request for Proposal Response # CH16012 6-137 



   
   

     
  

 

 

         

             
             
              
            

              
            

             
             

    

             
          

              
            

            
              

            
            

          
        

              
           

           
         

              
              
           

            
            

          
             

           
   

             
              
               
              

    
 

             
 

               
               

             
                 

               
  

I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

AWS provides Part icipat ing States and Ent it ies with the flexibilit y to place instances and 
store data within m ult iple geographic regions as well as across m ult iple availabilit y zones 
within each region. Each availabilit y zone is designed as an independent failure zone. This 
m eans that availabilit y zones are physically separated within a typical m et ropolitan region 
and are located in lower r isk flood plains (specific flood zone categorizat ion varies by 
region) . I n addit ion to ut ilizing discrete uninterruptable power supply (UPS) and onsite 
backup generators, they are each fed via different grids from independent ut ilit ies to 
further reduce single points of failure. Availability zones are all redundant ly connected to 
m ult iple t ier-1 t ransit providers. 

Part icipat ing States and Ent it ies should architect their AWS usage to take advantage of 
m ult iple regions and availabilit y zones. Dist r ibut ing applicat ions across m ult iple availabilit y 
zones provides the ability to rem ain resilient in the face of m ost failure scenarios, 
including natural disasters or system failures. However, they should be aware of locat ion-
dependent privacy and com pliance requirem ents, such as the EU Data Privacy Direct ive. 
Data is not replicated between regions unless proact ively done so by the custom er, thus 
allowing custom ers with these types of data placem ent and privacy requirem ents the 
abilit y to establish com pliant environm ents. I t should be noted that all com m unicat ions 
between regions is across public I nternet infrast ructure; therefore, appropriate encrypt ion 
m ethods should be used to protect sensit ive data. 

As of this writ ing, there are twelve regions: US East (Northern Virginia) , US West 
(Oregon) , US West (Northern California) , AWS GovCloud (US) , EU ( I reland) , EU 
(Frankfurt ) , Asia Pacific (Singapore) , Asia Pacific (Tokyo) , Asia Pacific (Sydney) , Asia 
Pacific (Seoul) , South Am erica (Sao Paulo) , and China (Beij ing) . 

AWS GovCloud (US) is an isolated AWS Region designed to allow US governm ent agencies 
and custom ers to m ove workloads into the cloud by helping them m eet certain regulatory 
and com pliance requirem ents. The AWS GovCloud (US) fram ework allows US governm ent 
agencies and their cont ractors t o com ply with U.S. I nternat ional Traffic in Arm s 
Regulat ions ( ITAR) regulat ions as well as the Federal Risk and Authorizat ion Managem ent 
Program (FedRAMP) requirem ents. AWS GovCloud (US) has received an Agency 
Authorizat ion to Operate (ATO) from the US Departm ent of Health and Hum an Services 
(HHS) ut ilizing a FedRAMP accredited Third Part y Assessm ent Organizat ion (3PAO) for 
several AWS services. 

The AWS GovCloud (US) Region provides the sam e fault - tolerant design as other regions, 
with two Availabilit y Zones. I n addit ion, the AWS GovCloud (US) region is a m andatory 
AWS Virtual Private Cloud (VPC) service by default to create an isolated port ion of the 
AWS cloud and launch Am azon EC2 instances that have private (RFC 1918) addresses. 

8 .1 6 ( E) SOLUTI ON ADMI NI STRATI ON 

8 .1 6 .1 Abilit y of t he P urchasing Ent it y to fu lly m anage ident it y and user 
accounts. 

I nsight Response: For Microsoft solut ions, the purchasing ent it y is in full cont rol of the setup 
and m anagem ent of ident it y and user accounts, through their own Act ive Directory as well as 
adm inist rat ive portals t hat are included in the Cloud Solut ions. Adm inist rators who are 
authorized by the Purchasing Ent it y can also use these tools to assign licenses to users, to create 
and enforce group policies, and to provide or rest r ict users from accessing com pany data and 
other assets. 
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REAN: REAN S-VPC environm ent provides various convenient opt ions to the end users to access 
the environm ent and init iate their VPN connect ions. These include: 

 HTML5 based rem ote access VPN that they can init iate from any HTML5 com pat ible browser 
with requiring any plug- in. 

 SSL rem ote access VPN that provides addit ional security by a double authent icat ion using 
X.509 cert ificates and usernam e/ password. 

 IPSec based VPN using nat ive Windows or Mac VPN clients 
 Mobile VPN using nat ive iPhone VPN client to securely connect to VPC 

System adm inist rator access cont rol is provided through the integrat ion of GU ident it y and access 
m anagem ent solut ion. This suite supplem ents the AWS Managem ent Console by vault ing 
adm inist rator’s credent ials, enforcing separat ion of dut ies and recording all accesses and act ions. 

8 .1 6 .2 Abilit y to prov ide ant i - v irus protect ion, for data stores. 

I nsight Response : This requirem ent does not apply to I nsight as a Value Added Reseller. 
Provided below is how our CSP partners and service provider addresses this requirem ent . 

REAN: REAN designs, develops and deploys a packaged secure virtual private cloud (S-VPC) 
fram ework that facilitates assurance of inform at ion protect ion. The Am azon S-VPC lets custom ers 
provision a private, isolated sect ion of the AWS Cloud. We integrated a front -end user layer 
ut ilizing a unified threat m anagem ent suite. The suite provides firewall services, int rusion 
protect ion/ detect ion services, secure Virtual Private Network (VPN) connect ivit y, packet filtering 
and web applicat ion firewall protect ion not available via AWS standard offerings. 

This front -end protects against denial-of-service at tacks, worm s, and hacker exploits; secures 
em ail from spam and viruses; filters web browsing; and provides wireless network protect ion. An 
applicat ion layer leverages the pay-per-use approach and elast ic AWS services infrast ructure in 
the S-VPC to deliver a scalable and highly available solut ion. 

The keys for data encrypt ion can be within the custom er corporate data center with oversight 
provided by Part icipat ing States and Ent it y’s system adm inist rators. System adm inist rator access 
cont rol is provided through the integrat ion of the custom er’s ident it y and access m anagem ent 
solut ion. This suite supplem ents the AWS Managem ent Console by vault ing adm inist rator’s 
credent ials, enforcing separat ion of dut ies and recording all accesses and act ions. Finally, they 
provide a m anagem ent layer that provides cont inuous real- t im e forensics to m onitor for pat terns 
of m alicious act ivit y across the S-VPC fram ework. 

This fram ework can enable the custom er to provision alm ost any applicat ion in the applicat ion 
layer while benefit t ing from the security and scalabilit y of the S-VPC fram ework. As part of REAN 
Cloud engineering service offerings they can support the custom er in m aking their applicat ions 
cloud ready and integrated into this pre-defined, proven fram ework. 

The security of the fram ework above has been validated by independent third-party auditors and 
m eets the Federal I nform at ion Security Managem ent Act (FISMA) m oderate security level, the 
Paym ent Card Indust ry (PCI ) security standard, the Service Organizat ion Cont rol (SOC) 1 
standard, and is fully com pliant with the Health I nsurance Portabilit y and Accountabilit y Act 
(HIPAA) standard. 

The following figure dem onst rates sam ple applicat ion architecture built on this S-VPC fram ework, 
the REAN Cloud Secure Mobile Collaborat ion Solut ion. 
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Figure 2 7 : REAN Cloud Exam ple Secure Architecture: Mobile Collaborat ion Solut ion 

Microsoft : The Microsoft Cloud Solut ions include ant i- virus and ant i-malware protect ions for 
data at rest and data in m ot ion between the custom er and the Microsoft Cloud, as well as 
between points within the Microsoft Cloud. 

For Office 365 Services, Microsoft Azure Core Services, Microsoft Dynam ics CRM Online Services, 
and Microsoft I ntune Online Services (as each is defined in the Microsoft Online Services Term s) , 
Microsoft will im plem ent and m aintain all appropriate adm inist rat ive, physical, technical and 
procedural safeguards in accordance with the term s and condit ions of t he Microsoft Online 
Services Term s, at all t im es during the term of the Master Agreem ent , to secure Custom er Data 
from Security I ncident , protect Custom er Data and the applicable Online Services from hacks, 
int roduct ion of viruses, disabling devices, m alware and other form s of m alicious or inadvertent 
acts that can disrupt a Purchasing Ent it y’s access to it s Custom er Data. 

Addit ionally, see the sect ion of Microsoft ’s Service Level Agreem ent pertaining to ant i- virus. 

8 .1 6 .3 Abilit y to m igrate a ll Purchasing Ent it y data, m etadata, and usage data to 
a successor Cloud Host ing solut ion provider . 

I nsight Response: With the Microsoft Cloud Solut ions, the Purchasing Ent it y is in full cont rol of 
their data, and can m igrate som e or all of it to another Cloud provider, another host ing com pany, 
or the Purchasing Ent it y’s own datacenter at any t im e. I nsight Services can be engaged to 
m anage the m igrat ion of this data if necessary. 

8 .1 6 .4 Abilit y to adm in iste r the solut ion in a dist r ibuted m anner to dif ferent 
par t icipat ing ent it ies. 

I nsight Response: The adm inist rat ion of the Microsoft Cloud Solut ions is done by the 
Purchasing Ent it y them selves, but the solut ion does allow different adm inist rators t o adm inister 
different parts of the solut ion. I t is possible and even com m on for different part icipat ing ent it ies 
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and sub-ent it ies to separately m anage for them selves the services included in the Microsoft Cloud 
solut ion. 

8 .1 6 .5 Abilit y to apply a par t icipat ing ent it y 's def ined adm inist rat ion polices in 
m anaging a solut ion. 

I nsight Response: Microsoft Cloud Solut ions use a given set of adm inist rat ion tools that are 
used to adm inister the solut ions, but there is som e flexibilit y in the use of these tools. Without 
knowing the defined adm inist rat ion policies them selves, it is difficult to confirm that Microsoft ’s 
tools and the Purchasing Ent it y’s policies will work together seam lessly. But we can confirm that 
these tools are sim ilar in nature to adm inist rat ion tools used to adm inister other Microsoft 
technology, so there is no reason to expect that if such policies are supported by current on 
prem ise Microsoft adm inist rat ion tools, the m ove to a Cloud solut ion would change that . 

8 .1 7 ( E) HOSTI NG AND PROVI SI ONI NG 

8 .1 7 .1 Docum ented c loud host ing provisioning processes, and your 
defined/ st andard cloud provisioning stack . 

I nsight Response : I nsight has provided responses for both AWS and Microsoft cloud solut ions. 

AW S: Am azon has m any years of experience in designing, const ruct ing, and operat ing large-
scale datacenters. This experience has been applied to the AWS plat form and infrast ructure. AWS 
datacenters are housed in nondescript facilit ies. Physical access is st r ict ly cont rolled both at the 
perim eter and at building ingress points by professional security staff ut ilizing video surveillance, 
int rusion detect ion system s, and other elect ronic m eans. Authorized staff m ust pass two- factor 
authent icat ion a m inim um of two t im es to access datacenter floors. All visitors and cont ractors 
are required to present ident ificat ion and are signed in and cont inually escorted by authorized 
staff. 

AWS only provides datacenter access and inform at ion to em ployees and cont ractors who have a 
legit im ate business need for such privileges. When an em ployee no longer has a business need 
for these privileges, his or her access is im m ediately revoked, even if t hey cont inue to be an 
em ployee of Am azon or AWS. All physical access to datacenters by AWS em ployees is logged and 
audited rout inely. 

Microsoft : Provisioning is done by default using a web-based Managem ent Portal, or Azure 
Resource Manager, or PowerShell com m andlets, or an API using one of the provided SDKs ( in 
JSON, REST, Node,j s, PHP, Python, or Java) . Addit ional provisioning stacks include Chef/ Puppet 
(available as a nat ive add- in) , and select third-party tools available in the Azure Marketplace. 

8 .1 7 .2 Provide tool sets at m in im um for : 

1 . Deploying new servers ( determ ining configurat ion for both stand a lone or 
par t of an ex ist ing server farm , etc.) 

Microsoft : By default this is accom plished using a web-based Managem ent Portal, or Azure 
Resource Manager, or PowerShell com m andlets, or an API using one of the provided SDKs ( in 
JSON, REST, Node,j s, PHP, Python, or Java) . 

2 . Creat ing and stor ing server im ages for fut ure m ult ip le deploym ents 

Microsoft : By default this is accom plished using a web-based Managem ent Portal, or Azure 
Resource Manager, or PowerShell com m andlets, or an API using one of the provided SDKs ( in 
JSON, REST, Node,j s, PHP, Python, or Java) . 
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3 . Secur ing addit iona l st orage space 

Microsoft : By default this is accom plished using a web-based Managem ent Portal, or Azure 
Resource Manager, or PowerShell com m andlets, or an API using one of the provided SDKs ( in 
JSON, REST, Node,j s, PHP, Python, or Java) . 

4 . Monitor ing tools for use by each jur isdict ion’s author ized personnel – and 
this should idea lly cover com ponents of a public ( respondent hosted) or 
hybr id cloud ( including Part icipat ing ent it y resources) . 

Microsoft : Monitoring provides the granular usage stat ist ics for every service in Azure. Billing 
and financial consum pt ion is lim ited to the Account Owner. Resource and Service usage is 
available either in the Managem ent Portal or via an API . Alert ing and Response Managem ent are 
provided by various services within Azure. 

AW S: Provided below are details on AWS’ tools as they pertain to the requirem ents of the RFP. 

The AWS Managem ent Console is a single dest inat ion for m anaging all AWS resources, from 
Am azon Elast ic Com pute Cloud (Am azon EC2) instances to Am azon Dynam oDB tables. Use the 
AWS Managem ent Console to perform any num ber of tasks, from deploying new applicat ions to 
m onitoring the health of applicat ions. The AWS Managem ent Console also enables custom ers to 
m anage all aspects of t heir AWS account , including accessing m onthly spending by service, 
m anaging security credent ials, or even set t ing up new AWS Ident it y and Access Managem ent 
(AWS IAM) users. The AWS Managem ent Console supports all AWS regions and lets custom er’s 
provision resources across m ult iple regions. 

Com m and Line I nter face 
The AWS Com m and Line Interface (CLI ) is a unified tool used to m anage AWS cloud services. 
With just one tool to download and configure, custom ers can cont rol m ult iple AWS resources from 
the com m and line and autom ate them through scripts. The AWS CLI int roduces a new set of 
sim ple f ile com m ands for efficient file t ransfers to and from Am azon Sim ple Storage Service 
(Am azon S3) . 

Use Ex ist ing Managem ent Tools 
Many of the tools that organizat ions use to m anage on-prem ises environm ents can be integrated 
with AWS as well. I ntegrat ing an AWS environm ent can provide a sim pler and quicker path for 
cloud adopt ion, because a custom er’s operat ions team does not need to learn new tools or 
develop com pletely new processes. For exam ple: 

• AWS Managem ent Portal for vCenter enables custom ers to m anage their AWS resources 
using VMware vCenter. The portal installs as a vCenter plug- in within the exist ing vCenter 
environm ent . Once installed, it enables custom ers to m igrate VMware VMs to Am azon EC2 
and m anage AWS resources from within vCenter. The AWS resources that custom ers 
create using the portal can be located in their AWS account , even though those resources 
have been created using vCenter. For experienced VMware adm inist rators, AWS 
Managem ent Portal for vCenter provides a fam iliar look and feel that can m ake it easy to 
start using AWS. AWS Managem ent Portal for vCenter is available at no addit ional charge. 

• The Am azon EC2 VM Im port Connector extends the capabilit ies of VMware vCenter to 
provide a fam iliar graphical user interface custom ers can use to im port their preexist ing 
Virtual Machines (VMs) to Am azon EC2. Using the connector, im port ing a VM is as sim ple 
as select ing a VM from the vSphere infrast ructure, and specifying the AWS region, 
Availabilit y Zone, operat ing system , instance size, security group, and Am azon Virtual 
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Private Cloud (Am azon VPC) details ( if desired) into which the VM should be im ported. 
Once the VM has been im ported, custom ers can launch it as an instance from the AWS 
Managem ent Console and im m ediately take advantage of all the features of Am azon EC2. 

• AWS Managem ent Pack for Microsoft System Center enables custom ers to view and 
m onitor their AWS resources direct ly in the Operat ions Manager console. This way, 
custom ers can use a single, fam iliar console to m onitor all of their resources, whether they 
are on-prem ises or in the AWS cloud. Part icipat ing States and Ent it ies get a consolidated 
view of all AWS resources across regions and Availabilit y Zones. I t also has built - in 
integrat ion with Am azon CloudWatch so that the m et rics and alarm s defined in Am azon 
CloudWatch surface as perform ance counters and alerts in the Operat ions Manager 
console. 

8 .1 8 ( E) TRI AL AND TESTI NG PERI ODS ( PRE- AND POST- PURCHASE) 

8 .1 8 .1 Descr ibe your test ing and t ra in ing per iods that your of fer for your service 
offer ings. 

I nsight Response: When delivered by Insight Services, our recom m ended test ing is done in 
three phases. 

Phase 1 Device Under t est (DUT) is used to t est perform ance and proficiency 

• Virtual lab 
• Perform ance test ing 

Phase 2 System s Integrat ion Test ing (SIT) this is the high- level test ing process in which testers 
verify that all related system s m aintain data integrity and can operate in coordinat ion with other 
system s in the sam e environm ent . 

• I nteroperabilit y test ing 
• Coexistence test ing 
• Funct ionalit y test ing 

Phase 3 User Acceptance test ing (UAT) where actual software users test the software to m ake 
sure it can handle required tasks in real-world scenarios, according to specificat ions. 

• Pre-product ion pilot 
• End user services 

For all of our services, we provide in-depth knowledge t ransfer and adm in t raining with all 
appropriate architecture docum entat ion to support the design of the solut ion. 

REAN Cloud: REAN typically tailors it s knowledge t ransfer and delivery to each custom er’s 
needs and requirem ents. A key deliverable, though, in the early stages of an engagem ent is the 
com m unicat ions plan which details roles and responsibilit ies, accountabilit y, m ethods and 
m odalit ies of com m unicat ion, docum ent m anagem ent , t raining m edia and other key com ponents 
of knowledge t ransfer. I n pract ical term s, they can do internet -based or on site briefings 
accom panied by pract ical hands on dem onst rat ions and guidance. 

Again, this is largely driven by requirem ents of the custom er. REAN typically em ails a deliverable 
to the custom er and schedules a walkthrough of the deliverable if required. Som et im es 
acceptance test ing is required as well. Custom er is usually lim ited to a certain period of t im e it 
has to review deliverable and confirm acceptance or reject ion of that deliverable. 
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Microsoft : Offeror ’s subcont ractor, Microsoft , current ly, as of the date of the Proposal, has a 
m echanism by which 30-day Trial subscript ions m ay be ordered for som e, but not all, of the cloud 
services offered hereunder. Microsoft will provide addit ional inform at ion about this upon request 
of Lead State, Part icipat ing States, or any Purchasing Ent ity. 

I t is possible for any Purchasing Ent it y to purchase a separate subscript ion for the purpose of 
establishing a second environm ent for t est and/ or staging purposes. Such separate Subscript ion 
would be at an addit ional cost , and addit ional cont ract paperwork m ay be required. 

8 .1 8 .2 Descr ibe how you intend t o provide a test and/ or proof of concept 
environm ent for evaluat ion t hat ver if ies your abilit y to m eet m andatory 
requirem ents. 

I nsight Response: For all I nsight services offered around Microsoft cloud technologies, I nsight 
has the abilit y to stand up a test environm ent that is ident ical to the product ion environm ent and 
built on the sam e plat form as the product ion environm ent but totally separated. This gives us 
the abilit y to do a proof of concept that will totally reflect the product ion environm ent t o provide 
the m ost opt im al test ing possible. 

8 .1 8 .3 Offe ror m ust descr ibe w hat t ra ining and support it provides at no 
addit iona l cost . 

I nsight Response: I nsight offers full admin t raining and pre-sales support and lim ited post -
sales support for both Azure and Office 365. This t raining and support of offered at no cost to the 
custom er. 
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8 .1 9 ( E) I NTEGRATI ON AND CUSTOMI ZATI ON 

8 .1 9 .1 Descr ibe how the Solut ions you provide can be integrated to other 
com plem entary applicat ions, and if you offer standard - based inter face to enable 
addit iona l integrat ions. 

I nsight Response: I nsight and REAN will help custom ers carefully consider and choose the r ight 
services and help with the integrat ion of those services into custom er’s I T environm ent , and 
applicable laws and regulat ions. We will help custom er enhance security and/ or m eet m ore 
st r ingent com pliance requirem ents by leveraging technology such as host -based firewalls, host -
based int rusion detect ion/ prevent ion and encrypt ion. 

Microsoft Cloud Solut ions are specifically designed to support third-party technologies, and were 
built with standards-based interfaces to enable integrat ions with these non-Microsoft t ools. Many 
of these third-party technologies were built to run on Microsoft Windows plat form s in the first 
place, and the Windows in the Azure Cloud and in Office 365 is the sam e as the Windows that 
these technologies were designed for. Microsoft even m akes previous versions of Windows and 
SQL Server available in Azure, so that older applicat ions that were designed for these previous 
versions can run in Azure as well. 

Microsoft : Microsoft Cloud Solut ions are specif ically designed to support third-party 
technologies, and were built with standards-based interfaces to enable integrat ions with these 
non-Microsoft tools. Many of these third-party t echnologies were built to run on Microsoft 
Windows plat form s in the first place, and the Windows in the Azure Cloud and in Office 365 is the 
sam e as the Windows that these technologies were designed for . Microsoft even m akes previous 
versions of Windows and SQL Server available in Azure, so that older applicat ions that were 
designed for these previous versions can run in Azure as well. 

8 .1 9 .2 Descr ibe t he w ays to custom ize an d persona lize the Solut ions you provide 
to m eet the needs of specif ic Purchasing Ent it ies. 

I nsight Response: From proof of concept to fully, secured and operat ional cloud environm ents, 
REAN Cloud provided pragm at ic solut ions based on best pract ices for perform ance, security, 
com pliance, and cost in a phased approach custom ized to the custom er’s specific needs. 

REAN Cloud provides custom ized operat ions support through it s Managed Services (MGS) 
offering, which provides the custom er with 24x7x365 enterprise technical support . 

Microsoft t echnology has always been developed with the end user in m ind, so Microsoft Cloud 
Solut ions are highly custom izable and easily adaptable to the needs of the end user or their 
organizat ion. Whether t he Purchasing Ent it ies want a SaaS, PaaS or I aaS solut ion, whether they 
want all or part of their business product ivit y tools in the Cloud, and whether they want to access 
it using Windows PCs or iOS devices, Microsoft Cloud Solut ions are available. Purchasing Ent it ies 
have a great deal of choice in the size, speed and perform ance level of all Cloud services they 
deploy, and have several opt ions for business product ivit y tools as well. And Microsoft is adding 
new opt ions, new services and new features every m onth. 

Microsoft : Microsoft technology has always been developed with the end user in m ind, so 
Microsoft Cloud Solut ions are highly custom izable and easily adaptable to the needs of the end 
user or their organizat ion. Whether the Purchasing Ent it ies want a SaaS, PaaS or IaaS solut ion, 
whether they want all or part of their business product ivit y tools in the Cloud, and whether they 
want to access it using Windows PCs or iOS devices, Microsoft Cloud Solut ions are available. 
Purchasing Ent it ies have a great deal of choice in the size, speed and perform ance level of all 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Cloud services they deploy, and have several opt ions for business product ivit y tools as well. And 
Microsoft is adding new opt ions, new services and new features every m onth. 

8 .2 0 ( E) MARKETI NG PLAN 
Descr ibe your how you intend to m arket your Serv ices to NASPO ValuePoint and 
Part icipat ing Ent it ies. 

I nsight Response: I nsight will partner with the NASPO ValuePoint business developm ent office 
to help increase business t ransacted through the cont ract , increase num ber of sales leads, 
expand the num ber of custom er relat ionships beyond m ain point -of-contact , increase digital 
presence, acquire new custom ers by highlight ing Insight and NASPO ValuePoint ’s value 
proposit ion, and drive current I nsight SLED clients toward the cont ract . Our nat ional, established 
working relat ionship across m any SLED organizat ions, and our deep knowledge of NASPO 
ValuePoint cont ract rules and regulat ions, requirem ents, and init iat ives com bined with our 
experienced sales and services team s give us the different iators t o help the State of Utah and 
NASPO ValuePoint m ake the Cloud Solut ions cont ract a success. 

We st rongly believe that our capabilit ies different iate Insight from others, and it is these 
dist inguishing factors that will cont r ibute to growth of the Cloud Solut ions cont ract . I nsight will 
prepare a m arket ing out reach plan that will include inform at ion on t raining that is current ly 
available through NASPO ValuePoint to our custom ers and other referrals. I n addit ion, through a 
digital presence and links to the NASPO ValuePoint website, I nsight will develop a t r ifold that is 
co-branded with I nsight ’s and NASPO ValuePoint ’s logo to prom ote the cont ract and provide 
custom ers with inform at ion on the cont ract vehicle and services that NASPO ValuePoint offers. 

I nsight Public Sector ’s st rategy for m arket ing and selling the cloud solut ions that are being 
responded to in this RFP to eligible NASPO ValuePoint Part icipat ing Ent it ies includes both 
dedicated local resources to this cont ract , the Insight Public Sector dedicated public sector sales 
and delivery organizat ion, and our cent ralized cloud software/ product specialists organizat ion. 

Dedicated Public Sector Sales Team - I nsight Public Sector has m aintained a dedicated public 
sector sales team for over eighteen years. Many of the Insight Public Sector account execut ives 
across the nat ion have m ult iple years of seasoned experience in ut ilizing NASPO ValuePoint 
cont racts for their custom ers. Sales team m em bers m aintain specific accounts with public sector 
ent it ies, consistent ly m aintaining over a 95% custom er sat isfact ion rat ing. 

I nsight Public Sector ’s current sales force is com prised of three areas: I nside Sales Execut ives, 
Field Based Sales Execut ives and Sales Support Representat ives. The Public Sector Sales 
Organizat ion has been dedicated to K-12 Educat ion, Universit ies, and State/ Local governm ent 
agencies across the nat ion for over eighteen (18) years. 

Educat ing I nsight Public Sector Staff : 
Upon award of cont ract , I nsight Public Sector will educate all I nsight Public Sector staff of the 
capabilit ies and requirem ents set forth in the Cloud Solut ions cont ract . I nsight Public Sector will 
assign one (1) dedicated Point of Contact (POC) to be the Cont ract Manager for all requests m ade 
under this cont ract . The Cont ract Manager will be the prim ary com m unicator to the Insight Public 
Sector Sales Organizat ion, and this person will m onitor this cont ract closely and add addit ional 
support as needed. 
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I nsight RFP Response 
State of Utah 
NASPO ValuePoint Cloud Solut ions 
Technical Proposal 

Educat ing Custom ers - Upon award of cont ract , I nsight Public Sector will im plem ent a 
m arket ing plan to educate current and potent ial custom ers on the capabilit ies and 
requirem ents set forth in the NASPO ValuePoint Cloud Solut ions cont ract . I n conjunct ion 
with our partners, I nsight Public Sector proposes to present the following cam paign: 

Market ing Colla te ra l – Insight Public Sector has specific m arket ing collateral in place for 
all I nsight Public Sector representat ives to use in m arket ing cloud services to Part icipat ing 
Ent it ies - state agencies, cit ies, count ies, K-12 and Higher Educat ion. 

Cloud Softw are / Product Sales Specia list ( s) – Due to the com plex nature of cloud 
solut ion sales, I nsight Public Sector will staff specific consult ing expert s to assist sales 
representat ives and pre-sales engineering staff with necessary inform at ion and pricing 
st ructures that will ensure the Part icipat ing Ent it y is receiving clear, concise proposals 
that are tailored to each ent it ies specific need. 

Sales Calls: I nsight Public Sector Account Execut ives will inform all eligible custom ers of 
the advantages of ut ilizing the Cloud Solut ions cont ract and will reinforce the results of the 
phone cam paign by m aking Face- to-Face sales calls. 

8 .2 1 ( E) RELATED VALUE- ADDED SERVI CES TO CLOUD SOLUTI ONS 
Descr ibe the valued - added services t hat you can provide as part of an aw arded 
cont ract , e .g. consult ing serv ices pre - and post - im plem entat ion. Offe rors m ay deta il 
professional serv ices in t he RFP lim ited to assist ing of fer ing act iv it ies w it h in it ia l setup, 
t ra in ing and access t o the serv ice s. 

I nsight Response: As Part icipat ing States and Ent it y’s partner, I nsight offers Courtesy services 
for both Azure and Office 365. These services include full admin t raining, init ial tenant access 
and setup, user creat ion, virtual m achine creat ion for a lim ited num ber of VMs, storage creat ion, 
and creat ion of the required virtual networks. These services are to help our custom er to quickly 
understand and start using these products. 

8 .2 2 ( E) SUPPORTI NG I NFRASTRUCTURE 

8 .2 2 .1 Descr ibe w hat in frast ructure is required by the Purchasing Ent it y to 
support your Solut ions or deploym ent m odels. 

I nsight Response: Microsoft Cloud Solut ions will work with lit t le or no infrast ructure, since it 
provides it s own infrast ructure within the Microsoft Cloud. End users need to have reliable access 
to the Internet and com pat ible devices (generally wireless- ready PCs, iOS and Android devices) . 
But other infrast ructure elem ents exist in Microsoft datacenters around the world. I f the 
Purchasing Ent it y isn’t com fortable with sending and receiving inform at ion over the public 
I nternet , Microsoft offers a private, dedicated connect ion service called Azure ExpressRoute. 

8 .2 2 .2 I f required, w ho w ill be responsible for insta lla t ion of new infrast ructure 
and w ho w ill incur t hose co sts? 

I nsight Response: To the extent that any infrast ructure is required, t he Purchasing Ent it y will 
be responsible for providing and m aintaining it . But Microsoft Cloud Solut ions are designed to 
alleviate the need for an on-prem ise infrast ructure, so Purchasing Ent it ies should expect to see 
their IT infrast ructure costs go down as they m ove to these solut ions. 

March 10, 2016 Request for Proposal Response # CH16012 6-147 
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NASPO ValuePoint Cloud Solut ions 
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8 .2 3 ( E) ALI GNMENT OF CLOUD COMPUTI NG REFERENCE ARCHI TECTURE 
Clar ify how their arch itecture com pares t o the NI ST Cloud Com put ing Reference 
Ar chitecture , in par t icular , to descr ibe how they a lign w it h t he three dom ains e.g. 
I nfrast ructure as a Service ( I aaS) , Softw are as a Serv ice ( SaaS) , and Plat form as a 
Serv ice ( PaaS) . 

I nsight Response: Azure is prim arily a PaaS offering, with a large variety of SaaS services 
available. While som e com ponents of Azure fall into NIST’s definit ion of I aaS, the chief 
discrim inator is Physical Assets, of which Azure provides none. Funct ionalit y and redundancy of 
physical hardware ( including plant , environm ent , power, network and access) is provided, which 
m eets the fiduciary definit ion of I aaS. Custom ers often have a choice between PaaS and SaaS 
offerings to m eet their business object ives. 

Office 365 is a SaaS service for a group of software plus services subscript ions that provides 
product ivit y software and related services to it s subscribers. For consum ers, the service allows 
the use of Microsoft Office apps on Windows and OS X, provides storage space on Microsoft 's 
cloud storage service OneDrive, and grants 60 Skype m inutes per m onth. For business and 
enterprise users, Office 365 offers plans including e-m ail and social networking services through 
hosted versions of Exchange Server, Skype for Business Server, SharePoint and Office Online, 
integrat ion with Yam m er, as well as access to t he Office software. 
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7. Confident ial, Protected, or Proprietary I nformat ion 
I nsight Response: None. 
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8. Except ions and/ or Addit ions to the Standard Term s and 
Condit ions 

I nsight Response: Per the requirem ents of the RFP, Insight has included proposed except ions 
and/ or addit ions to the m aster Agreem ent Term s and Condit ions, including the exhibits, in 
response to this sect ion. We have included this as a separate at tachm ent to the m ain response 
docum ent . 
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1■ Microsoft Volume Licensing 

HIPAA Business Associate Agreement 

If Customer is a Covered Entity or a Business Associate and includes Protected Health 
Information in Customer Data (as such terms are defined below), execution of a license 
agreement that includes the Online Services Terms (“Agreement”) will incorporate the terms of 
this HIPAA Business Associate Agreement (“BAA”) into that Agreement. If there is any conflict 
between a provision in this BAA and a provision in the Agreement, this BAA will control. 

1. Definitions. 
Except as otherwise defined in this BAA, capitalized terms shall have the definitions set forth in 
HIPAA and Customer’s Agreement. 

“Breach Notification Rule” means the Breach Notification for Unsecured Protected Health 
Information Final Rule. 

“Business Associate” shall have the same meaning as the term “business associate” in 45 CFR 
§ 160.103 of HIPAA. 

“Covered Entity” shall have the same meaning as the term “covered entity” in 45 CFR § 160.103 
of HIPAA. 

“Dynamics CRM Online Services” means Dynamics CRM Online services made available through 
volume licensing or the Microsoft online services portal, excluding Dynamics CRM for supported 
devices, which includes but it is not limited to Dynamics CRM Online services for tablets and/or 
smartphones and any separately branded service made available with or connected to Dynamics 
CRM Online such as Microsoft Social Engagement, Parature, from Microsoft, and Microsoft 
Dynamics Marketing. 

“HIPAA” collectively means the administrative simplification provision of the Health Insurance 
Portability and Accountability Act enacted by the United States Congress, and its implementing 
regulations, including the Privacy Rule,  the Breach Notification Rule, and the Security Rule, as 
amended from time to time, including by the Health Information Technology for Economic and 
Clinical Health (“HITECH”) Act and by the Modifications to the HIPAA Privacy, Security, 
Enforcement, and Breach Notification Rules under the Health Information Technology for 
Economic and Clinical Health Act and the Genetic Information Nondiscrimination Act; Other 
Modifications to the HIPAA Rules; Final Rule. 

“Microsoft Azure Core Services” means the following features of Microsoft Azure Services:  Cloud 
Services (web and worker roles), Virtual Machines (including with SQL Server), Storage (Blobs, 
Tables, Queues), Virtual Network, Traffic Manager, Batch, Web Sites, BizTalk Services, Media 
Services, Mobile Services, Service Bus, Notification Hub, Workflow Manager, Express Route, 
Scheduler, Multi-Factor Authentication, Active Directory, Rights Management Service, SQL 
Database, HDInsight and any other features identified as included on the Microsoft Azure Trust 
Center. 

“Microsoft Intune Online Services” means the cloud service portion of Microsoft Intune such as 
the Microsoft Intune Add-on Product or a management service provided by Microsoft Intune such 
as Mobile Device Management for Office 365. It does not include any on-premises software made 
available with a Microsoft Intune subscription. 

“Microsoft Online Services,” for this BAA only, means Microsoft Dynamics CRM Online Services, 
Office 365 Services, Microsoft Azure Core Services, and/or Microsoft Intune.  
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“Office 365 Services” means the following services, each as a standalone service or as included 
in an Office 365-branded plan or suite: Exchange Online, Exchange Online Archiving, Exchange 
Online Protection, Advanced Threat Protection, SharePoint Online, OneDrive for Business, 
Project Online, Skype for Business Online, Sway, Office Online, and Yammer Enterprise. Office 
365 Services do not include Office 365 ProPlus, any portion of PSTN Services that operate 
outside of Microsoft’s control, any client software, or any separately branded service made 
available with an Office 365-branded plan or suite, such as a Bing or a service branded “for Office 
365.” 

“Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information. 

“Protected Health Information” shall have the same meaning as the term “protected health 
information” in 45 CFR § 160.103 of HIPAA, provided that it is limited to such protected health 
information that is received by Microsoft from, or created, received, maintained, or transmitted by 
Microsoft on behalf of, Customer. 

“Security Rule” means the Security Standards for the Protection of Electronic Protected Health 
Information. 

2. Permitted Uses and Disclosures of Protected Health Information. 
a. Performance of the Agreement for Microsoft Online Services. Except as 

otherwise limited in this BAA, Microsoft may Use and Disclose Protected Health 
Information for, or on behalf of, Customer as specified in the Agreement; provided that 
any such Use or Disclosure would not violate HIPAA if done by Customer, unless 
expressly permitted under paragraph b of this Section. 

b. Management, Administration, and Legal Responsibilities. Except as otherwise 
limited in this BAA,  Microsoft may Use and Disclose Protected Health Information for 
the proper management and administration of Microsoft and/or to carry out the legal 
responsibilities of Microsoft, provided that any Disclosure may occur only if: 
(1) Required by Law; or (2) Microsoft obtains written reasonable assurances from the 
person to whom the Protected Health Information is Disclosed that it will be held 
confidentially and Used or further Disclosed only as Required by Law or for the 
purpose for which it was Disclosed to the person, and the person notifies Microsoft of 
any instances of which it becomes aware in which the confidentiality of the Protected 
Health Information has been breached. 

3. Responsibilities of the Parties with Respect to Protected Health 
Information. 
a. Microsoft’s Responsibilities. To the extent Microsoft is acting as a Business 

Associate, Microsoft agrees to the following: 

(i) Limitations on Use and Disclosure. Microsoft shall not Use and/or Disclose the 
Protected Health Information other than as permitted or required by the Agreement 
and/or this BAA or as otherwise Required by Law; Microsoft shall not disclose, 
capture, maintain, scan, index, transmit, share or Use Protected Health Information 
for any activity not authorized under the Agreement and/or this BAA. Microsoft 
Online Services shall not use Protected Health Information for any advertising, 
Marketing or other commercial purpose of Microsoft or any third party. Microsoft 
shall not violate the HIPAA prohibition on the sale of Protected Health Information. 
Microsoft shall make reasonable efforts to Use, Disclose, and/or request the 
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minimum necessary Protected Health Information to accomplish the intended 
purpose of such Use, Disclosure, or request. 

(ii) Safeguards. Microsoft shall:  (1) use reasonable and appropriate safeguards to 
prevent inappropriate Use and Disclosure of Protected Health Information other 
than as provided for in this BAA; and (2) comply with the  applicable requirements 
of 45 CFR Part 164 Subpart C of the Security Rule. 

(iii) Reporting. Microsoft shall report to Customer: (1) any Use and/or Disclosure of 
Protected Health Information that is not permitted or required by this BAA of which 
Microsoft becomes aware; (2) any Security Incident of which it becomes aware, 
provided that notice is hereby deemed given for Unsuccessful Security Incidents 
and no further notice of such Unsuccessful Security Incidents shall be given; 
and/or (3) any Breach of Customer’s Unsecured Protected Health Information that 
Microsoft may discover (in accordance with 45 CFR § 164.410 of the Breach 
Notification Rule).  Notification of a Breach will be made without unreasonable 
delay, but in no event more than thirty (30) calendar days after discovery of a 
Breach. Taking into account the level of risk reasonably likely to be presented by 
the Use, Disclosure, Security Incident, or Breach, the timing of other reporting will 
be made consistent with Microsoft’s and Customer’s  legal obligations. 

For purposes of this Section, “Unsuccessful Security Incidents” mean, without 
limitation, pings and other broadcast attacks on Microsoft’s firewall, port scans, 
unsuccessful log-on attempts, denial of service attacks, and any combination of 
the above, as long as no such incident results in unauthorized access, acquisition, 
Use, or Disclosure of Protected Health Information.  Notification(s) under this 
Section, if any, will be delivered to contacts identified by Customer pursuant to 
Section 3b(ii) (Contact Information for Notices) of this BAA by any means Microsoft 
selects, including through e-mail. Microsoft’s obligation to report under this Section 
is not and will not be construed as an acknowledgement by Microsoft of any fault 
or liability with respect to any Use, Disclosure, Security Incident, or Breach. 

(iv) Subcontractors. In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 
164.308(b)(2) of HIPAA, Microsoft shall require its Subcontractors who create, 
receive, maintain, or transmit Protected Health Information on behalf of Microsoft 
to agree in writing to: (1) the same or more stringent restrictions and conditions 
that apply to Microsoft with respect to such Protected Health Information; 
(2) appropriately safeguard the Protected Health Information; and (3) comply with 
the applicable requirements of 45 CFR Part 164 Subpart C of the Security Rule. 
Microsoft remains responsible for its subcontractors’ compliance with obligations 
in this BAA. 

(v) Disclosure to the Secretary. Microsoft shall make available its internal practices, 
records, and books relating to the Use and/or Disclosure of Protected Health 
Information received from Customer to the Secretary of the Department of Health 
and Human Services for purposes of determining Customer’s compliance with 
HIPAA, subject to attorney-client and other applicable legal privileges. Microsoft 
shall respond to any such request from the Secretary in accordance with the 
Section titled “Disclosure of Customer Data” in the Agreement. 

(vi) Access. If Microsoft maintains Protected Health Information in a Designated 
Record Set for Customer, then Microsoft, at the request of Customer, shall within 
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fifteen (15) days make access to such Protected Health Information available to 
Customer in accordance with 45 CFR § 164.524 of the Privacy Rule. 

(vii) Amendment. If Microsoft maintains Protected Health Information in a Designated 
Record Set for Customer, then Microsoft, at the request of Customer, shall make 
available such Protected Health Information to Customer for amendment and 
incorporate any reasonably requested amendment in the Protected Health 
Information in accordance with 45 CFR § 164.526 of the Privacy Rule. 

(viii) Accounting of Disclosure. Microsoft, at the request of Customer, shall 
within fifteen (15) days make available to Customer such information relating to 
Disclosures made by Microsoft as required for Customer to make any requested 
accounting of Disclosures in accordance with 45 CFR § 164.528 of the Privacy 
Rule. 

(ix) Performance of a Covered Entity’s Obligations. To the extent Microsoft is to 
carry out a Covered Entity obligation under the Privacy Rule, Microsoft shall 
comply with the requirements of the Privacy Rule that apply to Customer in the 
performance of such obligation. 

b. Customer Responsibili ties. 

(i) No Impermissible Requests. Customer shall not request Microsoft to Use or 
Disclose Protected Health Information in any manner that would not be permissible 
under HIPAA if done by a Covered Entity (unless permitted by HIPAA for a 
Business Associate). 

(ii) Contact Information for Notices. Customer hereby agrees that any reports, 
notification, or other notice by Microsoft pursuant to this BAA may be made 
electronically. Customer shall provide contact information to MSO-
HIPAA@microsoft.com or such other location or method of updating contact 
information as Microsoft may specify from time to time and shall ensure that 
Customer’s contact information remains up to date during the term of this BAA.  
Contact information must include name of individual(s) to be contacted, title of 
individuals(s) to be contacted, e-mail address of individual(s) to be contacted, 
name of Customer organization, and, if available, either contract number or 
subscriber identification number. 

(iii) Safeguards and Appropriate Use of Protected Health Information. Customer 
is responsible for implementing appropriate privacy and security safeguards to 
protect its Protected Health Information in compliance with HIPAA. Without 
limitation, it is Customer’s obligation to: 

1) Not include Protected Health Information in: (1) information Customer submits 
to technical support personnel through a technical support request or to 
community support forums; and (2) Customer’s address book or directory 
information. In addition, Microsoft does not act as, or have the obligations of, 
a Business Associate under HIPAA with respect to Customer Data once it is 
sent to or from Customer outside Microsoft Online Services over the public 
Internet. 

2) Implement privacy and security safeguards in the systems, applications, and 
software Customer controls, configures, and uploads into the Microsoft Online 
Services. 
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4. Applicability of BAA. 
This BAA is applicable to Microsoft Online Services.  Microsoft may, from time to time, update the 
definition of Microsoft Online Services in this BAA to include additional Microsoft online services. 
Any such updated definitions will apply to Customer without additional action by Customer. It is 
Customer’s obligation to not store or process Protected Health Information in a Microsoft online 
service until this BAA is effective as to the applicable service. 

5. Term and Termination. 
a. Term. This BAA shall continue in effect until the earlier of (1) termination by a Party 

for breach as set forth in Section 5b, below, or (2) expiration of Customer’s Agreement. 

b. Termination for Breach. Upon written notice, either Party immediately may 
terminate the Agreement and this BAA if the other Party is in material breach or default 
of any obligation in this BAA.  Either party may provide the other a thirty (30) calendar 
day period to cure a material breach or default within such written notice. 

c. Return, Destruction, or Retention of Protected Health Information Upon 
Termination. Upon expiration or termination of this BAA, Microsoft shall return or 
destroy all Protected Health Information in its possession, if it is feasible to do so, and 
as set forth in the applicable termination provisions of the Agreement. If it is not 
feasible to return or destroy any portions of the Protected Health Information upon 
termination of this BAA, then Microsoft shall extend the protections of this BAA, without 
limitation, to such Protected Health Information and limit any further Use or Disclosure 
of the Protected Health Information to those purposes that make the return or 
destruction infeasible for the duration of the retention of the Protected Health 
Information. 

6. Miscellaneous. 
a. Interpretation. The Parties intend that this BAA be interpreted consistently with their 

intent to comply with HIPAA and other applicable federal and state law.  Except where 
this BAA conflicts with the Agreement, all other terms and conditions of the Agreement 
remain unchanged. Any captions or headings in this BAA are for the convenience of 
the Parties and shall not affect the interpretation of this BAA. 

b. BAAs; Waiver. This BAA may not be modified or amended except in a writing duly 
signed by authorized representatives of the Parties. A waiver with respect to one event 
shall not be construed as continuing, as a bar to, or as a waiver of any right or remedy 
as to subsequent events. 

c. No Third Party Beneficiaries. Nothing express or implied in this BAA is intended to 
confer, nor shall anything in this BAA confer, upon any person other than the Parties, 
and the respective successors or assigns of the Parties, any rights, remedies, 
obligations, or liabilities whatsoever. 

d. Severability. In the event that any provision of this BAA is found to be invalid or 
unenforceable, the remainder of this BAA shall not be affected thereby, but rather the 
remainder of this BAA shall be enforced to the greatest extent permitted by law. 

e. No Agency Relationship. It is not intended that an agency relationship (as defined 
under the Federal common law of agency) be established hereby expressly or by 
implication between Customer and Microsoft under HIPAA or the Privacy Rule, 
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Security Rule, or Breach Notification Rule. No terms or conditions contained in this 
BAA shall be construed to make or render Microsoft an agent of Customer. 
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Introduction 

About this Document 
This Service Level Agreement for Microsoft Online Services (this “SLA”) is a part of your Microsoft volume licensing agreement (the “Agreement”). 
Capitalized terms used but not defined in this SLA will have the meaning assigned to them in the Agreement. This SLA applies to the Microsoft 
Online Services listed herein (a “Service” or the “Services”), but does not apply to separately branded services made available with or connected to 
the Services or to any on‐premise software that is part of any Service. 

If we do not achieve and maintain the Service Levels for each Service as described in this SLA, then you may be eligible for a credit towards a 
portion of your monthly service fees. We will not modify the terms of your SLA during the initial term of your subscription; however, if you renew 
your subscription, the version of this SLA that is current at the time of renewal will apply throughout your renewal term. We will provide at least 90 
days’ notice for adverse material changes to this SLA. You can review the most current version of this SLA at any time by visiting 
http://www.microsoftvolumelicensing.com/SLA. 

Prior Versions of this Document 
This SLA provides information on Services currently available. Earlier versions of this document are available at 
http://www.microsoftvolumelicensing.com. To find the needed version, a customer may contact its reseller or Microsoft Account Manager. 

Clarifications and Summary of Changes to this Document 
Below are recent additions, deletions and other changes to this SLA. Also listed below, are clarifications of Microsoft policy in response to common 
customer questions. 

Additions Deletions 

Microsoft Dynamics AX Skype for Business Online – Cloud PBX 

Skype for Business Online – Voice Quality Skype for Business Online – PSTN Conferencing 

HockeyApp 

Service Specific Terms 
Skype for Business Online – PSTN Calling: The Skype for Business Online – PSTN Calling entry and Skype for Business Online – PSTN Conferencing 
entry were combined into a single entry. 

Table of Contents / Definitions 
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General Terms 

Definitions 

“Applicable Monthly Period” means, for a calendar month in which a Service Credit is owed, the number of days that you are a subscriber for a 
Service. 

“Applicable Monthly Service Fees” means the total fees actually paid by you for a Service that are applied to the month in which a Service Credit is 
owed. 

“Downtime” is defined for each Service in the Services Specific Terms below.  Except for Microsoft Azure Services, Downtime does not include 
Scheduled Downtime. Downtime does not include unavailability of a Service due to limitations described below and in the Services Specific Terms. 

“Error Code” means an indication that an operation has failed, such as an HTTP status code in the 5xx range. 

“External Connectivity” is bi‐directional network traffic over supported protocols such as HTTP and HTTPS that can be sent and received from a 
public IP address. 

“Incident” means (i) any single event, or (ii) any set of events, that result in Downtime. 

“Management Portal” means the web interface, provided by Microsoft, through which customers may manage the Service. 

“Scheduled Downtime” means periods of Downtime related to network, hardware, or Service maintenance or upgrades.  We will publish notice or 
notify you at least five (5) days prior to the commencement of such Downtime. 

“Service Credit” is the percentage of the Applicable Monthly Service Fees credited to you following Microsoft’s claim approval. 

“Service Level” means the performance metric(s) set forth in this SLA that Microsoft agrees to meet in the delivery of the Services. 

“Service Resource” means an individual resource available for use within a Service. 

“Success Code” means an indication that an operation has succeeded, such as an HTTP status code in the 2xx range. 

“Support Window” refers to the period of time during which a Service feature or compatibility with a separate product or service is supported. 

“User Minutes” means the total number of minutes in a month, less all Scheduled Downtime, multiplied by the total number of users. 

Terms 

Claims 
In order for Microsoft to consider a claim, you must submit the claim to customer support at Microsoft Corporation including all information 
necessary for Microsoft to validate the claim, including but not limited to: (i) a detailed description of the Incident; (ii) information regarding the 
time and duration of the Downtime; (iii) the number and location(s) of affected users (if applicable); and (iv) descriptions of your attempts to 
resolve the Incident at the time of occurrence. 

For a claim related to Microsoft Azure, we must receive the claim within two months of the end of the billing month in which the Incident that is 
the subject of the claim occurred.  For claims related to all other Services, we must receive the claim by the end of the calendar month following 
the month in which the Incident occurred.  For example, if the Incident occurred on February 15th, we must receive the claim and all required 
information by March 31st. 

We will evaluate all information reasonably available to us and make a good faith determination of whether a Service Credit is owed.  We will use 
commercially reasonable efforts to process claims during the subsequent month and within forty‐five (45) days of receipt.  You must be in 
compliance with the Agreement in order to be eligible for a Service Credit.  If we determine that a Service Credit is owed to you, we will apply the 
Service Credit to your Applicable Monthly Service Fees. 

If you purchased more than one Service (not as a suite), then you may submit claims pursuant to the process described above as if each Service 
were covered by an individual SLA.  For example, if you purchased both Exchange Online and SharePoint Online (not as part of a suite), and during 
the term of the subscription an Incident caused Downtime for both Services, then you could be eligible for two separate Service Credits (one for 
each Service), by submitting two claims under this SLA.  In the event that more than one Service Level for a particular Service is not met because of 
the same Incident, you must choose only one Service Level under which to make a claim based on the Incident. 

Service Credits 
Service Credits are your sole and exclusive remedy for any performance or availability issues for any Service under the Agreement and this SLA.  
You may not unilaterally offset your Applicable Monthly Service Fees for any performance or availability issues. 
Service Credits apply only to fees paid for the particular Service, Service Resource, or Service tier for which a Service Level has not been met.  In 
cases where Service Levels apply to individual Service Resources or to separate Service tiers, Service Credits apply only to fees paid for the affected 
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Service Resource or Service tier, as applicable.  The Service Credits awarded in any billing month for a particular Service or Service Resource will 
not, under any circumstance, exceed your monthly service fees for that Service or Service Resource, as applicable, in the billing month. 
If you purchased Services as part of a suite or other single offer, the Applicable Monthly Service Fees and Service Credit for each Service will be pro‐
rated. 
If you purchased a Service from a reseller, you will receive a service credit directly from your reseller and the reseller will receive a Service Credit 
directly from us.  The Service Credit will be based on the estimated retail price for the applicable Service, as determined by us in our reasonable 
discretion. 

Limitations 
This SLA and any applicable Service Levels do not apply to any performance or availability issues: 

1. Due to factors outside our reasonable control (for example, natural disaster, war, acts of terrorism, riots, government action, or a 
network or device failure external to our data centers, including at your site or between your site and our data center); 

2. That result from the use of services, hardware, or software not provided by us, including, but not limited to, issues resulting from 
inadequate bandwidth or related to third‐party software or services; 

3. Caused by your use of a Service after we advised you to modify your use of the Service, if you did not modify your use as advised; 
4. During or with respect to preview, pre‐release, beta or trial versions of a Service, feature or software (as determined by us) or to 

purchases made using Microsoft subscription credits; 
5. That result from your unauthorized action or lack of action when required, or from your employees, agents, contractors, or vendors, or 

anyone gaining access to our network by means of your passwords or equipment, or otherwise resulting from your failure to follow 
appropriate security practices; 

6. That result from your failure to adhere to any required configurations, use supported platforms, follow any policies for acceptable use, or 
your use of the Service in a manner inconsistent with the features and functionality of the Service (for example, attempts to perform 
operations that are not supported) or inconsistent with our published guidance; 

7. That result from faulty input, instructions, or arguments (for example, requests to access files that do not exist); 
8. That result from your attempts to perform operations that exceed prescribed quotas or that resulted from our throttling of suspected 

abusive behavior; 
9. Due to your use of Service features that are outside of associated Support Windows; or 
10. For licenses reserved, but not paid for, at the time of the Incident. 

Services purchased through Open, Open Value, and Open Value Subscription volume licensing agreements, and Services in an Office 365 Small 
Business Premium suite purchased in the form of a product key are not eligible for Service Credits based on service fees. For these Services, any 
Service Credit that you may be eligible for will be credited in the form of service time (i.e., days) as opposed to service fees, and any references to 
“Applicable Monthly Service Fees” is deleted and replaced by “Applicable Monthly Period.” 
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Service Specific Terms 

Microsoft Dynamics 

Microsoft Dynamics AX 
Additional Definitions: 
"Active Tenant" means a tenant with an active high availability production topology in the Management Portal that (A) has been deployed to a 
Partner Application Service; and (B) has an active database that users can log into. 

“Partner Application Service” means a partner application built on top of and combined with the Platform that (A) is used for processing your 

organization’s actual business transactions; and (B) has reserve compute and storage resources equal to or greater than one of the Scale Units your 

partner selected for the applicable partner application. 

“Maximum Available Minutes” means the total accumulated minutes during a billing month in which an Active Tenant was deployed in a Partner 
Application Service using an active high availability production topology.  

“Platform” means the Service’s client forms, SQL server reports, batched operations, and API endpoints, or the Service’s retail APIs that are used 
for commerce or retail purposes only. 

“Scale Unit” means the increments by which compute and storage resources are added to or removed from a Partner Application Service.   

“Service Infrastructure” means the authentication, computing, and storage resources that Microsoft provides in connection with the Service. 

Downtime: Any period of time when end users are unable to login to their Active Tenant, due to a failure in the unexpired Platform or the Service 
Infrastructure as Microsoft determines from automated health monitoring and system logs.  Downtime does not include Scheduled Downtime, the 
unavailability of Service add‐on features, the inability to access the Service due to your modifications of the Service, or periods where the Scale 
Unit capacity is exceeded. 

Monthly Uptime Percentage: The Monthly Uptime Percentage for a given Active Tenant in a calendar month is calculated using the following 
formula: 

   

  
 100 

Service Credit: 

Monthly Uptime Percentage 

< 99.5% 

Service Credit 

25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Microsoft Dynamics CRM 
Downtime:  Any period of time when end users are unable to read or write any Service data for which they have appropriate permission but this 
does not include non‐availability of Service add‐on features. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 
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Table of Contents / Definitions 

Office 365 Services 

Duet Enterprise Online 
Downtime:  Any period of time when users are unable to read or write any portion of a SharePoint Online site collection for which they have 
appropriate permissions. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula:  

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Service Level Exceptions:  This SLA does not apply when the inability to read or write any portion of a SharePoint Online site is caused by any 
failure of third party software, equipment, or services that are not controlled by Microsoft, or Microsoft software that is not being run by Microsoft 
itself as part of the Service. 

Additional Terms:  You will be eligible for a Service Credit for Duet Enterprise Online only when you are eligible for a Service Credit for the 
SharePoint Online Plan 2 User SLs that you have purchased as a prerequisite for your Duet Enterprise Online User SLs. 

Table of Contents / Definitions 

Exchange Online 
Downtime:  Any period of time when users are unable to send or receive email with Outlook Web Access. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Additional Terms:  See Appendix 1 – Service Level Commitment for Virus Detection and Blocking, Spam Effectiveness, or False Positive. 

Table of Contents / Definitions 
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Exchange Online Archiving 
Downtime:  Any period of time when users are unable to access the email messages stored in their archive. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Service Level Exceptions:  This SLA does not apply to the Enterprise CAL suite purchased through Open Value and Open Value Subscription volume 
licensing agreements. 

Table of Contents / Definitions 

Exchange Online Protection 
Downtime:  Any period of time when the network is not able to receive and process email messages. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Service Level Exceptions:  This SLA does not apply to the Enterprise CAL suite purchased through Open Value and Open Value Subscription volume 
licensing agreements. 

Additional Terms:  See (i) Appendix 1 – Service Level Commitment for Virus Detection and Blocking, Spam Effectiveness, or False Positive and (ii) 
Appendix 2 – Service Level Commitment for Uptime and Email Delivery. 

Table of Contents / Definitions 

Office 365 Business 
Downtime:  Any period of time when Office applications are put into reduced functionality mode due to an issue with Office 365 activation. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

 	   
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 
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Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Office 365 Customer Lockbox 
Downtime:  Any period of time when Customer Lockbox is put into reduced functionality mode due to an issue with Office 365. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
		100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Office 365 ProPlus 
Downtime:  Any period of time when Office applications are put into reduced functionality mode due to an issue with Office 365 activation. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Office Online 
Downtime:  Any period of time when users are unable to use the Web Applications to view and edit any Office document stored on a SharePoint 
Online site for which they have appropriate permissions. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula:  

    
 100
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where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Office 365 Video 
Downtime:  Any period of time when users are unable to upload, view or edit videos in the video portal when they have appropriate permissions 
and valid content. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Level Commitment: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

OneDrive for Business 
Downtime:  Any period of time when users are unable to view or edit files stored on their personal OneDrive for Business storage. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Project Online 
Downtime:  Any period of time when users are unable to read or write any portion of a SharePoint Online site collection with Project Web App for 
which they have appropriate permissions. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 
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 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

SharePoint Online 
Downtime:  Any period of time when users are unable to read or write any portion of a SharePoint Online site collection for which they have 
appropriate permissions. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula:  

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Skype for Business Online 
Downtime:  Any period of time when end users are unable to see presence status, conduct instant messaging conversations, or initiate online 
meetings.1 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage 

< 99.9% 

Service Credit 

25% 

< 99% 50% 

< 95% 100% 
1
Online meeting functionality applicable only to Skype for Business Online Plan 2 Service. 

Table of Contents / Definitions 
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Skype for Business Online – PSTN Calling and PSTN Conferencing 
Downtime: Any period of time when end users are unable to initiate a PSTN call or unable to dial into a PSTN conference. 

Monthly Uptime Percentage: The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

Where Downtime is measured in user‐minutes; that is, for each month Downtime is the sum of the length (in minutes) of each incident that occurs 
during that month multiplied by the number of users impacted by that incident.  

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Skype for Business Online – Voice Quality 
Additional Definitions: 
“Eligible Call” is a Skype for Business placed call (within a subscription) that meets both conditions below:  

 The call was placed from a Skype for Business Certified IP Desk phones on wired Ethernet 
 Packet Loss, Jitter and Latency issues on the call were due to networks managed by Microsoft. 

“Total Calls” is the total number of Eligible Calls 
“Poor Quality Calls” is the total number of Eligible Calls that are classified as poor because of Packet Loss, Jitter and Latency issues in the  
networks managed by Microsoft. (For details on the measurements and thresholds refer http://aka.ms/callquality) 

Monthly Good Call Rate: The Monthly Good Call Rate is calculated using the following formula: 

    	  	  
 100

  

Service Credit: 

Monthly Good Call Rate  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Yammer Enterprise 
Downtime:  Any period of time greater than ten minutes when more than five percent of end users are unable to post or read messages on any 
portion of the Yammer network for which they have appropriate permissions. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 
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Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Enterprise Mobility Services 

Azure Active Directory Basic 
Downtime:  Any period of time when users are not able to log in to the service, log in to the Access Panel, access applications on the Access Panel 
and reset passwords; or any period of time IT administrators are not able to create, read, write and delete entries in the directory and/or 
provision/de‐provision users to applications in the directory. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Azure Active Directory Premium 
Downtime:  Any period of time when users are not able to log in to the service, log in to the Access Panel, access applications on the Access Panel 
and reset passwords; or any period of time IT administrators are not able to create, read, write and delete entries in the directory and/or 
provision/de‐provision users to applications in the directory. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 
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Azure Rights Management 
Downtime:  Any period of time when end users cannot create or consume IRM documents and email. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Microsoft Intune 
Downtime:  Any period of time when the Customer’s IT administrator or users authorized by Customer are unable to log on with proper 
credentials.  Scheduled Downtime will not exceed 10 hours per calendar year. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    
 100

  

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Service Level Exceptions:  This Service Level does not apply to any:  (i) On‐premises software licensed as part of the Service subscription, or (ii) 
Internet‐based services (excluding Microsoft Intune Service) that provide updates to any on‐premise software licensed as part of the Service 
subscription. 

Table of Contents / Definitions 

Microsoft Azure Services 

API Management Services 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given API Management instance has been deployed in Microsoft Azure during a billing 
month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all API Management instances deployed by you in a given Microsoft 
Azure subscription during a billing month. 

“Proxy” is the component of the API Management Service responsible for receiving API requests and forwarding them to the configured dependent 
API. 

Table of Contents  Introduction  General Terms  Service Specific Terms  Appendices 



 

                   

 

   
   

 
 

 
 

	

 

   

   

 
 

   

   

   

 

 
 

 

   

 

 
 

 

	

 

   

   

 
   

 

   

   

15 Microsoft Volume Licensing Service Level Agreement for Microsoft Online Services (Worldwide English, February 1, 2016) 

Downtime:  The total accumulated Deployment Minutes, across all API Management instances deployed by you in a given Microsoft Azure 
subscription, during which the API Management Service is unavailable.  A minute is considered unavailable for a given API Management instance if 
all continuous attempts to perform operations through the Proxy throughout the minute result in either an Error Code or do not return a Success 
Code within five minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula:  

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit for Standard Tier: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Credit for Premium Tier deployments scaled across two or more regions: 

Monthly Uptime Percentage  Service Credit 

< 99.95% 10% 

< 99% 25% 

Table of Contents / Definitions 

App Service 
Additional Definitions: 
“App” is a Web App or Mobile App deployed by Customer within the App Service, excluding web apps in the Free and Shared tiers. 

“Deployment Minutes” is the total number of minutes that a given App has been set to running in Microsoft Azure during a billing month.  
Deployment Minutes is measured from when the App was created or the Customer initiated an action that would result in running the App to the 
time the Customer initiated an action that would result in stopping or deleting the Web App. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Apps deployed by Customer in a given Microsoft Azure subscription 
during a billing month 

Downtime:  is the total accumulated Deployment Minutes, across all Apps deployed by Customer in a given Microsoft Azure subscription, during 
which the App is unavailable. A minute is considered unavailable for a given App when there is no connectivity between the App and Microsoft’s 
Internet gateway. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 
Monthly Uptime Percentage  Service Credit 

< 99.95% 10% 

< 99% 25% 

Additional Terms:  Service Credits are applicable only to fees attributable to your use of Web Apps or Mobile Apps and not to fees attributable to 
other types of apps available through the App Service, which are not covered by this SLA. 

Table of Contents / Definitions 
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Application Gateway 
Additional Definitions: 
“Application Gateway Cloud Service” refers to a collection of one or more Application Gateway instances configured to perform HTTP load 
balancing services. 

“Maximum Available Minutes” is the total accumulated minutes during a billing month during which an Application Gateway Cloud Service 
comprising two or more medium or larger Application Gateway instances has been deployed in a Microsoft Azure subscription. 

Downtime:  is the total accumulated Maximum Available Minutes during a billing month for a given Application Gateway Cloud Service during 
which the Application Gateway Cloud Service is unavailable.  A given minute is considered unavailable if all attempts to connect to the Application 
Gateway Cloud Service throughout the minute are unsuccessful. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 
Monthly Uptime Percentage  Service Credit 

10% 

25% 

Table of Contents / Definitions 

 

                   

 

   

 

   
   

 
     

     

 
 

 

	

 

   

   

   

 

 

   
 

 
 

	
	

	

   

   

   

     

 

< 99.9% 

< 99% 

Automation Service 
Additional Definitions: 
“Delayed Jobs” is the total number of Jobs, for a given Microsoft Azure subscription, that fail to start within thirty (30) minutes of their Planned 
Start Times. 

“Job” means the execution of a Runbook. 

“Planned Start Time” is a time at which a Job is scheduled to begin executing. 

“Runbook” means a set of actions specified by you to execute within Microsoft Azure. 

“Total Jobs” is the total number of Jobs scheduled for execution during a given billing month, for a given Microsoft Azure subscription. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

     
 100

  

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Backup Service 
Additional Definitions: 
“Backup” or “Back Up” is the process of copying computer data from a registered server to a Backup Vault. 

“Backup Agent” refers to the software installed on a registered server that enables the registered server to Back Up or Restore one or more 
Protected Items. 

“Backup Vault” refers to a container in which you may register one or more Protected Items for Backup. 

“Deployment Minutes” is the total number of minutes during which a Protected Item has been scheduled for Backup to a Backup Vault. 

“Failure” means that either the Backup Agent or the Service fails to fully complete a properly configured Backup or Recovery operation due to 
unavailability of the Backup Service. 

Table of Contents  Introduction  General Terms  Service Specific Terms  Appendices 
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“Maximum Available Minutes” is the sum of all Deployment Minutes across all Protected Items for a given Microsoft Azure subscription during a 
billing month. 

“Protected Item” refers to a collection of data, such as a volume, database, or virtual machine that has been scheduled for Backup to the Backup 
Service such that it is enumerated as a Protected Item in the Protected Items tab in the Recovery Services section of the Management Portal. 

“Recovery” or “Restore” is the process of restoring computer data from a Backup Vault to a registered server. 

Downtime:  The total accumulated Deployment Minutes across all Protected Items scheduled for Backup by you in a given Microsoft Azure 
subscription during which the Backup Service is unavailable for the Protected Item. The Backup Service is considered unavailable for a given 
Protected Item from the first Failure to Back Up or Restore the Protected Item until the initiation of a successful Backup or Recovery of a Protected 
Item, provided that retries are continually attempted no less frequently than once every thirty minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Batch Service 
Additional Definitions: 
“Average Error Rate“ for a billing month is the sum of Error Rates for each hour in the billing month divided by the total number of hours in the 
billing month. 

“Error Rate“ is the total number of Failed Requests divided by Total Requests during a given one‐hour interval.  If the Total Requests in a given one‐
hour interval is zero, the Error Rate for that interval is 0%. 
“Excluded Requests” are requests within Total Requests that result in an HTTP 4xx status code, other than an HTTP 408 status code. 

“Failed Requests“ is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or fail to return a 
Success Code within 5 seconds. 

“Total Requests” is the total number of authenticated REST API requests, other than Excluded Requests, to perform operations against Batch 
accounts attempted within a one‐hour interval within a given Azure subscription during a billing month. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

100%	‐	Average	Error	Rate	 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

BizTalk Services 
Additional Definitions: 
“BizTalk Service Environment” refers to a deployment of the BizTalk Services created by you, as represented in the Management Portal, to which 
you may send runtime message requests. 

“Deployment Minutes” is the total number of minutes that a given BizTalk Service Environment has been deployed in Microsoft Azure during a 
billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all BizTalk Service Environments deployed by you in a given Microsoft 
Azure subscription during a billing month. 

“Monitoring Storage Account” refers to the Azure Storage account used by the BizTalk Services to store monitoring information related to the 
execution of the BizTalk Services. 

Table of Contents  Introduction  General Terms  Service Specific Terms  Appendices 
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Downtime:  The total accumulated Deployment Minutes, across all BizTalk Service Environments deployed by you in a given Microsoft Azure 
subscription, during which the BizTalk Service Environment is unavailable. A minute is considered unavailable for a given BizTalk Service 
Environment when there is no connectivity between your BizTalk Service Environment and Microsoft’s Internet gateway. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula:  

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  The Service Levels and Service Credits are applicable to your use of the Basic, Standard, and Premium tiers of the BizTalk 
Services.  The Developer tier of the Microsoft Azure BizTalk Services is not covered by this SLA. 

Additional Terms:  When submitting a claim, you must ensure that complete monitoring data is maintained within the Monitoring Storage Account 
and is made available to Microsoft. 

Table of Contents / Definitions 

Cache Services 
Additional Definitions: 
“Cache” refers to a deployment of the Cache Service created by you, such that its Cache Endpoints are enumerated in the Cache tab in the 
Management Portal. 

“Cache Endpoints” refers to endpoints through which a Cache may be accessed. 

“Deployment Minutes” is the total number of minutes that a given Cache has been deployed in Microsoft Azure during a billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Caches deployed by you in a given Microsoft Azure subscription 
during a billing month. 

Downtime:  The total accumulated Deployment Minutes, across all Caches deployed by you in a given Microsoft Azure subscription, during which 
the Cache is unavailable.  A minute is considered unavailable for a given Cache when there is no connectivity throughout the minute between one 
or more Cache Endpoints associated with the Cache and Microsoft’s Internet gateway. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  The Service Levels and Service Credits are applicable to your use of the Cache Service, which includes the Azure Managed 
Cache Service or the Standard tier of the Azure Redis Cache Service.  The Basic tier of the Azure Redis Cache Service is not covered by this SLA. 

Table of Contents / Definitions 
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CDN Service 
Downtime:  To assess Downtime, Microsoft will review data from any commercially reasonable independent measurement system used by you. 

You must select a set of agents from the measurement system’s list of standard agents that are generally available and represent at least five 
geographically diverse locations in major worldwide metropolitan areas (excluding PR of China). 

Measurement System tests (frequency of at least one test per hour per agent) will be configured to perform one HTTP GET operation according to 
the model below: 

1. A test file will be placed on your origin (e.g., Azure Storage account). 
2. The GET operation will retrieve the file through the CDN Service, by requesting the object from the appropriate Microsoft Azure domain 

name hostname. 
3. The test file will meet the following criteria: 

i. The test object will allow caching by including explicit “Cache‐control: public” headers, or lack of “Cache‐Control: private” header. 
ii. The test object will be a file at least 50KB in size and no larger than 1MB. 
iii. Raw data will be trimmed to eliminate any measurements that came from an agent experiencing technical problems during the 

measurement period. 

Monthly Uptime Percentage:  The percentage of HTTP transactions in which the CDN responds to client requests and delivers the requested 
content without error. Monthly Uptime Percentage of the CDN Service is calculated as the number of times the object was delivered successfully 
divided by the total number of requests (after removing erroneous data). 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99.5% 25% 

Table of Contents / Definitions 

Cloud Services 
Additional Definitions: 
“Cloud Services” refers to a set of compute resources utilized for Web and Worker Roles. 
“Maximum Available Minutes” is the total accumulated minutes during a billing month for all Internet facing roles that have two or more instances 
deployed in different Update Domains. Maximum Available Minutes is measured from when the Tenant has been deployed and its associated roles 
have been started resultant from action initiated by you to the time you have initiated an action that would result in stopping or deleting the 
Tenant. 
“Tenant” represents one or more roles each consisting of one or more role instances that are deployed in a single package. 
“Update Domain” refers to a set of Microsoft Azure instances to which platform updates are concurrently applied. 
“Web Role” is a Cloud Services component run in the Azure execution environment that is customized for web application programming as 
supported by IIS and ASP.NET. 
“Worker Role” is a Cloud Services component run in the Azure execution environment that is useful for generalized development, and may 
perform background processing for a Web Role. 

Downtime:  The total accumulated minutes that are part of Maximum Available Minutes that have no External Connectivity. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.95% 10% 

< 99% 25% 

Table of Contents  Introduction  General Terms 
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Data Factory – Activity Runs 
Additional Definitions: 
“Activity Run” means the execution or attempted execution of an activity 
“Delayed Activity Runs” is the total number of attempted Activity Runs in which an activity fails to begin executing within four (4) minutes after the 
time at which it is scheduled for execution and all dependencies that are prerequisite to execution have been satisfied. 
“Total Activity Runs” is the total number of Activity Runs attempted during in a billing month for a given Microsoft Azure Subscription.  

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

       
 100	

   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Data Factory – API Calls 
Additional Definitions: 
“Excluded Requests” is the set of requests within Total Requests that result in an HTTP 4xx status code, other than an HTTP 408 status code.  
“Failed Requests” is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or otherwise fail to 
return a Success Code within two minutes. 
“Resources” means pipelines, data sets, and linked services created within a Data Factory. 
“Total Requests” is the set of all requests, other than Excluded Requests, to perform operations against Resources within active pipelines during a 
billing month for a given Microsoft Azure subscription. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

     
 100	

  
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

DocumentDB 
Additional Definitions: 
“Average Error Rate” for a billing month is the sum of Error Rates for each hour in the billing month divided by the total number of hours in the 
billing month.  

“Database Account” is a DocumentDB account containing one or more databases. 

“Error Rate” is the total number of Failed Requests divided by Total Requests, across all Resources in a given Azure subscription, during a given 
one‐hour interval. If the Total Requests in a given one‐hour interval is zero, the Error Rate for that interval is 0%. 
“Excluded Requests” are requests within Total Requests that result in an HTTP 4xx status code, other than an HTTP 408 status code. 

“Failed Requests” is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or fail to return a 
Success Code within 5 seconds. 

“Resource” is a set of URI addressable entities associated with a Database Account. 

“Total Request” is the set of all requests, other than Excluded Requests, to perform operations issued against Resources attempted within a one‐
hour interval within a given Azure subscription during a billing month. 
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Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

100%	‐	Average	Error	Rate	 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.95% 10% 

< 99% 25% 

Table of Contents / Definitions 

ExpressRoute 
Additional Definitions: 
“Dedicated Circuit” means a logical representation of connectivity offered through the ExpressRoute Service between your premises and Microsoft 
Azure through an exchange provider or a network service provider, where such connectivity does not traverse the public Internet. 

“Maximum Available Minutes” is the total number of minutes that a given Dedicated Circuit is linked to one or more Virtual Networks in Microsoft 
Azure during a billing month in a given Microsoft Azure subscription. 

“Virtual Network” refers to a virtual private network that includes a collection of user‐defined IP addresses and subnets that form a network 
boundary within Microsoft Azure. 

“VPN Gateway” refers to a gateway that facilitates cross‐premises connectivity between a Virtual Network and a customer on‐premises network. 

Downtime:  The total accumulated minutes during a billing month for a given Microsoft Azure subscription during which the Dedicated Circuit is 
unavailable.  A minute is considered unavailable for a given Dedicated Circuit if all attempts by you within the minute to establish IP‐level 
connectivity to the VPN Gateway associated with the Virtual Network fail for longer than thirty seconds. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula:  

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Additional Terms:  Monthly Uptime Percentage and Service Credits are calculated for each Dedicated Circuit used by you. 

Table of Contents / Definitions 

HDInsight 
Additional Definitions: 
“Cluster Internet Gateway” means a set of virtual machines within an HDInsight Cluster that proxy all connectivity requests to the Cluster. 

“Deployment Minutes” is the total number of minutes that a given HDInsight Cluster has been deployed in Microsoft Azure. 

“HDInsight Cluster” or “Cluster” means a collection of virtual machines running a single instance of the HDInsight Service. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Clusters deployed by you in a given Microsoft Azure subscription 
during a billing month. 

Downtime:  The total accumulated Deployment Minutes when the HDInsight Service is unavailable. A minute is considered unavailable for a given 
Cluster if all continual attempts within the minute to establish a connection to the Cluster Internet Gateway fail. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 
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Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

HockeyApp 
Additional Definitions: 
“HockeyApp Dashboard” means the web interface provided to developers to view and manage applications using the HockeyApp Service. 

“Maximum Available Minutes” is the total number of minutes in a billing month. 

Downtime:  is the total accumulated minutes in a billing month during which the HockeyApp Service is unavailable. A minute is considered 
unavailable if all continuous HTTP requests to the HockeyApp Dashboard or to the HockeyApp API throughout the minute either result in an Error 
Code or do not return a response within one minute. For purposes of the HockeyApp API, HTTP response codes 408, 429, 500, 503, and 511 are not 
considered Error Codes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Key Vault 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given key vault has been deployed in Microsoft Azure during a billing month. 

“Excluded Transactions” are transactions for creating, updating, or deleting key vaults, keys, or secrets. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Key Vaults deployed by you in a given Microsoft Azure subscription 
during a billing month. 

Downtime:  is the total accumulated Deployment Minutes, across all key vaults deployed by Customer in a given Microsoft Azure subscription, 
during which the key vault is unavailable. A minute is considered unavailable for a given key vault if all continuous attempts to perform 
transactions, other than Excluded Transactions, on the key vault throughout the minute either return an Error Code or do not result in a Success 
Code within 5 seconds from Microsoft's receipt of the request. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 
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Machine Learning – Batch Execution Service (BES) and Management APIs Service 
Additional Definitions: 
“Failed Transactions” is the set of all requests within Total Transaction Attempts that return an Error Code.  

“Total Transaction Attempts” is the total number of authenticated REST BES and Management API requests by you during a billing month for a 
given Microsoft Azure subscription. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

      
 100	

   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  Service Levels and Service Credits are applicable to your use of the Machine Learning BES and Management API Service.  
The Free Machine Learning tier is not covered by this SLA. 

Table of Contents / Definitions 

Machine Learning – Request Response Service (RRS) 
Additional Definitions: 
“Failed Transactions” is the set of all requests within Total Transaction Attempts that return an Error Code. 

“Total Transaction Attempts” is the total number of authenticated REST RRS and Management API requests by you during a billing month for a 
given Microsoft Azure subscription. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

      
 100	

   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.95% 10% 

< 99% 25% 

Service Level Exceptions:  Service Levels and Service Credits are applicable to your use of the Machine Learning RRS and Management API Service.  
The Free Machine Learning tier is not covered by this SLA. 

Table of Contents / Definitions 

Media Services – Content Protection Service 
Additional Definitions: 
“Failed Transactions” are all Valid Key Requests included in Total Transaction Attempts that result in an Error Code or otherwise do not return a 
Success Code within 30 seconds after receipt by the Content Protection Service. 

“Total Transaction Attempts” are all Valid Key Requests made by you during a billing month for a given Azure subscription. 
“Valid Key Requests” are all requests made to the Content Protection Service for existing content keys in a Customer's Media Service. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

      
 100	
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Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Media Services – Encoding Service 
Additional Definitions: 
“Encoding” means the processing of media files per subscription as configured in the Media Services Tasks. 

“Failed Transactions” is the set of all requests within Total Transaction Attempts that do not return a Success Code within 30 seconds from 
Microsoft’s receipt of the request. 

“Media Service” means an Azure Media Services account, created in the Management Portal, associated with your Microsoft Azure subscription. 
Each Microsoft Azure subscription may have more than one associated Media Service. 

“Media Services Task” means an individual operation of media processing work as configured by you. Media processing operations involve 
encoding and converting media files. 

“Total Transaction Attempts” is the total number of authenticated REST API requests with respect to a Media Service made by you during a billing 
month for a subscription.  Total Transaction Attempts does not include REST API requests that return an Error Code that are continuously repeated 
within a five‐minute window after the first Error Code is received. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

      
 100	

   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Media Services – Indexer Service 
Additional Definitions: 
“Encoding Reserved Unit” means encoding reserved units purchased by the customer in an Azure Media Services account 

“Failed Transactions” is the set of Indexer Tasks within Total Transaction Attempts that either, a) do not complete within a time period that is 3 
times the duration of the input file, or b) do not start processing within 5 minutes of the time that an Encoding Reserved Unit becomes available for 
use by the Indexer Task.  
“Indexer Task” means a Media Services Task that is configured to index an MP3 input file with a minimum five‐minute duration. 

“Total Transaction Attempts” is the total number of Indexer Tasks attempted to be executed using an available Encoding Reserved Unit by 
Customer during a billing month for a subscription. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

      
 100	

   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 
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Media Services – Live Channels 
Additional Definitions: 
“Channel” means an end point within a Media Service that is configured to receive media data. 

“Deployment Minutes” is the total number of minutes that a given Channel has been purchased and allocated to a Media Service and is in a 
running state during a billing month. 
“Maximum Available Minutes” is the sum of all Deployment Minutes across all Channels purchased and allocated to a Media Service during a 
billing month. 
“Media Service” means an Azure Media Services account, created in the Management Portal, associated with your Microsoft Azure subscription. 
Each Microsoft Azure subscription may have more than one associated Media Service. 

Downtime:  The total accumulated Deployment Minutes when the Live Channels Service is unavailable. A minute is considered unavailable for a 
given Channel if the Channel has no External Connectivity during the minute. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Media Services – Streaming Service 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given Streaming Unit has been purchased and allocated to a Media Service during a 
billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Streaming Units purchased and allocated to a Media Service during 
a billing month. 

“Media Service” means an Azure Media Services account, created in the Management Portal, associated with your Microsoft Azure subscription. 
Each Microsoft Azure subscription may have more than one associated Media Service. 

“Media Service Request” means a request issued to your Media Service. 

“Streaming Unit” means a unit of reserved egress capacity purchased by you for a Media Service. 

“Valid Media Services Requests” are all qualifying Media Service Requests for existing media content in a customer’s Azure Storage account 
associated with its Media Service when at least one Streaming Unit has been purchased and allocated to that Media Service.  Valid Media Services 
Requests do not include Media Service Requests for which total throughput exceeds 80% of the Allocated Bandwidth. 

Downtime:  The total accumulated Deployment Minutes when the Streaming Service is unavailable. A minute is considered unavailable for a given 
Streaming Unit if all continuous Valid Media Service Requests made to the Streaming Unit throughout the minute result in an Error Code. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

      
 100	

   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 
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Mobile Engagement 
Additional Definitions: 
“Average Error Rate” for a billing month is the sum of Error Rates for each hour in the billing month divided by the total number of hours in the 
billing month. 

“Error Rate” is the total number of Failed Requests divided by Total Requests during a given one‐hour interval.  If the Total Requests in a given one‐
hour interval is zero, the Error Rate for that interval is 0%. 

“Excluded Requests” is the set of REST API requests that result in an HTTP 4xx status code, other than an HTTP 408 status code. 

“Failed Requests” is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or fail to return a 
Success Code within 30 seconds. 

“Mobile Engagement Application" is an Azure Mobile Engagement service instance. 

“Total Requests” is the total number of authenticated REST API requests, other than Excluded Requests, made to Mobile Engagement Applications 
within a given Azure subscription during a billing month.  

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

100%   	   

Service Credit: 
Monthly Uptime Percentage  Service Credit 

< 99.95% 10% 

< 99% 25% 

The Free Mobile Engagement tier is not covered by this SLA. 

Table of Contents / Definitions 

Mobile Services 
Additional Definitions: 
“Failed Transactions” include any API calls included in Total Transaction Attempts that result in either an Error Code or do not return a Success 
Code. 

“Total Transaction Attempts" are the total accumulated API calls made to the Azure Mobile Services during a billing month for a given Microsoft 
Azure subscription for which the Azure Mobile Services are running. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

      
 100	

   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  The Service Levels and Service Credits are applicable to your use of the Standard and Premium Mobile Services tiers.  The 
Free Mobile Services tier is not covered by this SLA. 

Table of Contents / Definitions 

Multi‐Factor Authentication Service 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given Multi‐Factor Authentication provider has been deployed in Microsoft Azure 
during a billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Multi‐Factor Authentication providers deployed by you in a given 
Microsoft Azure subscription during a billing month. 
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Downtime:  The total accumulated Deployment Minutes, across all Multi‐Factor Authentication providers deployed by you in a given Microsoft 
Azure subscription, during which the Multi‐Factor Authentication Service is unable to receive or process authentication requests for the Multi‐
Factor Authentication provider. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Operational Insights 
Additional Definitions: 
“Batch” means a group of Log Data entries that are either uploaded to the Operational Insights Service or read from storage by the Operational 
Insights Service within a given period of time.  Batches queued for indexing are displayed in the usage section of the Management Portal. 

“Log Data” refers to information regarding a supported event, such as IIS and Windows events, that is logged by a computer and for which the 
Operational Insights Service has been configured to be processed by the Service index. 
“Delayed Batches” is the total number of Batches within Total Queued Batches that fail to complete indexing within six hours of the Batch being 
queued. 
“Total Queued Batches” is the total number of Batches queued for indexing by the Operational Insights Service during a given billing month. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

  	    	  
 100	

  	  
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

RemoteApp 
Additional Definitions: 
“Application” means a software application that is configured for streaming to a device using the RemoteApp Service. 

“Maximum Available Minutes” is the sum of all User Application Minutes across all Users granted access to one or more Applications in a given 
Azure subscription during a billing month. 

“User” means a specific user account that is able to stream an Application using the RemoteApp Service, as enumerated in the Management Portal. 

“User Application Minutes” is the total number of minutes in a billing month during which you have granted a User access to an Application. 

Downtime:  The total accumulated User Minutes during which the RemoteApp Service is unavailable.  A minute is considered unavailable for a 
given User when the User is unable to establish connectivity to an Application. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 
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Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  The Service Levels and Service Credits are applicable to your use of the RemoteApp Service.  The RemoteApp free trial is 
not covered by this SLA. 

Table of Contents / Definitions 

Scheduler 
Additional Definitions: 
“Maximum Available Minutes” is the total number of minutes in a billing month. 

“Planned Execution Time” is a time at which a Scheduled Job is scheduled to begin executing. 

“Scheduled Job” means an action specified by you to execute within Microsoft Azure according to a specified schedule. 

Downtime:  The total accumulated minutes in a billing month during which one or more of your Scheduled Jobs is in a state of delayed execution. A 
given Scheduled Job is in a state of delayed execution if it has not begun executing after a Planned Execution Time, provided that such delayed 
execution time shall not be considered Downtime if the Scheduled Job begins executing within thirty (30) minutes after a Planned Execution Time. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

10% 

25% 
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< 99.9% 

< 99% 

Search 
Additional Definitions: 
“Average Error Rate” for a billing month is the sum of Error Rates for each hour in the billing month divided by the total number of hours in the 
billing month. 

“Error Rate” is the total number of Failed Requests divided by Total Requests, across all Search Service Instances in a given Azure subscription, 
during a given one‐hour interval. If the Total Requests in a one‐hour interval is zero, the Error Rate for that interval is 0%. 

“Excluded Requests” are all requests that are throttled due to exhaustion of resources allocated for a Search Service Instance, as indicated by an 
HTTP 503 status code and a response header indicating the request was throttled. 

“Failed Requests” is the set of all requests within Total Requests that fail to return either a Success Code or HTTP 4xx response. 

“Replica” is a copy of a search index within a Search Service Instance. 

“Search Service Instance” is an Azure Search service instance containing one or more search indexes. 

“Total Requests” is the set of (i) all requests to update a Search Service Instance having three or more Replicas, plus (ii) all requests to query a 
Search Service Instance having two or more Replicas, other than Excluded Requests, within a one‐hour interval within a given Azure subscription 
during a billing month. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

100%   	   
Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  The Free Search tier is not covered by this SLA. 
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Table of Contents / Definitions 

Service‐Bus Service – Event Hubs 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given Event Hub has been deployed in Microsoft Azure during a billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Event Hubs deployed by you in a given Microsoft Azure subscription 
under the Basic or Standard Event Hubs tiers during a billing month. 

“Message” refers to any user‐defined content sent or received through Service Bus Relays, Queues, Topics, or Notification Hubs, using any protocol 
supported by Service Bus. 

Downtime:  The total accumulated Deployment Minutes, across all Event Hubs deployed by you in a given Microsoft Azure subscription under the 
Basic or Standard Event Hubs tiers, during which the Event Hub is unavailable.  A minute is considered unavailable for a given Event Hub if all 
continuous attempts to send or receive Messages or perform other operations on the Event Hub throughout the minute either return an Error 
Code or do not result in a Success Code within five minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  The Service Levels and Service Credits are applicable to your use of the Basic and Standard Event Hubs tiers.  The Free 
Event Hubs tier is not covered by this SLA. 

Table of Contents / Definitions 

Service‐Bus Service – Notification Hubs 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given Notification Hub has been deployed in Microsoft Azure during a billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Notification Hubs deployed by you in a given Microsoft Azure 
subscription under the Basic or Standard Notification Hubs tiers during a billing month. 

Downtime:  The total accumulated Deployment Minutes, across all Notification Hubs deployed by you in a given Microsoft Azure subscription 
under the Basic or Standard Notification Hubs tiers, during which the Notification Hub is unavailable.  A minute is considered unavailable for a given 
Notification Hub if all continuous attempts to send notifications or perform registration management operations with respect to the Notification 
Hub throughout the minute either return an Error Code or do not result in a Success Code within five minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Level Exceptions:  The Service Levels and Service Credits are applicable to your use of the Basic and Standard Notification Hubs tiers.  The 
Free Notification Hubs tier is not covered by this SLA. 

Table of Contents / Definitions 
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Service‐Bus Service – Queues and Topics 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given Queue or Topic has been deployed in Microsoft Azure during a billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Queues and Topics deployed by you in a given Microsoft Azure 
subscription during a billing month. 

“Message” refers to any user‐defined content sent or received through Service Bus Relays, Queues, Topics, or Notification Hubs, using any protocol 
supported by Service Bus. 

Downtime:  The total accumulated Deployment Minutes, across all Queues and Topics deployed by you in a given Microsoft Azure subscription, 
during which the Queue or Topic is unavailable. A minute is considered unavailable for a given Queue or Topic if all continuous attempts to send or 
receive Messages or perform other operations on the Queue or Topic throughout the minute either return an Error Code or do not result in a 
Success Code within five minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Service‐Bus Service – Relays 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given Relay has been deployed in Microsoft Azure during a billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Relays deployed by you in a given Microsoft Azure subscription 
during a billing month. 

Downtime:  The total accumulated Deployment Minutes, across all Relays deployed by you in a given Microsoft Azure subscription, during which 
the Relay is unavailable. A minute is considered unavailable for a given Relay if all continuous attempts to establish a connection to the Relay 
throughout the minute either return an Error Code or do not result in a Success Code within five minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Site Recovery Service – On‐Premises‐to‐Azure 
Additional Definitions: 
“Failover” is the process of transferring control, either simulated or actual, of a Protected Instance from a primary site to a secondary site. 

“On‐Premises‐to‐Azure Failover” is the Failover of a Protected Instance from a non‐Azure primary site to an Azure secondary site.  You may 
designate a particular Azure datacenter as a secondary site, provided that if Failover to the designated datacenter is not possible, Microsoft may 
replicate to a different datacenter in the same region. 

“Protected Instance” refers to a virtual or physical machine configured for replication by the Site Recovery Service from a primary site to a 
secondary site.  Protected Instances are enumerated in the Protected Items tab in the Recovery Services section of the Management Portal. 

Table of Contents  Introduction  General Terms  Service Specific Terms  Appendices 



 

                   

 

 
 

 
 

 
 

 

 

     

     

 
 

   

     

   

   

 

 
 

 
 

 
 

 
 

	

 

   

   

 
 

   

   

 

 
   

     
 

 
 

31 Microsoft Volume Licensing Service Level Agreement for Microsoft Online Services (Worldwide English, February 1, 2016) 

“Recovery Time Objective (RTO)” means the period of time beginning when you initiate a Failover of a Protected Instance experiencing either a 
planned or unplanned outage for On‐Premises‐to‐Azure replication to the time when the Protected Instance is running as a virtual machine in 
Microsoft Azure, excluding any time associated with manual action or the execution of your scripts. 

Monthly Recovery Time Objective:  The Monthly Recovery Time Objective for a specific Protected Instance configured for On‐Premises‐to‐Azure 
replication in a given billing month is four hours for an unencrypted Protected Instance and six hours for an encrypted Protected Instance.  One 
hour will be added to the monthly Recovery Time Objective for each additional 25GB over the initial 100GB Protected Instance size. 

Service Credit (Assuming Protected Instance of 100GB, or less): 

Protected Instance  Monthly Recovery Time Objective Service Credit 

Unencrypted > 4 hours 100% 

Encrypted > 6 hours 100% 

Additional Terms:  Monthly Recovery Time Objective and Service Credits are calculated for each Protected Instance used by you. 

Table of Contents / Definitions 

Site Recovery Service – On‐Premises‐to‐On‐Premises 
Additional Definitions: 
“Failover” is the process of transferring control, either simulated or actual, of a Protected Instance from a primary site to a secondary site. 

“Failover Minutes” is the total number of minutes in a billing month during which a Failover of a Protected Instance configured for On‐Premises‐to‐
On‐Premises replication has been attempted but not completed. 

“Maximum Available Minutes” is the total number of minutes that a given Protected Instance has been configured for On‐Premises‐to‐On‐
Premises replication by the Site Recovery Service during a billing month. 

“On‐Premises‐to‐On‐Premises Failover” is the Failover of a Protected Instance from a non‐Azure primary site to a non‐Azure secondary site. 

“Protected Instance” refers to a virtual or physical machine configured for replication by the Site Recovery Service from a primary site to a 
secondary site.  Protected Instances are enumerated in the Protected Items tab in the Recovery Services section of the Management Portal. 

Downtime:  The total accumulated Failover Minutes in which the Failover of a Protected Instance is unsuccessful due to unavailability of the Site 
Recovery Service, provided that retries are continually attempted no less frequently than once every thirty minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Additional Terms:  Monthly Recovery Time Objective and Service Credits are calculated for each Protected Instance used by you. 

Table of Contents / Definitions 

SQL Database Service (Basic, Standard and Premium Tiers) 
Additional Definitions: 
“Database” means any Basic, Standard, or Premium Microsoft Azure SQL Database. 

“Deployment Minutes” is the total number of minutes that a given Basic, Standard, or Premium Database has been deployed in Microsoft Azure 
during a billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Basic, Standard, and Premium Databases for a given Microsoft 
Azure subscription during a billing month. 

Downtime:  The total accumulated Deployment Minutes across all Basic, Standard, and Premium Databases deployed by you in a given Microsoft 
Azure subscription during which the Database is unavailable.  A minute is considered unavailable for a given Database if all continuous attempts by 
you to establish a connection to the Database within the minute fail. 
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Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.99% 10% 

< 99% 25% 

Table of Contents / Definitions 

SQL Database Service (Web and Business Tiers) 
Additional Definitions: 
“Database” means any Web or Business Microsoft Azure SQL Database. 

“Deployment Minutes” is the total number of minutes that a given Web or Business Database has been deployed in Microsoft Azure during a 
billing month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Web and Business Databases for a given Microsoft Azure 
subscription during a billing month. 

Downtime:  The total accumulated Deployment Minutes across all Web and Business Databases deployed by you in a given Microsoft Azure 
subscription during which the Database is unavailable.  A minute is considered unavailable for a given Database if all continuous attempts by you to 
establish a connection to the Database within the minute fail. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Storage Service 
Additional Definitions: 
“Average Error Rate” for a billing month is the sum of Error Rates for each hour in the billing month divided by the total number of hours in the 
billing month.   

“Excluded Transactions” are storage transactions that do not count toward either Total Storage Transactions or Failed Storage Transactions.  
Excluded Transactions include pre‐authentication failures; authentication failures; attempted transactions for storage accounts over their 
prescribed quotas; creation or deletion of containers, tables, or queues; clearing of queues; and copying blobs between storage accounts. 

“Error Rate” is the total number of Failed Storage Transactions divided by the Total Storage Transactions during a set time interval (currently set at 
one hour).  If the Total Storage Transactions in a given one‐hour interval is zero, the error rate for that interval is 0%. 

“Failed Storage Transactions” is the set of all storage transactions within Total Storage Transactions that are not completed within the Maximum 
Processing Time associated with their respective transaction type, as specified in the table below.  Maximum Processing Time includes only the 
time spent processing a transaction request within the Storage Service and does not include any time spent transferring the request to or from the 
Storage Service. 
Request Types Maximum Processing Time 

PutBlob and GetBlob (includes blocks and pages) 

Get Valid Page Blob Ranges 
Two (2) seconds multiplied by the number of MBs transferred in the course of 
processing the request 

Copy Blob Ninety (90) seconds (where the source and destination blobs are within the same 
storage account) 

PutBlockList  Sixty (60) seconds 
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Request Types Maximum Processing Time 

GetBlockList 

Table Query 

List Operations 

Ten (10) seconds (to complete processing or return a continuation) 

Batch Table Operations  Thirty  (30)  seconds  

All Single Entity Table Operations 

All other Blob and Message Operations 

Two (2) seconds 

These figures represent maximum processing times. Actual and average times are expected to be much lower. 

Failed Storage Transactions do not include: 
1. Transaction requests that are throttled by the Storage Service due to a failure to obey appropriate back‐off principles.  
2. Transaction requests having timeouts set lower than the respective Maximum Processing Times specified above. 
3. Read transactions requests to RA‐GRS Accounts for which you did not attempt to execute the request against Secondary Region 

associated with the storage account if the request to the Primary Region was not successful. 
4. Read transaction requests to RA‐GRS Accounts that fail due to Geo‐Replication Lag. 

“Geo Replication Lag” for GRS and RA‐GRS Accounts is the time it takes for data stored in the Primary Region of the storage account to replicate to 
the Secondary Region of the storage account.  Because GRS and RA‐GRS Accounts are replicated asynchronously to the Secondary Region, data 
written to the Primary Region of the storage account will not be immediately available in the Secondary Region. You can query the Geo Replication 
Lag for a storage account, but Microsoft does not provide any guarantees as to the length of any Geo Replication Lag under this SLA. 

“Geographically Redundant Storage (GRS) Account” is a storage account for which data is replicated synchronously within a Primary Region and 
then replicated asynchronously to a Secondary Region. You cannot directly read data from or write data to the Secondary Region associated with 
GRS Accounts. 

“Locally Redundant Storage (LRS) Account” is a storage account for which data is replicated synchronously only within a Primary Region. 

“Primary Region” is a geographical region in which data within a storage account is located, as selected by you when creating the storage account. 
You may execute write requests only against data stored within the Primary Region associated with storage accounts. 

“Read Access Geographically Redundant Storage (RA‐GRS) Account” is a storage account for which data is replicated synchronously within a 
Primary Region and then replicated asynchronously to a Secondary Region. You can directly read data from, but cannot write data to, the 
Secondary Region associated with RA‐GRS Accounts. 

“Secondary Region” is a geographical region in which data within a GRS or RA‐GRS Account is replicated and stored, as assigned by Microsoft Azure 
based on the Primary Region associated with the storage account.  You cannot specify the Secondary Region associated with storage accounts. 

“Total Storage Transactions” is the set of all storage transactions, other than Excluded Transactions, attempted within a one‐hour interval across 
all storage accounts in the Storage Service in a given subscription. 

“Zone Redundant Storage (ZRS) Account” is a storage account for which data is replicated across multiple facilities.  These facilities may be within 
the same geographical region or across two geographical regions. 

Monthly Uptime Percentage:  Monthly Uptime Percentage is calculated using the following formula: 

100%   	   

Service Credit – LRS, ZRS, GRS and RA‐GRS (write requests) Accounts: 
Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Service Credit – RA‐GRS (read requests) Accounts: 
Monthly Uptime Percentage  Service Credit 

< 99.99% 10% 

< 99% 25% 
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StorSimple Service 
Additional Definitions: 
“Backup” is the process of backing up data stored on a registered StorSimple device to one or more associated cloud storage accounts within 
Microsoft Azure. 
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“Cloud Tiering” is the process of transferring data from a registered StorSimple device to one or more associated cloud storage accounts within 
Microsoft Azure. 

“Deployment Minutes” is the total number of minutes during which a Managed Item has been configured for Backup or Cloud Tiering to a 
StorSimple storage account in Microsoft Azure. 

“Failure” means the inability to fully complete a properly configured Backup, Tiering, or Restoring operation due to unavailability of the StorSimple 
Service. 

“Managed Item” refers to a volume that has been configured to Backup to the cloud storage accounts using the StorSimple Service. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Managed Items for a given Microsoft Azure subscription during a 
billing month. 

“Restoring” is the process of copying data to a registered StorSimple device from its associated cloud storage account(s). 

Downtime:  The total accumulated Deployment Minutes across all Managed Items configured for Backup or Cloud Tiering by you in a given 
Microsoft Azure subscription during which the StorSimple Service is unavailable for the Managed Item.  The StorSimple Service is considered 
unavailable for a given Managed Item from the first Failure of a Backup, Cloud Tiering, or Restoring operation with respect to the Managed Item 
until the initiation of a successful Backup, Cloud Tiering, or Restoring operation of the Managed Item, provided that retries are continually 
attempted no less frequently than once every thirty minutes. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Stream Analytics – API Calls 
Additional Definitions: 
“Total Transaction Attempts” is the total number of authenticated REST API requests to manage a streaming job within the Stream Analytics 
Service by Customer during a billing month for a given Microsoft Azure subscription.   

“Failed Transactions” is the set of all requests within Total Transaction Attempts that return an Error Code or otherwise do not return a Success 
Code within five minutes from Microsoft’s receipt of the request. 

“Monthly Uptime Percentage” for API calls within the Stream Analytics Service is represented by the following formula:  

Monthly Uptime	%  
Total	Transaction	Attempts  Failed	Transactions

Total	Transaction	Attempts 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Stream Analytics – Jobs 
Additional Definitions: 
“Deployment Minutes”  is the  total  number of minutes  that  a given  job has been deployed within  the Stream Analytics  Service during a billing 
month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all jobs deployed by Customer in a given Microsoft Azure subscription 
during a billing month. 
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Downtime is  the  total  accumulated Deployment Minutes, across all  jobs deployed  by Customer  in a given Microsoft Azure  subscription,  during 
which the job is unavailable.  A minute is considered unavailable for a deployed job if the job is neither processing data nor available to process 
data throughout the minute. 

Monthly Uptime Percentage for jobs within the Stream Analytics Service is represented by the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Traffic Manager Service 
Additional Definitions: 
“Deployment Minutes” is the total number of minutes that a given Traffic Manager Profile has been deployed in Microsoft Azure during a billing 
month. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all Traffic Manager Profiles deployed by you in a given Microsoft Azure 
subscription during a billing month. 

“Traffic Manager Profile” or “Profile” refers to a deployment of the Traffic Manager Service created by you containing a domain name, endpoints, 
and other configuration settings, as represented in the Management Portal. 

“Valid DNS Response” means a DNS response, received from at least one of the Traffic Manager Service name server clusters, to a DNS request for 
the domain name specified for a given Traffic Manager Profile. 

Downtime:  The total accumulated Deployment Minutes, across all Profiles deployed by you in a given Microsoft Azure subscription, during which 
the Profile is unavailable. A minute is considered unavailable for a given Profile if all continual DNS queries for the DNS name specified in the Profile 
that are made throughout the minute do not result in a Valid DNS Response within two seconds. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.99% 10% 

< 99% 25% 

Table of Contents / Definitions 

Virtual Machines 
Additional Definitions: 
“Availability Set” refers to two or more Virtual Machines deployed across different Fault Domains to avoid a single point of failure. 

“Fault Domain” is a collection of servers that share common resources such as power and network connectivity. 

“Maximum Available Minutes” is the total accumulated minutes during a billing month for all Internet facing Virtual Machines that have two or 
more instances deployed in the same Availability Set. Maximum Available Minutes is measured from when at least two Virtual Machines in the 
same Availability Set have both been started resultant from action initiated by you to the time you have initiated an action that would result in 
stopping or deleting the Virtual Machines. 

“Virtual Machine” refers to persistent instance types that can be deployed individually or as part of an Availability Set.  

Downtime:  The total accumulated minutes that are part of Maximum Available Minutes that have no External Connectivity. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 
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Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.95% 10% 

< 99% 25% 

Table of Contents / Definitions 

VPN Gateway 
Additional Definitions: 
“Maximum Available Minutes” is the total accumulated minutes during a billing month which a given VPN Gateway has been deployed in a 
Microsoft Azure subscription. 

“Virtual Network” refers to a virtual private network that includes a collection of user‐defined IP addresses and subnets that form a network 
boundary within Microsoft Azure. 

“VPN Gateway” refers to a gateway that facilitates cross‐premises connectivity between a Virtual Network and a customer on‐premises network. 

Downtime:  Is the total accumulated VPN Gateway Maximum Available Minutes during which a VPN Gateway is unavailable. A minute is considered 
unavailable if all attempts to connect to the VPN Gateway within a thirty‐second window within the minute are unsuccessful. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Visual Studio Online – Build Service 
Additional Definitions: 
“Build Service” is a feature that allows customers to build their applications in Visual Studio Online. 

“Maximum Available Minutes” is the total number of minutes for which the paid Build Service has been enabled for a given Microsoft Azure 
subscription during a billing month. 

Downtime:  The total accumulated minutes for a given Microsoft Azure subscription during which the Build Service is unavailable.  A minute is 
considered unavailable if all continuous HTTP requests to the Build Service to perform operations initiated by you throughout the minute either 
result in an Error Code or do not return a response. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents  Introduction  General Terms  Service Specific Terms 

Table of Contents / Definitions 

 Appendices 



 

                   

 

       
 

     

     
 

     
 

 
 

 
 

	

   

   

   

   
 

 

   

     

     

 
 

 
 

 
 

 
 

 

	

   

   

   

   

37 Microsoft Volume Licensing Service Level Agreement for Microsoft Online Services (Worldwide English, February 1, 2016) 

Visual Studio Online – Load Testing Service 
Additional Definitions: 
“Load Testing Service” is a feature that allows customers to generate automated tasks to test the performance and scalability of applications. 

“Maximum Available Minutes” is the total number of minutes for which the paid Load Testing Service has been enabled for a given Microsoft 
Azure subscription during a billing month. 

Downtime:  The total accumulated minutes for a given Microsoft Azure subscription during which the Load Testing Service is unavailable.  A minute 
is considered unavailable if all continuous HTTP requests to the Load Testing Service to perform operations initiated by you throughout the minute 
either result in an Error Code or do not return a response. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Visual Studio Online – User Plans Service 
Additional Definitions: 
“Build Service” is a feature that allows customers to build their applications in Visual Studio Online. 

“Deployment Minutes” is the total number of minutes for which a User Plan has been purchased during a billing month. 

“Load Testing Service” is a feature that allows customers to generate automated tasks to test the performance and scalability of applications. 

“Maximum Available Minutes” is the sum of all Deployment Minutes across all User Plans for a given Microsoft Azure subscription during a billing 
month. 

“User Plan” refers to the set of features and capabilities selected for a user within a Visual Studio Online account in a Customer subscription. User 
Plan options and the features and capabilities per User Plan are described on the http://www.visualstudio.com website. 

Downtime:  The total accumulated Deployment Minutes, across all User Plans for a given Microsoft Azure subscription, during which the User Plan 
is unavailable.  A minute is considered unavailable for a given User Plan if all continuous HTTP requests to perform operations, other than 
operations pertaining to the Build Service or the Load Testing Service, throughout the minute either result in an Error Code or do not return a 
response. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

Maximum	Available	Minutes‐Downtime 
 100

Maximum	Available	Minutes 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 10% 

< 99% 25% 

Table of Contents / Definitions 

Table of Contents  Introduction  General Terms  Service Specific Terms  Appendices 

http://www.visualstudio.com


 

                   

 

 

 
 

 
 

 
 

	 	 	 	 	 	
	 	 	 	

 

   
 

   

   

   

 

 
 

 
 

 

   

 
 

 
 

 
	 	 	 	 	 	

	 	 	 	
 

   
 

   

   

   

 

 
 

 
 

 

   

   

38 Microsoft Volume Licensing Service Level Agreement for Microsoft Online Services (Worldwide English, February 1, 2016) 

Other Online Services 

Bing Maps Enterprise Platform 
Downtime:  Any period of time when the Service is not available as measured in Microsoft’s data centers, provided that you access the Service 
using the methods of access, authentication and tracking methods documented in the Bing Maps Platform SDKs. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

         
 100

       

where Downtime is measured as the total number of minutes during the month when the aspects of the Service set forth above are unavailable. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Service Level Exceptions:  This SLA does not apply to Bing Maps Enterprise Platform purchased through Open Value and Open Value Subscription 
volume licensing agreements. 

Service Credits will not apply if: (i) you fail to implement any Services updates within the time specified in the Bing Maps Platform API’s Terms of 
Use; and (ii) you do not provide Microsoft with at least ninety (90) days’ advance notice of any known significant usage volume increase, with 
significant usage volume increase defined as 50% or more of the previous month’s usage. 

Table of Contents / Definitions 

Bing Maps Mobile Asset Management 
Downtime:  Any period of time when the Service is not available as measured in Microsoft’s data centers, provided that you access the Service 
using the methods of access, authentication and tracking methods documented in the Bing Maps Platform SDKs. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

         
 100

       

where Downtime is measured as the total number of minutes during the month when the aspects of the Service set forth above are unavailable. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Service Level Exceptions:  This SLA does not apply to Bing Maps Enterprise Platform purchased through Open Value and Open Value Subscription 
volume licensing agreements. 

Service Credits will not apply if: (i) you fail to implement any Services updates within the time specified in the Bing Maps Platform API’s Terms of 
Use; and (ii) you do not provide Microsoft with at least ninety (90) days’ advance notice of any known significant usage volume increase, with 
significant usage volume increase defined as 50% or more of the previous month’s usage. 

Table of Contents / Definitions 
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Power BI Pro 
Downtime:  Any period of time when users are unable to read or write any portion of Power BI data to which they have appropriate permissions. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

         
 100

       

where Downtime is measured in user‐minutes; that is, for each month, Downtime is the sum of the length (in minutes) of each Incident that occurs 
during that month multiplied by the number of users impacted by that Incident. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 

Table of Contents / Definitions 

Translator API 
Downtime:  Any period of time when users are not able to perform translations. 

Monthly Uptime Percentage:  The Monthly Uptime Percentage is calculated using the following formula: 

    	 	     
 100

       

where Downtime is measured as the total number of minutes during the month when the aspects of the Service set forth above are unavailable. 

Service Credit: 

Monthly Uptime Percentage  Service Credit 

< 99.9% 25% 

< 99% 50% 

< 95% 100% 
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Appendix A – Service Level Commitment for Virus Detection and 
Blocking, Spam Effectiveness, or False Positive 

With respect to Exchange Online and EOP licensed as a standalone Service or via ECAL suite, or Exchange Enterprise CAL with Services, you may be 
eligible for Service Credits if we do not meet the Service Level described below for:  (1) Virus Detection and Blocking, (2) Spam Effectiveness, or (3) 
False Positive.  If any one of these individual Service Levels is not met, you may submit a claim for a Service Credit.  If one Incident causes us to fail 
more than one SLA metric for Exchange Online or EOP, you may only make one Service Credit claim for that incident per Service. 

1. Virus Detection and Blocking Service Level 
a. “Virus Detection and Blocking” is defined as the detection and blocking of Viruses by the filters to prevent infection.  “Viruses” is broadly 

defined as known malware, which includes viruses, worms, and Trojan horses. 
b. A Virus is considered known when widely used commercial virus scanning engines can detect the virus and the detection capability is 

available throughout the EOP network. 
c. Must result from a non‐purposeful infection. 
d. The Virus must have been scanned by the EOP virus filter. 
e. If EOP delivers an email that is infected with a known virus to you, EOP will notify you and work with you to identify and remove it. If this 

results in the prevention of an infection, you won’t be eligible for a Service Credit under the Virus Detection and Blocking Service Level. 
f. The Virus Detection and Blocking Service Level shall not apply to: 

i. Forms of email abuse not classified as malware, such as spam, phishing and other scams, adware, and forms of spyware, which due 
to its targeted nature or limited use is not known to the anti‐virus community and thus not tracked by anti‐virus products as a virus. 

ii. Corrupt, defective, truncated, or inactive viruses contained in NDRs, notifications, or bounced emails. 
g. The Service Credit available for the Virus Detection and Blocking Service is: 25% Service Credit of Applicable Monthly Service Fee if an 

infection occurs in a calendar month, with a maximum of one claim allowed per calendar month. 

2. Spam Effectiveness Service Level 
a. “Spam Effectiveness” is defined as the percentage of inbound spam detected by the filtering system, measured on a daily basis. 
b. Spam effectiveness estimates exclude false negatives to invalid mailboxes. 
c. The spam message must be processed by our service and not be corrupt, malformed, or truncated. 
d. The Spam Effectiveness Service Level does not apply to email containing a majority of non‐English content.  
e. You acknowledge that classification of spam is subjective and accept that we will make a good faith estimation of the spam capture rate 

based on evidence timely supplied by you. 
f. The Service Credit available for the Spam Effectiveness Service is: 

% of Calendar Month that Spam Effectiveness is below 99% 

>25% 

Service Credit 

25% 

> 50% 50% 

100% 100% 

3. False Positive Service Level 
a. “False Positive” is defined as the ratio of legitimate business email incorrectly identified as spam by the filtering system to all email 

processed by the service in a calendar month. 
b. Complete, original messages, including all headers, must be reported to the abuse team. 
c. Applies to email sent to valid mailboxes only. 
d. You acknowledge that classification of false positives is subjective and understand that we will make a good faith estimation of the false 

positive ratio based on evidence timely supplied by you. 
e. This False Positive Service Level shall not apply to: 

i. bulk, personal, or pornographic email 
ii. email containing a majority of non‐English content 
iii. email blocked by a policy rule, reputation filtering, or SMTP connection filtering 
iv. email delivered to the junk folder 

f. The Service Credit available for the False Positive Service is: 
False Positive Ratio in a Calendar Month 

> 1:250,000 

Service Credit 

25% 

> 1:10,000  50% 

> 1:100  100% 
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Appendix B ‐ Service Level Commitment for Uptime and Email 
Delivery 

With respect to EOP licensed as a standalone Service, ECAL suite, or Exchange Enterprise CAL with Services, you may be eligible for Service Credits if 
we do not meet the Service Level described below for (1) Uptime and (2) Email Delivery. 
1. Monthly Uptime Percentage: 

If the Monthly Uptime Percentage for EOP falls below 99.999% for any given month, you may be eligible for the following Service Credit: 

Monthly Uptime Percentage  Service Credit 

<99.999% 25% 

<99.0% 50% 

<98.0% 100% 

2. Email Delivery Service Level: 
a. “Email Delivery Time” is defined as the average of email delivery times, measured in minutes over a calendar month, where email 

delivery is defined as the elapsed time from when a business email enters the EOP network to when the first delivery attempt is made. 
b. Email Delivery Time is measured and recorded every 5 minutes, then sorted by elapsed time.  The fastest 95% of measurements are used 

to create the average for the calendar month. 
c. We use simulated or test emails to measure delivery time. 
d. The Email Delivery Service Level applies only to legitimate business email (non‐bulk email) delivered to valid email accounts. 
e. This Email Delivery Service Level does not apply to: 

1. Delivery of email to quarantine or archive 
2. Email in deferral queues 
3. Denial of service attacks (DoS) 
4. Email loops 

f. The Service Credit available for the Email Delivery Service is: 
Average Email Delivery Time (as defined above) Service Credit 

> 1 25% 

> 4 50% 

> 10 100% 
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	PublicAm azon CloudFront: 
	Am azon CloudFrontRow1: 
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	Adm inist rat ion  SecurityRow1: 
	Am azon Mobile Analytics is a service that lets you easily collect visualize and understand application usage data at scale Many m obile application analytics solutions deliver usage data several hours after the events occur Am azon Mobile Analytics is designed to deliver usage reports within 60 m inutes of receiving data from an application so that you can act on the data m ore quicklyAWS I dentity  Access Managem ent: 
	PublicAWS I dentity  Access Managem ent: 
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	PublicAWS Key Managem ent Service: 
	AWS Key Managem ent ServiceRow1: 
	AWS Key Managem ent Service KMS is a m anaged service that m akes it easy for you to create and control the encryption keys used to encrypt your data and uses Hardware Security Modules HSMs to protect the security of your keys AWS KMS is integrated with other AWS cloud services including Am azon EBS Am azon S3 and Am azon Redshift AWS KMS is also integrated with AWS CloudTrail to provide you with logs of all key usage to help m eet your regulatory and com pliance needsAWS CloudTrail: 
	PublicAWS CloudTrail: 
	March 10 2016_36: 
	With AWS CloudTrail you can get a history of AWS API calls for your account including API calls m ade via the AWS Managem ent Console the AWS Software Developm ent Kits SDKs the com m and line tools and higher level AWS cloud services You can also identify which users and accounts called AWS API s for services that support AWS CloudTrail the source I P address the calls were m ade from  and when the calls occurred You can integrate AWS CloudTrail into applications using the API  autom ate trail creation for your organization check the status of your trails and control how adm inistrators turn AWS CloudTrail logging on and offAm azon CloudWatch: 
	PublicAm azon CloudWatch: 
	Am azon CloudWatchRow1: 
	Am azon CloudWatchI aaS: 
	Am azon CloudWatch is a web service that enables you to collect view and analyze m etrics Am azon CloudWatch lets you program m atically retrieve your m onitoring data view graphs and set alarm s to help you troubleshoot spot trends and take autom ated action based on the state of your cloud environm ent I aaS: 
	PublicI aaS_5: 
	Am azon CloudWatchDeploym ent  Managem ent: 
	Am azon CloudWatch is a web service that enables you to collect view and analyze m etrics Am azon CloudWatch lets you program m atically retrieve your m onitoring data view graphs and set alarm s to help you troubleshoot spot trends and take autom ated action based on the state of your cloud environm ent Deploym ent  Managem ent: 
	PublicDeploym ent  Managem ent: 
	Deploym ent  Managem entRow1: 
	Am azon CloudWatch is a web service that enables you to collect view and analyze m etrics Am azon CloudWatch lets you program m atically retrieve your m onitoring data view graphs and set alarm s to help you troubleshoot spot trends and take autom ated action based on the state of your cloud environm ent AWS Managem ent Console: 
	PublicAWS Managem ent Console: 
	Deploym ent  Managem entRow2: 
	AWS Managem ent ConsoleRow1: 
	Deploym ent  Managem entRow3: 
	Access and m anage Am azon cloud services through a sim ple and intuitive webbased user interface You can also use the AWS Console m obile app to quickly view resources ont hegoAWS Com m and Line I nt erface: 
	PublicAWS Com m and Line I nt erface: 
	March 10 2016_37: 
	Technical Proposal: 
	The AWS Com m and Line I nterface CLI  is a unified tool used to m anage your AWS cloud services With just one tool to download and configure you can control m ultiple AWS cloud services from t he com m and line and aut om ate them through scriptsAPI s: 
	PublicAPI s: 
	API sRow1: 
	AWS provides API based cloud com puting services with m ultiple interfaces to those services including SDKs I DE Toolkits and Com m and Line Tools for developing and m anaging AWS resourcesAWS Elastic Beanstalk: 
	PublicAWS Elastic Beanstalk: 
	AWS Elastic BeanstalkRow1: 
	With AWS Elastic Beanstalk you can quickly deploy and m anage applications in the AWS cloud without worrying about the infrastructure that runs those applications AWS Elastic Beanstalk reduces m anagem ent com plexity without restricting choice or control You sim ply upload your application and AWS Elastic Beanstalk autom atically handles the details of capacity provisioning load balancing scaling and application health m onitoringAWS CloudForm ation: 
	PublicAWS CloudForm ation: 
	AWS CloudForm ationRow1: 
	PublicAWS CloudForm ation gives developers and system adm inistrators an easy way to create and m anage a collection of related AWS resources provisioning and updating them in an orderly and predictable fashion: 
	AWS CloudForm ationRow2: 
	You can use AWS CloudForm ations sam ple tem plates or create your own tem plates to describe the AWS resources and any associated dependencies or runtim e param eters required to run your applicationAWS CodeDeploy: 
	PublicAWS CodeDeploy: 
	AWS CodeDeploy: 
	AWS CodeDeploy is a service that autom ates code deploym ents to Am azon EC2 instances AWS CodeDeploy m akes it easier for you to rapidly release new features helps you avoid downtim e during deployment and handles the com plexity of updating your applications You can use AWS CodeDeploy to autom ate deploym ents eliminating the need for error prone m anual operations and the service scales with your infrastructure so you can easily deploy to one Am azon EC2 instance or thousandsAWS CodeCom m it: 
	PublicAWS CodeCom m it: 
	AWS CodeCom m itRow1: 
	AWS CodeCom m it is a secure highly scalable m anaged source control service that hosts privat e Git repositories AWS CodeCom m it eliminates the need for you to operate your own source control system or worry about scaling its infrastructure You can use AWS CodeCom m it to store anything from code to binaries and it supports the standard functionality of Git allowing it to work seam lessly with your existing Git based toolsAWS CodePipeline: 
	PublicAWS CodePipeline: 
	AWS CodePipelineRow1: 
	AWS CodePipeline is a continuous delivery and release autom ation service that aids sm ooth deploym ents You can design your developm ent workflow for checking in code building the code deploying your application into staging testing it and releasing it to production You can integrate thirdparty tools into any step of your release process or you can use AWS CodePipeline as an endtoend solutionAWS OpsWorks: 
	PublicAWS OpsWorks: 
	March 10 2016_38: 
	Technical Proposal_2: 
	I aaS_2: 
	AWS OpsWorks provides a sim ple and flexible way to create and m anage stacks and applications With AWS OpsWorks you can provision AWS resources m anage their configuration deploy applications to those resources and m onitor their healthI aaS: 
	PublicI aaS_6: 
	Ent erprise Applicat ions: 
	AWS OpsWorks provides a sim ple and flexible way to create and m anage stacks and applications With AWS OpsWorks you can provision AWS resources m anage their configuration deploy applications to those resources and m onitor their healthEnt erprise Applicat ions: 
	PublicEnt erprise Applicat ions: 
	Ent erprise Applicat ionsRow1: 
	AWS OpsWorks provides a sim ple and flexible way to create and m anage stacks and applications With AWS OpsWorks you can provision AWS resources m anage their configuration deploy applications to those resources and m onitor their healthAm azon WorkDocs: 
	PublicAm azon WorkDocs: 
	Ent erprise Applicat ionsRow2: 
	Am azon WorkDocsRow1: 
	Ent erprise Applicat ionsRow3: 
	Ent erprise Applicat ionsRow4: 
	Am azon WorkDocs is a fully m anaged secure enterprise storage and sharing service with strong adm inistrative controls and feedback capabilities that im prove user productivity Users can com m ent on files send them to others for feedback and upload new versions without having to resort to em ailing m ultiple versions of their files as attachm entsAm azon Workspaces: 
	PublicAm azon Workspaces: 
	Am azon WorkspacesRow1: 
	Am azon WorkspacesPaaS: 
	Am azon WorkSpaces is a fully m anaged desktop computing service in the cloud Am azon WorkSpaces allows custom ers to easily provision cloudbased desktops that allow end users to access the docum ents applications and resources they need with the device of their choice including laptops iPad Kindle Fire or Android tablets With a few clicks in the AWS Managem ent Console custom ers can provision a highquality cloud desktop experience for any num ber of users at a cost that is highly com petitive with traditional desktops and half the cost of m ost Virtual Desktop I nfrastructure VDI  solutionsPaaS: 
	PublicPaaS: 
	Am azon WorkspacesApplicat ion Services: 
	Am azon WorkSpaces is a fully m anaged desktop computing service in the cloud Am azon WorkSpaces allows custom ers to easily provision cloudbased desktops that allow end users to access the docum ents applications and resources they need with the device of their choice including laptops iPad Kindle Fire or Android tablets With a few clicks in the AWS Managem ent Console custom ers can provision a highquality cloud desktop experience for any num ber of users at a cost that is highly com petitive with traditional desktops and half the cost of m ost Virtual Desktop I nfrastructure VDI  solutionsApplicat ion Services: 
	PublicApplicat ion Services: 
	Applicat ion ServicesRow1: 
	Am azon WorkSpaces is a fully m anaged desktop computing service in the cloud Am azon WorkSpaces allows custom ers to easily provision cloudbased desktops that allow end users to access the docum ents applications and resources they need with the device of their choice including laptops iPad Kindle Fire or Android tablets With a few clicks in the AWS Managem ent Console custom ers can provision a highquality cloud desktop experience for any num ber of users at a cost that is highly com petitive with traditional desktops and half the cost of m ost Virtual Desktop I nfrastructure VDI  solutionsAm azon AppStream: 
	PublicAm azon AppStream: 
	Am azon AppStream: 
	The Am azon AppStream web service deploys your application on AWS infrast ruct ure and stream s input and output between your application and devices such as personal com puters tablets and m obile phones Your applications processing occurs in the cloud so it can scale to handle vast com putational loads Devices need only display output and return user input so the client application on the device can be lightweight in term s of file size and processing requirem entsAm azon CloudSearch: 
	PublicAm azon CloudSearch: 
	Am azon CloudSearchRow1: 
	Am azon CloudSearch is a fully m anaged service in the cloud that m akes it easy to set up m anage and scale a search solution for your website Am azon CloudSearch enables you t o search large collections of data such as web pages docum ent files forum posts or product inform ation With Am azon CloudSearch you can quickly add search capabilities to your website without having to becom e a search expert or worry about hardware provisioning setup and m aintenance As your volum e of data and traffic fluctuates Am azon CloudSearch autom atically scales to m eet your needsAm azon SWF: 
	PublicAm azon SWF: 
	March 10 2016_39: 
	Am azon Sim ple Workflow Service Am azon SWF m akes it easy to build applications that coordinate work across distributed com ponent s I n Am azon SWF a task represents a logical unit of work that is perform ed by a com ponent of your application Coordinating tasks across the application involves m anaging intertask dependencies scheduling and concurrency in accordance with the logical flow of the application Am azon SWF gives you full control over im plem enting tasks and coordinating them without worrying about underlying com plexities such as tracking their progress and m aintaining their stateAm azon SQS: 
	PublicAm azon SQS: 
	Am azon SQSRow1: 
	Am azon Sim ple Queue Service Am azon SQS is a m essaging queue service that handles m essages or workflows between other com ponents in a system Am azon SES: 
	PublicAm azon SES: 
	Am azon SESRow1: 
	Am azon Sim ple Em ail Service Am azon SES is an outbound only em ailsending service that provides an easy costeffective way for you to send em ailAm azon SNS: 
	PublicAm azon SNS: 
	Am azon SNSRow1: 
	Am azon Sim ple Notification Service Am azon SNS is a web service that enables applications end users and devices to instantly send and receive notifications from the cloudAm azon Elastic Transcoder: 
	PublicAm azon Elastic Transcoder: 
	March 10 2016_40: 
	Am azon Elastic Transcoder lets you convert m edia files that you have stored in Am azon S3 into m edia files in the form ats required by consum er playback devices For exam ple you can convert large highquality digital m edia files into form ats that users can play back on m obile devices tablets web browsers and connected televisionsAm azon Cognito: 
	PublicAm azon Cognito: 
	Am azon CognitoRow1: 
	Am azon Cognito is a sim ple user identity and data synchronization service that helps you securely m anage and synchronize application data for your users across their m obile devices You can create unique identities for your users t hrough a num ber of public login providers Am azon Facebook and Google and also support unaut henticated guestsAm azon FPS: 
	PublicAm azon FPS: 
	Am azon FPSRow1: 
	Am azon FPSSupport: 
	Am azon Flexible Paym ents Service facilitates the digital transfer of m oney between any two entities hum ans or com putersSupport: 
	PublicSupport: 
	SupportRow1: 
	Am azon Flexible Paym ents Service facilitates the digital transfer of m oney between any two entities hum ans or com putersAWS Support: 
	PublicAWS Support: 
	SupportRow2: 
	AWS SupportRow1: 
	SaaS: 
	AWS Support is a oneonone fastresponse support channel that is staffed 24x7x365 with experienced and technical support engineers to help customers of all sizes and technical abilities successfully utilize the products and features provided by AWSAWS Trusted Advisor: 
	PublicAWS Trusted Advisor: 
	March 10 2016_41: 
	AWS Trusted Advisor acts like your custom ized cloud expert and it helps you provision your resources by following best practices AWS Trusted Advisor inspects your AWS environm ent and finds opportunities to save m oney im prove system perform ance and reliability or help close security gaps Since 2013 custom ers have viewed over 17 m illion bestpractice recom m endations and realized over 300 m illion in estimated cost reductionsAWS Marketplace: 
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