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MODIFICATION NUMBER ONE OF 

AGREEMENT FOR SERVICES BETWEEN 

COUNTY OF SONOMA AND 

SECURANCE LLC 

On June 1, 2023, the County of Sonoma, a political subdivision of the State of California, 

(hereinafter "County") and Securance LLC (hereinafter "Contractor") entered into a services 

agreement (hereinafter "Agreement"). 

Pursuant to Section 13.7 (Merger) of the Agreement, the parties hereby evidence their intent and 

desire to modify the Agreement as follows: 

1. Exhibit A (Scope of Work and Budget) is hereby deleted and replaced in its entirety with the 

attached Exhibit A (Scope of Work and Budget). 

2. Exhibit B (Insurance Requirements) is hereby deleted and replaced in its entirety with the 

attached Exhibit B (Insurance Requirements). 

3. Section 2.1 (Payment for Services) is hereby revised to read as follows: 

2.1.  Payment for Services 

For all services and incidental costs required hereunder, Contractor shall be paid multiple 

lump sum amounts as listed below, regardless of the number of hours or length of time 

necessary for Contractor to complete the services.  Contractor shall not be entitled to any 

additional payment for any expenses incurred in completion of the services.  A breakdown of 

costs used to derive the lump sum amount, including but not limited to hourly rates, 

estimated travel expenses and other applicable rates, is specified in Exhibit A (Scope of 

Work and Budget). 

Milestone Description 

CY 2023* 

Amount ($) 

CY 2024 

Amount ($) 

CY 2025 

Amount ($) 

CY 2026 

Amount ($) 

CY 2027 

Amount ($) 

Total 

($) 

Completion of Kickoff 

Meeting (10%) 

5,580.00 5,803.20 6,945.30 7,500.90 8,101.00 33,930.40 

Completion of 

Assessment 

Work (70%) 

39,060.00 40,622.40 48,617.10 52,506.30 56,707.00 237,512.80 

Delivery of Final 

Report 

(20%) 

11,160.00 11,606.40 13,890.60 15,001.80 16,202.00 67,860.80 

Totals ($) 55,800.00 58,032.00 69,453.00 75,009.00 81,010.00 339,304.00 

*Calendar Year (CY) 2023 period begins May 1, 2023 and ends December 31, 2027. 

Upon completion of the work, Contractor shall submit its bill[s] for payment in a form 

approved by County's Auditor and the Head of the County Department receiving the 

services. The bill[s] shall identify the services completed and the amount charged. Expenses 

not expressly authorized by the Agreement shall not be reimbursed. 

Unless otherwise noted in this agreement, payments shall be made within the normal course 

of County business after presentation of an invoice in a form approved by County for 

services performed.  Payments shall be made only upon the satisfactory completion of the 

services as determined by County. 
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4. Section 2.2 (Maximum Payment Obligation) is hereby revised to read as follows: 

2.2. Maximum Payment Obligation 

In no event shall County be obligated to pay Contractor more than the total sum of $339,304, 

including $55,800 for Calendar Year (CY) 2023 (beginning May 1, 2023), $58,032 for 

CY 2024, $69,453 for CY 2025, $75,009 for CY 2026, and $81,010 for CY 2027 under the 

terms and conditions of this Agreement. 

5. Article 3 (Term of Agreement) is hereby revised to read as follows: 

3.  Term of Agreement 

The term of this Agreement shall be from May 1, 2023 to December 31, 2027, unless 

terminated earlier in accordance with the provisions of Article 4 (Termination). 

6.  Article 12 (Method and Place of Giving Notice, Submitting Bills, and Making Payments) is 

hereby revised to read as follows: 

12.  Method and Place of Giving Notice, Submitting Bills, and Making Payments 

All notices, bills, and payments shall be made in writing and shall be given by personal 

delivery or by U.S. mail or courier service.  Notices, bills, and payments shall be addressed 

as follows: 

To County To Contractor 

Ken Tasseff 

Healthcare Privacy & Security Officer 

Department of Health Services 

County of Sonoma 

1450 Neotomas Avenue, Suite 200 

Santa Rosa CA 95405 

707-565-4703 

Ken.Tasseff@sonoma-county.org 

Shawn Marsh 

Governmental Contract and Proposal 

Manager 

Securance LLC 

13916 Monroes Business Park, Suite 102 

Tampa  Florida 33635 

877-578-0215 

smarsh@securanceconsulting.com 

When a notice, bill, or payment is given by a generally recognized overnight courier service, 

the notice, bill, or payment shall be deemed received on the next business day.  When a copy 

of a notice, bill, or payment is sent by facsimile or email, the notice, bill, or payment shall be 

deemed received upon transmission as long as:  (1) the original copy of the notice, bill, or 

payment is promptly deposited in the U.S. mail and postmarked on the date of the facsimile 

or email (for a payment, on or before the due date); (2) the sender has a written confirmation 

of the facsimile transmission or email; and (3) the facsimile or email is transmitted before 5 

p.m. (recipient's time).  In all other instances, notices, bills, and payments shall be effective 

upon receipt by the recipient.  Changes may be made in the names and addresses of the 

person to whom notices are to be given by giving notice pursuant to this Article 12. 

Except as expressly modified herein, all terms and conditions of Agreement shall remain in full 

force and effect. 

§   The remainder of this page has intentionally been left blank.   § 
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Exhibit A.  Scope of Work and Budget 

STATEMENT OF REQUIREMENTS 

The Contractor shall perform the categories of services identified in sections 1. through 5. below. All 

sections referenced below are from Title 45 of the CFR. 

1. HIPAA RISK ANALYSIS (45 CFR §164.308(A)(1)(II)(A)) 

The HIPAA Risk Analysis must be conducted in accordance with the National Institute of Standards 

and Technology (NIST), International Standards Organization (ISO). 

Proposer shall perform the following: 

a. Penetration Testing (i.e., blind, and intelligent) 

b. Vulnerability Assessment 

c. Physical assessment of technical infrastructure 

d. A systematic and thorough identification and evaluation of the County’s information assets 

(data, information systems, and information processing facilities) which create, receive, 

maintain, or transmit electronic ePHI 

e. Potential risks to those identified information assets (to include potential costs of privacy or 

security breaches and other information security threats), and associated with how the 

department collects, uses, manages, stores, maintains, discloses, and disposes of information 

f. Existing privacy and security measures and the effectiveness of those measures 

g. Potential gaps or deficiencies in maintenance, protection, and utilization of the information 

assets 

h. Internal/external networks (including penetration tests) 

i. Internet/intranet vulnerability test 

j. Internet, Extranet, and Intranet applications 

k. Wireless networks, including, but not limited to, secure and guest Wi-Fi access points. 

l. Servers and data storage. 

m. Workstations and peripheral endpoints 

n. Firewall diagnostics 

o. Virtual Private Network and remote access infrastructure 

p. Mobile devices 

q. Denial of service tests 

r. Social engineering tests 

s. Network architecture review 

t. Other items identified by the Proposer as recommended or necessary for a Risk Analysis 

2. HIPAA SECURITY RULE GAP ANALYSIS – ADDRESSES COMPLIANCE WITH: 

a. §164.306 General Requirements 

b. §164.308 Administrative Safeguards 

c. §164.310 Physical Safeguards 

d. §164.312 Technical Safeguards 

e. §164.316 Policies, Procedures and Documentation 

3. PRIVACY RULE GAP ANALYSIS – ADDRESSES COMPLIANCE WITH: 

a. §164.502: Uses and Disclosure of Protected Health Information: General Rules 

b. §164.504: Uses and Disclosures: Organizational Requirements 

c. §164.506: Uses and Disclosures to Carry Out Treatment, Payment, or Health Care 

Operations 



d. §164.508: Uses and Disclosures for Which an Authorization is Required 

e. §164.510: Uses and Disclosures Requiring an Opportunity for the Individual to Agree or to 

Object 

f. §164.512: Uses and Disclosures for Which an Authorization or Opportunity to agree or 

Object is Not Required 

g. §164.514: Other Requirements Relating to Uses and Disclosures of Protected Health 

Information. 

h. §164.520: Notice of Privacy Practices for Protected Health Information 

i. §164.522: Rights to Request Privacy Protection for Protected Health Information 

j. §164.524: Access of Individuals to Protected Health Information 

k. §164.526: Amendment of Protected Health Information 

l. §164.528: Accounting of Disclosures of Protected Health Information 

m. §164.530: Administrative Requirements 

4. HIPAA PHYSICAL ASSESSMENT AND END USER SECURITY AWARENESS ASSESSMENT 

a. Site visits as determined by the participating department to evaluate and document physical 

security controls that are currently implemented. 

b. Other activities identified by Proposer as recommended or necessary for a physical 

assessment. 

c. End User Security Awareness Assessment 

i. Interviews with selected staff regarding common privacy and security related practices 

within and between departments to measure end user security awareness. 

ii. A review of existing privacy and security policies and procedures at both the department 

and County level, including policies regarding: breach reporting and response; personnel; 

business associate agreements; physical, technical and administrative safeguards; oversight 

and monitoring; and HIPAA complaints. 

iii. A review and evaluation of department and County level HIPAA training. 

iv. Other activities identified by Proposer as recommended or necessary for assessing end 

user security awareness. 

5. SERVICE REQUIREMENTS 

a. The capacity to initiate contact with departments within 15 days of Contract approval. The 

selected proposer must work with the individual department to identify the scope of the 

assessment for that specific department, project schedule, dates of availability, and other 

issues as needed. 

b. Participation on a County workgroup(s) utilized and conducted to manage the awarded 

contract, tentatively expected to meet on a monthly basis. 

c. Regular reports during the assessment period must be provided to the participating 

departments. Proposers are requested to propose a plan for keeping departments informed 

and up to date on progress and issues as they arise. 

d. At the conclusion of each assessment, documentation must be provided that fulfills the 

HIPAA/HITECH risk assessment requirements and provides an admissible report for state 

and federal audits. 

e. The results of each assessment must be detailed in a report which at a minimum addresses the 

following: 

i. A review of the current state of the department. 

ii. A list of deficiencies for the department, in report and data formats. All deficiencies must 

be tied to a HIPAA Rule and location as well as a system, process, etc., so remediation can 

be focused. 



iii. The threats and vulnerabilities to the County’s information, including probability and 

impact of each threat and vulnerability, using industry standards and best practices. 

iv. Detailed recommended remediation measures for each identified threat, vulnerability, and 

deficiency. Work with the CE departments involved with the remediation and include the 

estimated costs for each recommendation. 

v. For “addressable” HIPAA specifications that are determined to be unreasonable or 
inappropriate, document alternative security measures that are being implemented and how 

the alternative measures meet the standard. If not applicable, document the reason why the 

HIPAA implementation specification is not reasonable and appropriate and how the higher-

level standard is being met. 

vi. Work with the Privacy Officer and the departments involved with the remediation to 

create a milestone-based work plan with a timeline for the CE department to implement the 

recommended remediation measures. 

f. The final report shall be directed to: 

Tashawn Sanders, Chief Deputy County Counsel Office of County Counsel, 

575 Administration Drive, #105A Santa Rosa, CA. 95403 

g. In addition to the detailed report, an executive summary report must be prepared 

summarizing the scope, approach, findings, and recommendations in a manner suitable for 

senior management. At the discretion of the department, a formal on-site final presentation to 

the department’s senior management of the findings and recommendations may be requested. 

h. During the assessment period, departments may request meetings to proactively manage risks 

and issues which might impact the quality of the assessment. 

i. The Proposal must address the method with which the Proposer will prioritize the assessment 

of the departments, and the amount of staffing available to ensure all departments are 

assessed within the contract period. 

j. The confidentiality of the analysis and final reports must be maintained at all times. 

Proposers must discuss how confidentiality is maintained during the analysis process. 

k. It is expected that project staff will remain consistent during the Contract period unless prior 

authorization is received from the County. 

l. Proposers must supply their own hardware, software, media, and materials required to 

complete the awarded contract. 

6. ORGANIZATIONAL CONSIDERATIONS 

As stated in Section A(1) above, the County has five (5) covered components to the Covered 

Entity. They are: 

a. Department of Health Services – Public Health, Behavioral Health and Administration, and 

add Homelessness Services to scope for 2025, 2026, and 2027 Security Risk Assessments. 

b. County Counsel (Approximately 5 staff) 

c. Human Resources – Self-Funded Health Plan, FSA, Liability, and Insurance Unit 

d. Information Services Department 

e. Human Services Department - Multipurpose Senior Services Program and Home Community 

Based Alternatives Program. (Approximately 5 staff in each program) 

7. ADDITIONAL NOTES 

The first four covered components (a. through d.) use the same IT system and architecture, managed 

by the County’s Information Services Department.  The Department of Health Services is the largest 
covered component with approximately 600 HIPAA regulated staff and four electronic medical 

record systems.  Human Resources has approximately 8 staff managing a self-funded health plan, a 



flexible spending account, and a liability and insurance unit, all subject to HIPAA.  County Counsel 

is an internal business associate that includes approximately 5 staff exposed to PHI. 

The fifth covered component (e.), Human Services Department (HSD) has a separate and 

distinct IT system and architecture.  While HSD has approximately 800 staff, the covered 

component portion of the department, (Multipurpose Senior Services Program and Home 

Community Based Alternatives Program.) is limited to approximately 12 staff.  Client records are 

stored on a California State data system and is entered via secure portal.  

Proposers should be aware that this RFP includes the assessment of two separate and distinct 

IT systems with some commonalities. 











Section III — Project Approach and Work Schedule 

Organizational Requirements 

Compliance with: 

Business Associate 

Contracts 

Group Health Plans 

Technical Safeguards, such as: 

Access Control 

Information Integrity 

Transmission Security 









Section III — Project Approach and Work Schedule 

Work Plan — Web Application Testing 

Our web application security assessment follows the OWASP Top 10 and includes identifying vulnerabilities at 

various layers across websites, intranets, extranets, portals, and other web-based services. 

We will perform an in-depth analysis, concentrating on the following security related issues: 

♦ Boolean parameter tampering 

♦ Broken access control 

♦ Broken authentication and session management 

♦ Buffer and integer overflow 

♦ CGI attacks 

♦ Common HTTP device attacks 

♦ Cross site request forgery 

♦ Cross site scripting (XSS) 

♦ Directory l file traversal 

♦ Failure to restrict URL access 

♦ Format string 

♦ Generic HTTP attacks 

♦ Information leakage and improper error 

handling 

♦ Injection flaws (e.g., SQL, CRLF) 

Work Plan — Web Application Testing 

Manual Testing 

To detect vulnerabilities that may be missed by 

automated tools, Securance will perform manual 

testing, including: 

♦ URL manipulation 

♦ Input field character testing 

♦ Input field string sanitization testing 

♦ Remote site return validation 

♦ Software version vulnerability testing 

♦ Insecure communications 

♦ Insecure components 

♦ Insecure cryptographic storage 

♦ Insecure deserialization 

♦ Insufficient logging and monitoring 

♦ Malicious file | remote execution 

♦ Microsoft CGI attacks 

♦ Microsoft IIS attacks 

♦ Parameter deletion 

♦ PHP file include 

♦ Security misconfiguration 

♦ Sensitive data exposure 

♦ Special parameter addition 

♦ XML external entity 







Section III — Project Approach and Work Schedule 

Work Plan — Social Engineering 

Securance performs all methods of social engineering testing, including email phishing 

Our methodology: 

♦ Ensures there are effective controls over the human element of security 

♦ Verifies the security of organizational resources and sensitive information 

♦ Identifies weakness in user security awareness programs 

The company appreciates your patience and dedication 

working from home in the COVID-19 environment. As a 

token of our appreciation, we are offering all employees 

discounts at local retail stores, including, but not limited 

to, those listed below. 

Thank you again for all your hard work! 

And many 

other local 

favorites! 

To participate in these savings and have priority access 

to future offerings, please click here to register. 

Securance’s best practices white paper: 

Unscammable: The Guide to Fostering a 

Culture of Security Awareness 

Scan the code with your 
smartphone or tablet camera 
to read the white paper 









Section III — Project Approach and Work Schedule 

Operating System Layer 

We will evaluate each server operating system (OS) that hosts a 

presentation layer, application layer, and database layer for: 

♦ OS-level vulnerabilities 

♦ Configuration aligned with industry standards and best practices 

IT General Controls 

We will assess the IT general controls supporting the application 

environment and compare them to the NIST 800-53 framework. 

♦ User provisioning 

♦ System and data backup 

♦ Disaster recovery 

♦ Change management 

♦ Patch management 

♦ Data classification 
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Work Plan — Workstation Configuration Review (continued) 

♦ Assess the security posture of the endpoint’s underlying operating system and compare it to industry standards 

and Center for Internet Security (CIS) benchmarks: 

• Establish secure configurations 

• Maintain secure images 

• Deployment management tools 

• Monitoring of configuration management changes 

♦ Assess the effectiveness of the implemented endpoint detection and response (EDR) solution 

• Does it reduce the time required to detect and respond to threats? 

• Does it reduce security operational costs? 

• Is the solution flexible enough to incorporate new findings outside of core forensic evidence (e.g., file system 

metadata, account activity)? 

♦ Attempt to compromise the workstation by loading malware, visiting malware sites, and performing other 

simulated attacks, such as permissions escalation, to reach exponentially more sensitive data on the network 



























Section III — Project Approach and Work Schedule 

County Personnel Responsibilities 

County personnel involvement will be required throughout the engagement, including: 

♦ Project manager and applicable staff to help during the planning phase and to respond to the client 

assistance memo 

♦ Various staff to respond to interview requests during the HIPAA Compliance Assessment phase 

♦ Project manager to review results of vulnerability scans 

♦ Firewall administrator(s) to respond to interview requests 

♦ Wireless network administrator(s) to respond to interview requests and review results of penetration tests 

♦ Database administrator(s) to respond to interview requests and review results of penetration tests 

♦ Physical security personnel to respond to interview requests 

♦ Project manager to review policy configuration of the MDM solution 

♦ VPN administrator to respond to interview requests and review results of penetration tests 

♦ Network engineer to respond to interview requests and review results of assessment 

♦ Project manager and County stakeholders to review management report and attend exit conference 

Securance has made the following assumptions regarding this engagement: 

♦ Securance will have full access to all client participants and personnel, as required to complete the 

engagement 

♦ County’s personnel will provide all information requested to complete the engagement in a timely manner

♦ County’s project manager will be available to discuss the project’s progress with the engagement manager

♦ County’s management will be responsible for all remediation of identified vulnerabilities and risks

c. Identify the extent of County personnel involvement deemed necessary, including key decision 

points at each stage of the project. 







Section III — Project Approach and Work Schedule 

Deliverables (continued) 

Securance consultants regularly handle sensitive client information when conducting assessments. To ensure 

all sensitive information is handled properly, Securance will use Box.com as a secure document sharing 

portal. Information stored in Box.com is securely accessed via identity and authentication, document 

watermarking, reporting and usage logs, device trust, and the use of an administrative console. The data is 

encrypted in transit using high-strength TLS encryption and at rest via 256-bit AES encryption. 

Additional security systems in place to safeguard County’s data include:

♦ All Securance consultants will execute a confidentiality agreement. 

♦ Consultants will perform all activities on a company-issued workstation that: 

• Are configured using whole disk encryption 

• Have local firewalls enabled 

• Have current a anti-virus solution 

♦ In addition to using Box.com, when it is essential for Securance and County to share sensitive 

information, our team will: 

• Encrypt any sensitive information shared via email 

• Encrypt and password-protect any reports containing sensitive information 

• Use passwords that meet or exceed standard complex password standards 

• Only communicate passwords via telephone or under separate email cover 

To ensure no disruption to County’s systems, when Securance performs penetration testing:

♦ All vulnerability assessments and penetration testing will be performed: 

• After normal business hours or at a time requested by County’s IT personnel

• Using a policy that ensures no disruption to the network 

• More aggressive scanning procedures will only be performed after we obtain explicit approval from 

County’s PM

♦ Procedures with the potential to be disruptive will be performed using manual techniques at a guarded pace 

• IT Management will be asked to monitor network and system performance and to notify Securance 

if performance becomes unacceptable 

• In the unlikely event of network or system disruption, the active procedures will be terminated 

♦ Securance will not attempt exploitation of mission-critical systems or resources without explicit 

written permission from County’s PM

♦ Securance will log all actions, including changes to system settings and configurations, taken against 

compromised systems 

♦ After completing our penetration testing procedures, we will restore all settings and configurations to 

their initial values 

The confidentiality of the analysis and final reports must be maintained at all times. Proposers must 

discuss how confidentiality is maintained during the analysis process. 





Section III — Project Approach and Work Schedule 

Software | Quality Control | Sample Report 

In addition to manual testing, Securance will use automated tools during the vulnerability scan and 

penetration test phases of the project. Our most commonly used toolset includes: 

♦ Nmap 

♦ Nessus 

♦ Qualys 

♦ OWASP Zap 

♦ Burp Suite 

♦ NStalker 

♦ Metasploit 

♦ Core Impact 

♦ Canvas 

Use of additional tools may be used according to the nature of the task. 

Experience Drives Our Quality 

Quality is an integral part of everything we do. Over the past 21 years, we have striven to integrate new 

concepts and methods into our workflows, including making real-time corrections to our processes to 

eliminate problems as soon as we detect them. Our team’s combined century of experience will help ensure

County receives the highest level of quality. All Securance projects are led by senior IT consultants with at 

least 20 years’ experience. Their work is reviewed by the engagement manager, and the final product is

reviewed by an executive independent of the project. 

We certify that our work product will meet or exceed the requirements of County’s internal standards.

In our experience, the most common roadblocks to successful project completion and client satisfaction are 

project setbacks due to delays in receipt of requested documentation and | or disagreement over project 

findings. To avoid these roadblocks, Securance will provide the County’s PM with bi-weekly status reports, 

which will contain a section detailing open items and pending requests for information. We also document 

all project findings and related evidence in an issue tracker, which we will regularly share with County to 

avoid unwanted surprises at the end of the engagement. 

f. Discuss the type of any software that is anticipated to be used in the planning process. 

g. Describe the level of quality control that you recommend for this project. What characteristics 

define this level of quality? 



♦ SECTION IV — COST OF SERVICE 

Cost Pages 

Securance has provided Year-1 itemized pricing for the major aspects of this project in the table below. 

Project Scope Item Line Item Fee 

HIPAA Compliance Risk Assessment (Privacy Rule and Security Rule Assessments) 

(5 departments, 22 locations) 
$17,360 

HIPAA Compliance Risk Assessment (Breach Notification) — Value Add $4,960 

External Vulnerability Assessment and Penetration Test (12 IPs) — Value Add $1,488 

Internal Vulnerability Assessment and Penetration Test (24 Ips in 2023 and 2024.  60 lPs in 2025, 

2026, and 2027) 

$4,960 

Physical Security Assessment (5 locations) $2,480 

Web Application Testing (6 applications) $2,976 

Enterprise Application Testing $7,440 

Wireless Network Assessment (2 wireless networks, 2 SSIDs, 2 physical locations) $1,984 

Server | Operating System Configuration Review (4 operating systems) $2,728 

Workstation Configuration Review (ISD: 1800 endpoints, HSD: 1520 endpoints) $1,488 

Firewall Configuration Review (ISD: 1, HSD: 1, plus an additional in Azure) $3,720 

VPN Configuration Review (ISD: 2 appliances, HSD: 2 appliances) $2,976 

Mobile Device Assessment (12 devices, 7 locations, 2 controllers) $2,728 

Social Engineering (Phishing — ISD: 10 targets, HSD: 3 targets) — Value Add $6,200 

Network Architecture Review $1,984 

Reporting $2,976 

Travel Included 

Independent Project Review* Included 

Subtotal $68,448 

Value Add Price Reduction ($12,648) 

Total – Year 1 (2023) $55,800 

Section IV —Cost of Service for Year 2, Year 3, Year 4, and Year 5 

Total cost for the above scope of services in Year 2 (2024 Risk Assessment)………… $58,032 
Total cost for the above scope of services in Year 3 (2025 Risk Assessment)………… $69,453 
Total cost for the above scope of services in Year 4 (2026 Risk Assessment)………… $75,009 
Total cost for the above scope of services in Year 5 (2027 Risk Assessment)………… $81,010 

*Each assessment completed by Securance is reviewed by a consultant independent of the project, in order to ensure that the 

engagement thoroughly addresses all scope items, all observations are factual   and appropriately documented, recommendations 

are feasible and customized to County, and all assessment components adhere to the firm’s quality control standards.
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Section IV — Cost of Service Assumptions 

Securance’s proposed fees are based on the information that has been made available to us and on our 

understanding of the engagement. If the basis of our pricing is inaccurate, then the total cost to complete 

this engagement may differ from the firm, fixed price in this proposal. If events or circumstances, such as 

changes in scope, loss or unavailability of County personnel, or unavailability of documentation occur, 

Securance will determine their effect on the engagement scope, timing, and | or fees and promptly notify 

County of any such changes. Securance will not proceed with any changes or additions to the scope of 

work without County’s explicit written approval.

Hourly Rate 

Securance’s cost proposal is based on an hourly rate of $124, inclusive of labor, travel, system licenses, 

and other reimbursable expenses. The hourly rate applies to all tasks and personnel resources required 

to complete this project. Any follow-up assessments or consulting engagements will be billed at the same 

hourly rate. 

Payment Terms 

Securance will submit an invoice after delivering a draft management report. All fees are due within 30 

days following receipt of invoice. Securance will deliver the final management report following receipt of 

payment. 

Section IV — Cost of Service 

Added Value 

Securance will provide County with three value-added deliverables. Each of the deliverables described in 

the table below is intended to help County continually improve its overall information security posture 

long after this engagement is over. 

• HIPAA Breach Notification Rule Compliance Assessment 

As part of our breach notification assessment process, we will determine if the organization is compliant with 

HIPAA breach notification standards; policies are aligned with standards; and a breach notification process is in 

place. 

• External Network Vulnerability Assessment | Penetration Testing 

We will provide the requested vulnerability assessment and penetration test of the external network at no 

• Social Engineering 

Required scope item provided at no cost to County. We will prove the adequacy of or demonstrate the need for 

improved security awareness training by conducting phishing social engineering exercises. 
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Exhibit B.  County's Insurance Requirements 
(Template 5 – Rev 2024 May 20) 

With respect to performance of work under this Agreement, Contractor shall maintain and shall 

require all of its subcontractors, consultants, and other agents to maintain insurance as described 

below unless such insurance has been expressly waived by the attachment of a Waiver of 

Insurance Requirements.  Any requirement for insurance to be maintained after completion of 

the work shall survive this Agreement. 

County reserves the right to review any and all of the required insurance policies and/or 

endorsements, but has no obligation to do so.  Failure to demand evidence of full compliance 

with the insurance requirements set forth in this Agreement or failure to identify any insurance 

deficiency shall not relieve Contractor from, nor be construed or deemed a waiver of, its 

obligation to maintain the required insurance at all times during the performance of this 

Agreement. 

1. Workers Compensation and Employers Liability Insurance 

a. Required if Contractor has employees as defined by the Labor Code of the State of 

California. 

b. Workers Compensation insurance with statutory limits as required by the Labor Code 

of the State of California. 

c. Employers Liability with minimum limits of $1,000,000 per Accident; $1,000,000 

Disease per employee; $1,000,000 Disease per policy. 

d. Required Evidence of Insurance:  Certificate of Insurance. 

If Contractor currently has no employees as defined by the Labor Code of the State of California, 

Contractor agrees to obtain the above-specified Workers Compensation and Employers Liability 

insurance should employees be engaged during the term of this Agreement or any extensions of 

the term. 

2. General Liability Insurance 

a. Commercial General Liability Insurance on a standard occurrence form, no less broad 

than Insurance Services Office (ISO) form CG 00 01. 

b. Minimum Limits:  $1,000,000 per Occurrence; $2,000,000 General Aggregate; 

$2,000,000 Products/Completed Operations Aggregate.  The required limits may be 

provided by a combination of General Liability Insurance and Commercial Excess or 

Commercial Umbrella Liability Insurance.  If Contractor maintains higher limits than 

the specified minimum limits, County requires and shall be entitled to coverage for the 

higher limits maintained by Contractor. 

c. Any deductible or self-insured retention shall be shown on the Certificate of 

Insurance.  If the deductible or self-insured retention exceeds $100,000, it must be 

approved in advance by County.  Contractor is responsible for any deductible or 

self insured retention and shall fund it upon County’s written request, regardless of 
whether Contractor has a claim against the insurance or is named as a party in any 

action involving the County. 
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d. "County of Sonoma, its Officers, Agents, and Employees" shall be endorsed as 

additional insureds for liability arising out of operations by or on behalf of the 

Contractor in the performance of this Agreement. 

e. The insurance provided to the additional insureds shall be primary to, and non-

contributory with, any insurance or self-insurance program maintained by them. 

f. The policy definition of “insured contract” shall include assumptions of liability 

arising out of both ongoing operations and the products-completed operations hazard 

(broad form contractual liability coverage including the “f” definition of insured 

contract in ISO form CG 00 01, or equivalent). 

g. The policy shall cover inter-insured suits between the additional insureds and 

Contractor and include a “separation of insureds” or “severability” clause which treats 

each insured separately. 

h. Required Evidence of Insurance:  Certificate of Insurance. 

3. Cyber Liability Insurance – Network Security & Privacy Liability Insurance 

a. Minimum Limit:  $2,000,000 per claim or per occurrence, $2,000,000.00 aggregate. 

b. Coverage shall be sufficiently broad to respond to the duties and obligations as is 

undertaken by the Consultant in this agreement and shall include, but not be limited to, 

claims involving security breach, system failure, data recovery, business interruption, 

cyber extortion, social engineering, infringement of intellectual property, including but 

not limited to infringement of copyright, trademark, trade dress, invasion of privacy 

violations, information theft, damage to or destruction of electronic information, 

release of private information, and alteration of electronic information. The policy 

shall provide coverage for breach response costs (including notification costs), 

regulatory fines and penalties as well as credit monitoring expenses. 

c. If the insurance is on a Claims-Made basis, the retroactive date shall be no later than 

the commencement of the work. 

d. Coverage applicable to the work performed under this Agreement shall be continued 

for two (2) years after completion of the work.  Such continuation coverage may be 

provided by one of the following:  (1) renewal of the existing policy; (2) an extended 

reporting period endorsement; or (3) replacement insurance with a retroactive date no 

later than the commencement of the work under this Agreement. 

e. Required Evidence of Insurance:  Certificate of Insurance specifying the limits and the 

claims-made retroactive date. 

4. Cyber Liability Insurance – Technology Errors and Omissions Insurance 

a. Minimum Limit:  $2,000,000 per claim or per occurrence, $2,000,000.00 aggregate. 

b. Coverage shall be sufficiently broad to respond to the duties and obligations as is 

undertaken by the Consultant in this agreement and shall include, but not be limited to, 

claims involving security breach, system failure, data recovery, business interruption, 

cyber extortion, social engineering, infringement of intellectual property, including but 

not limited to infringement of copyright, trademark, trade dress, invasion of privacy 



Contract No. 2023-3046-A01 

Exhibit B 

violations, information theft, damage to or destruction of electronic information, 

release of private information, and alteration of electronic information.  The policy 

shall provide coverage for breach response costs (including notification costs), 

regulatory fines and penalties as well as credit monitoring expenses. 

c. The Policy shall include, or be endorsed to include, property damage liability coverage 

for damage to, alteration of, loss of, or destruction of electronic data and/or 

information “property” of the County in the care, custody, or control of the Consultant.  

If the Consultant maintains broader coverage and/or higher limits than the minimums 

shown above, the Entity requires and shall be entitled to the broader coverage and/or 

the higher limits maintained by the contractor.  Any available insurance proceeds in 

excess of the specified minimum limits of insurance and coverage shall be available to 

the Entity. 

d. If the insurance is on a Claims-Made basis, the retroactive date shall be no later than 

the commencement of the work. 

e. Coverage applicable to the work performed under this Agreement shall be continued 

for two (2) years after completion of the work.  Such continuation coverage may be 

provided by one of the following:  (1) renewal of the existing policy; (2) an extended 

reporting period endorsement; or (3) replacement insurance with a retroactive date no 

later than the commencement of the work under this Agreement. 

f. Required Evidence of Insurance:  Certificate of Insurance specifying the limits and the 

claims-made retroactive date. 

5. Standards for Insurance Companies 

Insurers, other than the California State Compensation Insurance Fund, shall have an A.M. Best's 

rating of at least A:VII. 

6. Documentation 

a. All required Evidence of Insurance shall be submitted prior to the execution of this 

Agreement.  Contractor agrees to maintain current Evidence of Insurance on file with 

County for the entire term of this Agreement and any additional periods if specified in 

Sections 1 – 4 above. 

b. The name and address for Additional Insured endorsements and Certificates of 

Insurance is: 

County of Sonoma, its Officers, Agents, and Employees 

Attn:  DHS – Contract & Board Item Development Unit 

1450 Neotomas Avenue, Suite 200 

Santa Rosa CA 95405 

Email:  DHS-Contracting@sonoma-county.org 

c. Required Evidence of Insurance shall be submitted for any renewal or replacement of 

a policy that already exists, at least ten (10) days before expiration or other termination 

of the existing policy. 

mailto:DHS-Contracting@sonoma-county.org
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d. Contractor shall provide immediate written notice if:  (1) any of the required insurance 

policies is terminated; (2) the limits of any of the required policies are reduced; or 

(3) the deductible or self-insured retention is increased. 

e. Upon written request, certified copies of required insurance policies must be provided 

within thirty (30) days. 

7. Policy Obligations 

Contractor's indemnity and other obligations shall not be limited by the foregoing insurance 

requirements. 

8. Material Breach 

If Contractor fails to maintain insurance which is required pursuant to this Agreement, it shall be 

deemed a material breach of this Agreement.  County, at its sole option, may terminate this 

Agreement and obtain damages from Contractor resulting from said breach.  Alternatively, 

County may purchase the required insurance, and without further notice to Contractor, County 

may deduct from sums due to Contractor any premium costs advanced by County for such 

insurance.  These remedies shall be in addition to any other remedies available to County. 
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